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UNIT-I
INTRODUCTION TO EMBEDDED SYSTEM S

| ntr oduction:

An embedded system can be thought of as a computer hardware system having software
embedded in it. It can be an independent system or it can be a part of a large system. An
embedded system is a microcontroller or microprocessor based system which is designed to
perform a specific task. For example, a fire alarm is an embedded system; it will sense only
smoke.

An embedded system has three components —

e It has hardware.

e |t has application software.

e It has Real Time Operating System (RTOS) though a small scale embedded system may not
have RTOS.

So we can define an embedded system as a Microcontroller based, software driven, reliable,
real-time control system.

Characteristics of an Embedded System:

Single-functioned — An embedded system usually repeats a specialized operation.

Ex: A pager always functions as a pager.

Tightly constrained — All computing systems have constraints on design metrics like cost,
size, power, and performance but those on an embedded system can be especially tight.
Design metrics is a measure of an implementation's features. It must be of a size to fit on a
single chip, must perform fast enough to process data in real time and consume minimum
power to extend battery life.

Reactive and Real time — Many embedded systems must continually react to changes in the
system’s environment and must compute certain results in real time without any delay. For
example, a car cruise controller that continually monitors and reacts to speed and brake
sensors. It must compute acceleration or decelerations repeatedly within a limited time; a
delayed computation can result in failure to control of the car.

Microprocessors based — It must be microprocessor or microcontroller based.

Memory — It must have a memory, as its software usually embeds in ROM.

Connected — It must have connected peripheralsto connect input and output devices.
HW-SW systems — Software is used for more features and flexibility. Hardware is used for
performance and security
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Advantages:

e Small size
o Low power consumption
e Low cos

o Enhanced performance

o Easily customizable
Disadvantages:

o High development effort

o Larger timeto market

Basic Structure of an Embedded System:

The following illustration shows the basic structure of an embedded system —
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Sensor — It measures the physical quantity and converts it to an electrical signal which
can be read by an observer or by any electronic instrument like an A-D converter. A
sensor stores the measured quantity to the memory.

A-D Converter — An analog-to-digital converter converts the analog signal sent by the
sensor into adigital signal.

Processor & ASI Cs — Processors process the data to measure the output and store it to the
memory.

D-A Converter — A digital-to-analog converter converts the digital data fed by the
processor to analog data

Actuator — An actuator compares the output given by the D-A Converter to the actual
(expected) output stored in it and stores the approved outpui.

Differ ence between Gener al pur pose computer and Embedded systems:

General Purpose Computer Embedded Systems
It isdesigned using a microprocessor as It is mostly designed using a microcontroller
the main processing unit. as the main processing unit.

It uses semiconductor memories but does
not require secondary memories like hard
disk CD. It sometime has special memory
called flash memory.

It contains a large memory, semiconductor
memories like cache and RAM. It also
contains secondary storage like hard disks
etc.




It isdesigned such that it can do multiple
tasks as per requirement.

It is designed such that it can do aparticular
predefined task.

It ismostly costlier compared to the
embedded systems

It is cheaper compared to a computer.

It requires huge number of peripheral
devices and their controllers

It is cheaper as it requires less no of
peripheral devices and their controllers are
microcontroller chip itself.

The Operating system and other
software for the general purpose
computers, are normally complicated
and occupy more memory space.

The operating system (mostly RTOS i.e Real
Time Operating System) and other software
occupy less memory space.

The Embedded system hardware includes elements like user interface, input/output
interfaces, display and memory, etc. Generally, an embedded system comprises power supply,
processor, memory, timers, serial communication ports and system application specific

circuits.
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Ar chitechture of Embedded Systems:

The 8051 microcontrollers work with 8-bit data bus. So they can support external data
memory up to 64K and external program memory of 64k. They can address 128k of
external memory.

When data and code lie in different memory blocks, then the architecture is referred as
Harvard architecture. In case data and code lie in the same memory block, then the
architecture isreferred as Von Neumann architecture.

Von Neumann Architecture: The Von Neumann architecture was first proposed by a
computer scientist John von Neumann. In this architecture, one data path or bus exists
for both instruction and data. As a result, the CPU does one operation a a time. It
either fetches an instruction from memory, or performs read/write operation on data. So
an instruction fetch and a data operation cannot occur simultaneously, sharing a
common bus. Von-Neumann architecture supports simple hardware. It allows the use




of a single, sequential memory.

Harvard Architecture:

The Harvard architecture offers separate storage and signal buses for instructions and
data. This architecture has data storage entirely contained within the CPU, and there is
No access to the instruction storage as data. Computers have separate memory areas for
program instructions and data using internal data buses, allowing simultaneous access
to both instructions and data. Programs needed to be loaded by an operator; the
processor could not boot itself. In a Harvard architecture, there is no need to make the

two memories share properties.
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Figure: Von-Neumann and Harvard architectures

Von-Neumann Architecture vs Harvard Architecture:

The following points distinguish the Von Neumann Architecture from the Harvard

Architecture.

Von-Neumann Architechture

Harvard Architecture

Single memory to be shared by both code and
data

Separate memories for code and data.

Processor needsto fetch code in a separate clock
cycle and data in another clock cycle. So it
requires two clock cycles.

Single clock cycle is sufficient, as separate buses
are used to access code and data.

Higher speed, thus less time consuming.

Slower in speed, thus more time-consuming.

Simple in design.

Complex in design.




Types of Embedded systems:
Embedded systems can be classified into different types based on performance,
functional requirements and performance of the microcontroller.

Types Of Embedded

Systems
Based On ) Based On The Performance
Performance & Functional Of The Microcontroller

Requirements |

Real Time  “td  yonvorked  Mobile Small Seste  Medium Scale Sophisticated

Embedded systems are classified into four categories based on their performance and
functional requirements:

Standalone embedded systems, Real time embedded systems, Networked
embedded systems and Mobile embedded systems.

Embedded Systems are classified into three types based on the performance of the
microcontroller such as:

Small scale embedded systems, Medium scale embedded systems, Sophisticated
embedded sysems

Stand Alone Embedded Systems

Standalone embedded systems do not require a host system like a computer, it works
by itself. It takes the input from the input ports either analog or digital and processes,
calculates and converts the data and gives the resulting data through the connected
device-Which either controls, drives and displays the connected devices. Examples for
the stand alone embedded systems are mp3 players, digital cameras, video game
consoles, microwave ovens and temperature measurement systems.

Real Time Embedded Systems

A real time embedded system is defined as, a system which gives a required o/p in a
particular time. These types of embedded systems follow the time deadlines for
completion of atask. Real time embedded systems are classified into two types such as
soft and hard real time systems.

Networked Embedded Systems

These types of embedded systems are related to a network to access the resources. The
connected network can be LAN, WAN or the internet. The connection can be any
wired or wireless. This type of embedded system is the fastest growing area in
embedded system applications. The embedded web server is a type of system wherein
all embedded devices are connected to a web server and accessed and controlled by a
web browser. Example for the LAN networked embedded system is a home security
system wherein all sensors are connected and run on the protocol TCP/IP

Mobile Embedded Systems

Mobile embedded systems are used in portable embedded devices like cell phones,
mobiles, digital cameras, mp3 players and personal digital assistants, etc. The basic
limitation of these devices is the other resources and limitation of memory.



Small Scale Embedded Systems

These types of embedded systems are designed with a single 8 or 16-hit
microcontroller, that may even be activated by a battery. For developing embedded
software for small scale embedded systems, the main programming tools are an editor,
assembler, cross assembler and integrated development environment (IDE).

Medium Scale Embedded Systems

These types of embedded systems design with a single or 16 or 32-bit microcontroller,
RISCs or DSPs. These types of embedded systems have both hardware and software
complexities. For developing embedded software for medium scale embedded systems,
the main programming tools are C, C++, JAVA, Visual C++, RTOS, debugger, source
code engineering tool, simulator and IDE.

Sophisticated Embedded Systems

These types of embedded systems have enormous hardware and software complexities,
that may need ASIPs, IPs, PLAS, scalable or configurable processors. They are used for
cutting-edge applications that need hardware and software Co-design and components
which have to assemble in the final system.

Applications of Embedded Systems:

Embedded systems are wused in different applications like automobiles,
telecommunications, smart cards, missiles, satellites, computer networking and digital
consumer electronics.

1.1. What is an Embedded System?
Definition:

e An Electronic/Electro mechanical system which is designed to perform
a specific function and is a combination of both hardware and
firmware (Software).

E.g. Electronic Toys, Mobile Handsets, Washing Machines, Air
Conditioners, Automotive Control Units, Set Top Box, DVD Player
etc...



Embedded Systemsare:
e Uniquein character and behavior

e With specialized hardware and software

1.2. Embedded Systems Vs General Computing Systems:

General Purpose Computing System

Embedded System

A system which is a combination of generic
hardware and General Purpose Operating System
for executing avariety of applications

A system which is a combination of special
purpose hardware and embedded OS for
executing a specific set of applications

Contain a General Purpose Operating System
(GPOS)

May or may not contain an operating system
for functioning

Applications are alterable (programmable) by
user (It ispossible for the end user to re-install
the

Operating System, and add or remove user
applications)

The firmware of the embedded system is
pre-programmed and it is non-alterable by
end-user

Performance is the key deciding factor on the
selection of the system. Always ,,Faster is Better”

Application  specific  requirements  (like
performance, power requirements, memory
usage etc) arethe key deciding factors

Less/not at al tailored towards reduced
operating power requirements, options for
different levels of power management.

Highly tailored to take advantage of the
power saving modes supported by hardware
and Operating System

Response requirements are not time critical

For certain category of embedded systems
like mission critical systems, the response
time requirement is highly critical

Need not be deterministic in execution behavior

Execution behavior is deterministic  for
certain type of embedded systems like “Hard
Real Time” systems




T3 History of Embedded Systems:

First Recognized Modern Embedded System: Apollo Guidance Computer (AGC) developed
by Charles Stark Draper at the MIT Instrumentation Laboratory.

It has two modules
e 1.Command module (CM) 2. Lunar Excursion module (LEM)
RAM size 256, 1K ,2K words
ROM size 4K,10K,36K words
Clock frequency is 1.024MHz
5000 ,3-input RTL NOR gates are used
User interface isDSKY (display/Keyboard)

1.4.Classification of Embedded Systems:

* Based on Generation

* Based on Complexity & Performance
* Based on deterministic behaviour

* Based on Triggering

1.4.1. Embedded Systems - Classification based on Generation:

First Generation: The early embedded systems built around 8-bit microprocessors like 8085
and Z80 and 4-bit microcontrollers with simple hardware and firmware.

EX: stepper motor control units, Digital Telephone Keypads etc.

Second Generation: Embedded Systems built around 16-bit microprocessors and 8 or 16-bit
microcontrollers, following the first generation embedded systems

EX: SCADA, Data Acquisition Systems €etc.

Third Generation: _Embedded Systems built around high performance 16/32 bit
Microprocessors/controllers, Application Specific Instruction set processors like Digital
Signal Processors (DSPs), and Application Specific Integrated Circuits (ASICs). The
instruction set is complex and powerful.

Ex: Robotics, industrial process control, networking etc.


https://en.wikipedia.org/wiki/Charles_Stark_Draper

Fourth Generation:_Embedded Systems built around System on Chips (SoC’s), Re-
configurable processors and multicore processors. It brings high performance, tight
integration and miniaturization into the embedded device market

Ex: Smart phone devices, MIDsetc.

1.4.2.Embedded Systems - Classification based on Complexity &

Perfor mance:
Small Scale:
The embedded systems built around low performance and low cost 8 or 16 bit
microprocessors/ microcontrollers. It is suitable for simple applications and where
performance is not time critical. It may or may not contain OS.

e washing machine.
Oven.
Automatic Door Lock.
Motion Controlled Home Security System.
Keyboard controller.
CD Dirive.
fax machine.
Medium Scale:
Embedded Systems built around medium performance, low cost 16- or 32-bit
microprocessors / microcontrollers or DSPs. These are dightly complex in hardware and
firmware. It may contain GPOS/RTOS. Various examples of medium scale embedded
systems are routers for networking, ATM (is. Automated Teller Machine for bank
transactional machines etc.
Large Scale/Complex:

e Embedded Systems built around high performance 32- or 64-bit RISC

processorg/controllers, RSoC or multi-core processors and PLD.
e |t requires complex hardware and software.
e This syssem may contain multiple processorg/controllers and co-unitg’hardware
accelerators for offloading the processing requirements from the main processor.

e |t contains RTOS for scheduling, prioritization and management.
Note: RSOC stands for Reconfigurable System-on-Chip, which is a technology that uses
microprocessors and programmable logic fabric on the same die.

1.4.3.Classification Based on deter ministic behavior :
It is applicable for Real Time systems. The application/task execution behavior for an
embedded system can be either deterministic or non-deterministic
These are classified in to two types
1. Soft Real time Systems. Missing a deadline may not be critical and can be
tolerated to a certain degree
2. Hard Real time systems: Missing a program/task execution time deadline can have
catastrophic conseguences (financial, human loss of life, etc.)

1.4.4.Embedded Systems - Classification Based on Triggering:
These are classified into two types
1. Event Triggered: Activities within the system (e.g., task run-times) are dynamic
and depend upon occurrence of different events.
2. Time triggered: Activities within the system follow a statically computed
schedule (i.e., they are allocated time slots during which they can take place) and
thus by nature are predictable.




1.5.Major Application Areas of Embedded Systems:

Consumer Electronics: Camcorders, Cameras etc.

Household Appliances. Television, DVD players, washing machine, Fridge, Microwave
Oven etc.

Home Automation and Security Systems: Air conditioners, sprinklers, Intruder detection
alarms, Closed Circuit Television Cameras, Fire alarms etc.

Automotive Industry: Anti-lock breaking systems (ABS), Engine Control, Ignition Systems,
Automatic Navigation Systems etc.

Telecom: Cellular Telephones, Telephone switches, Handset Multimedia applications etc
Computer Peripherals: Printers, Scanners, Fax machines etc.

Computer Networking Systems: Network Routers, Switches, Hubs, Firewalls etc.

Health Care: Different Kinds of Scanners, EEG, ECG Machines etc.

Measurement & Instrumentation: Digital multi meters, Digital CROs, Logic Analyzers PLC
systems etc.

Banking & Retail: Automatic Teller Machines (ATM) and Currency counters, Point of Sales
(POS)

Card Readers: Barcode, Smart Card Readers, Hand held Devices etc.

1.6.Purpose of Embedded Systems:

Each Embedded Systems is designed to serve the purpose of any one or a combination of the
following tasks.
e Data Collection/Storage/Representation
Data Communication
Data (Signal) Processing
Monitoring
Control
Application Specific User Interface

1.6.1.Data Callection/Stor age/Representation: -

Performs acquisition of data from the external world. The data may be text, audio, video or
any physical quantities. The collected data can be either analog or digital. Data collection is
usually done for storage, analysis, manipulation and transmission. The collected data may be
stored directly in the system or may be transmitted to some other systems or it may be
processed by the system or it may be deleted instantly.

EXx: Digital Camera
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1.6.2.Data Communication:-

Embedded Data communication systems are deployed in applications ranging from complex
satellite communication systems to smple home networking systems. Embedded Data
communication systems are dedicated for data communication. The data communication can
happen through a wired interface (like Ethernet, RS-232C/USB/IEEE1394 etc) or wireless
interface (like Wi-Fi, GSM,/GPRS, Bluetooth, ZigBee etc)

> Network hubs, Routers, switches, Modems etc are typical examples for dedicated data
transmission embedded systems
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1.6.3.Data (Signal) Processing
e Embedded systems with Signal processing functionalities are employed in
applications demanding signal processing like Speech coding, synthesis, audio video
codec, transmission applications etc
e Computationally intensive systems Employs Digital Signal Processors (DSPs)
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1.6.4.Monitoring: -

Embedded systems coming under this category are specifically designed for monitoring
purpose. They are used for determining the state of some variables using input sensors. They
cannot impose control over variables. Measuring instruments like Digital CRO, Digital Multi
meter, Logic Analyzer, etc used in Control & Instrumentation applications are also examples
of embedded systems for monitoring purpose. Electro Cardiogram (ECG) machine for
monitoring the heartbeat of a patient is a typical example for this. The sensors used in ECG
are the different Electrodes connected to the patient’s body




1.6.5.Control:
Embedded systems with control functionalities are used for imposing control over some
variables according to the changes in input variables. Embedded system with control
functionality contains both sensors and actuators. Sensors are connected to the input port for
capturing the changes in environmental variable or measuring variable. The actuators
connected to the output port are controlled according to the changes in input variable to put
an impact on the controlling variable to bring the controlled variable to the specified range

e Air conditioner for controlling room temperature is a typical example for embedded

system with ,,Control” functionality

Air conditioner contains a room temperature sensing element (sensor) which may be a
thermistor and a handheld unit for setting up (feeding) the desired temperature. The air
compressor unit acts as the actuator. The compressor is controlled according to the current

room temperature and the desired temperature set by the end user.

1.6.5. Application Specific User I nterface:-

Embedded systems possess certain specific characteristics and these are unique to each
Embedded system.
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Contains Application Specific User interface (rather than general standard Ul ) like key board,
Display units etc

Aimed at a specific target group of users

Mobile handsets, Control unitsin industrial applications etc are examples

1.7.Characteristics of Embedded systems:

Application and domain specific
Reactive and Real Time
Operates in harsh environments
Distributed

Small Size and weight

Power concerns

1.7.1.Application and Domain Specific: -

Each E. S has certain functions to perform and they are developed in such a manner to
do the intended functions only. They cannot be used for any other purpose.

Ex — The embedded control units of the microwave oven cannot be replaced with
AC’s embedded control unit because the embedded control units of microwave oven
and AC are specifically designed to perform certain specific tasks.

1.7.2.Reactive and Real Time: -

E.S are in constant interaction with the real world through sensors and user-defined
input devices which are connected to the input port of the system. Any changes in the
real world are captured by the sensors or input devices in real time and the control
algorithm running inside the unit reacts in a designed manner to bring the controlled
output variables to the desired level. E.S produce changes in output in response to the
changes in the input, so they are referred as reactive systems.

Real Time system operation means the timing behavior of the system should be
deterministic i.e the system should respond to requests in a known amount of time.

Ex — E.S which are mission critical like flight control systems, Antilock Brake

System (ABS) etc are Real Time systems.

1.7.3.0peratesin Harsh Environment: —

The design of E.S should take care of the operating conditions of the area where the system is
going to implement.

Ex — If the system needs to be deployed in a high temperature zone, then all the
components used in the system should be of high temperature grade. Also proper
shock absorption techniques should be provided to systems which are going to be
commissioned in places subject to high shock.



1.7.4.Distributed: —

It means that embedded systems may be a part of a larger system. Many numbers of such

distributed embedded systems form a single large embedded control unit.
Ex — Automatic vending machine. It contains a card reader, a vending unit etc. Each
of them are independent embedded units but they work together to perform the overall
vending function.

1.7.5.Small Size and Weight: -

Product aesthetics (size, weight, shape, style, etc) is an important factor in choosing a

product.

It is convenient to handle a compact device than a bulky product.

1.7.6.Power Concerns: -

Power management is another important factor that needs to be considered in designing

embedded systems.

E.S should be designed in such away as to minimize the heat dissipation by the system.

1.8.Quality Attributes of Embedded System:
Quiality attributes are the non-functional requirements that need to be documented properly in
any system design
Quiality attributes can be classified as
1.Operational quality attributes
2.Non-operational quality attributes.
1.8.1.Operational quality attributes
The operational quality attributes represent the quality attributes related to the embedded
system when it is in the operational mode or online mode
The Operational Quality Attributes are
Response
Throughput
Reliability
Maintainability
Security
Saftey
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1.Response:

It is the measure of quickness of the system. It tells how fast the system is tracking the
changes in input variables. Most of the E.S demands fast response which should be almost
real time.

Ex — Flight control application

2.Throughput

It deals with the efficiency of a system. It can be defined as the rate of production or
operation of a defined process over a stated period of time. The rates can be expressed in
terms of products, batches produced or any other meaningful measurements.

Ex — In case of card reader throughput means how many transactions the reader can perform
inaminute or in an hour or in a day.

3.Reliability:

It is a measure of how much we can rely upon the proper functioning of the system.

Mean Time between Failure (MTBF) and Mean Time To Repair (MTTR) are the terms used
in determining system reliability. MTBF gives the frequency of failures in
hours/weeks/months.



MTTR specifies how long the system is allowed to be out of order following a failure. For
embedded system with critical application need, it should be of the order of minutes.

4.Maintainability:

It deals with support and maintenance to the end user or client in case of technical issues and
product failure or on the basis of a routine system checkup. Reliability and maintainability
are complementary to each other. A more reliable system means a system with less corrective
maintainability requirements and vice versa. Maintainability can be broadly classified into
two categories. Scheduled or Periodic maintenance (Preventive maintenance), Corrective
maintenance to unexpected failures

5.Security:

Confidentiality, Integrity and availability are the three maor measures of information
Security.

Confidentiality deals with protection of data and application from unauthorized disclosure.
Integrity deals with the protection of data and application from unauthorized modification.
Availability deals with protection of data and application from unauthorized users.

6.Saftey:

Safety deals with the possible damages that can happen to the operator, public and the
environment due to the breakdown of an Embedded System. The breakdown of an embedded
system may occur due to a hardware failure or afirmware failure. Safety analysisisamust in
product engineering to evaluate the anticipated damages and determine the best course of
action to bring down the consequences of damage to an acceptable level.

1.8.2.Non Operational Quality Attributes:

The quality attributes that needs to be addressed for the product not on the basis of
operational aspects are grouped under this category.

The Non Operational Quality Attributes are

Testability and Debuggability

Evolvability

Portability

Time to Prototype and Market

Per Unit Cogt and Revenue
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1.Testability and Debuggability:
Testability deals with how easily one can test the design, application and by which means it
can be done. For an E.S tedtability is applicable to both the embedded hardware and
firmware. Embedded hardware testing ensures that the peripherals and total hardware
functions in the desired manner, whereas firmware testing ensures that the firmware is
functioning in the expected way
Debug-ability is a means of debugging the product from unexpected behaviour in the system
Debug-ability istwo level process 1. Hardware level 2. software level
1.Hardware level: It isused for finding the issues created by hardware problems.
2.Software level: It is employed for finding the errors created by the flaws in the software.
2.Evolvability: -
e Itisatermwhich isclosely related to Biology.
o Itisreferred asthe non-heritable variation.
e For an embedded system evolvability refers to the ease with which the
embedded product can be modified to take advantage of new firmware or
hardware technologies.



3.Portability: -

It is the measure of system independence.

An embedded product is said to be portable if the product is capable of functioning in various
environments, target processors and embedded operating systems.

4. Time-to-Prototype and Market: -

It isthe time elapsed between the conceptualization of a product and the time at which
the product is ready for selling.

The commercial embedded product market is highly competitive and time to market
the product is critical factor in the success of commercial embedded product.

There may be multiple players in embedded industry who develop products of the
same category (like mobile phone).

5.Per Unit Cost and Revenue: -

Cost is a factor which is closely monitored by both end user and product
manufacturer.

Cost is highly sensitive factor for commercial products

Any failure to position the cost of a commercial product at a nominal rate may lead to
the failure of the product in the market.

Proper market study and cost benefit analysis should be carried out before taking a
decision on the per-unit cost of the embedded product.

The ultimate aim of the product is to generate marginal profit so the budget and total
cost should be properly balanced to provide a marginal profit.

Text Book: -

1. Introduction to Embedded Systems — Shibu K.V Mc Graw Hill
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INTEL 8051 MICRCONTROLLER

| ntr oduction:

A decade back the process and control operations were totaly implemented by the
Microprocessors only. But now-a-days the situation is totally changed and it is occupied by the
new devices called Microcontroller. The development is so drastic that we can’t find any
electronic gadget without the use of a microcontroller. This microcontroller changed the
embedded system design so simple and advanced that the embedded market has become one of
the most sought after for not only entrepreneurs but for design engineers also.

What isa Microcontroller?

A single chip computer or A CPU with all the peripherals like RAM, ROM, 1/O Ports, Timers,
ADC:s etc... on the same chip. For ex: Motorola’s 6811, Intel/s 8051, Zilog’s Z8 and PIC 16X
etc...

Microprocessors & Microcontrollers:

Microprocessor: A CPU built into asingle VLSI chip is called a microprocessor. It is a general-
purpose device and additional external circuitry are added to make it a microcomputer. The
microprocessor contains arithmetic and logic unit (ALU), Instruction decoder and control unit,
Instruction register, Program counter (PC), clock circuit (internal or external), reset circuit
(internal or external) and registers. But the microprocessor has no on chip 1/O Ports, Timers,
Memory etc. For example, Intel 8085 is an 8-bit microprocessor and Intel 8086/8088 a 16-bit
microprocessor. The block diagram of the Microprocessor is shown in Fig.1
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Fig.1 Block diagram of a Microprocessor.

Microcontroller:

A microcontroller is a highly integrated single chip, which consists of on chip CPU (Central
Processing Unit), RAM (Random Access Memory), EPROM/PROM/ROM (Erasable
Programmable Read Only Memory), 1/0 (input/output) — serial and parallel, timers, interrupt
controller. For example, Intel 8051 is 8-bit microcontroller and Intel 8096 is 16-hit
microcontroller. The block diagram of Microcontroller is shown in Fig.2.
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Fig.2.Block Diagram of a Microcontroller

Distinguish between Microprocessor and Microcontr oller

S.No Microprocessor Microcontroller
i A microprocessor is a general | A microcontroller isadedicated chip whichis
purpose device which is called a | also called single chip compuiter.
CPU
ii. A microprocessor does not contain A microcontroller includes RAM, ROM, serial
on chip 1/0 Ports, Timers, Memories | and parallel interface, timers, interrupt circuitry
etc. (in addition to CPU) in asingle chip.

iii. Microprocessors are most commonly | Microcontrollers are used in small, minimum
used as the CPU in microcomputer component designs performing Control-oriented
systems applications.

iv. Microprocessor ingtructions are Microcontroller instructions are both bit
mainly nibble or byte addressable Addressable as well as byte addressable.

V. Microprocessor instruction sets are Microcontrollers have instruction sets catering
mainly intended for to the control of inputs and Outputs.

catering to Large volumes of
data.

Vi. Microprocessor based system | Microcontroller based systemdesign is rather
design is complex and expensive simple and cost effective

Vii. The Instruction set of The instruction set of a Microcontroller is very

microprocessors complex with large
number of instructions.

simple with less number of instructions.
For, ex: PIC microcontrollers have only 35
instructions.




| viii. | A microprocessor has zero statusflag | A microcontroller has no zero flag.

Intel 8051 Microcontroller:
The 8051 microcontroller is a very popular 8-bit microcontroller introduced by Intel in the year
1981 and it has become almost the academic standard now-a-days. The 8051 is based on an 8-bit
CISC core with Harvard architecture. Its 8-bit architecture is optimized for control applications
with extensive Boolean processing. It is available as a 40-pin DIP chip and works at +5 Volts
DC. The salient features of 8051 controllers are given below.
Salient Features: The salient features of 8051 Microcontroller are
4 KB on chip program memory (ROM or EPROM)).
128 bytes on chip data memory(RAM).
8-hit data bus
16-bit address bus
32 general purpose registers each of 8hits
Two -16 bit timers Toand T1
Five Interrupts (3 internal and 2external).
Four Parallel ports each of 8-bits (PORTO, PORT1, PORT2, PORT3) with a total of
321/0 lines.

9. One 16-bit program counter and One 16-bit DPTR (data pointer)

10. One 8-bit stack pointer
Architecture & Block Diagram of 8051 Microcontroller:
The architecture of the 8051 microcontroller can be understood from the block diagram. It has
Harvard architecture with RISC (Reduced Instruction Set Computer) concept. The block diagram
of 8051 microcontroller is shown in Fig.3. below
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(Address/Data)

Fig.3. Block Diagram of 8051 Microcontroller.

It consists of an 8-bit ALU, one 8-bit PSW (Program Status Register), A and B registers, one 16-
bit Program counter, one 16-hit Data pointer register(DPTR),128 bytes of RAM and 4kB of
ROM and four paralel I/0O ports each of 8-bit width.

8051 has 8-bit ALU which can perform all the 8-bit arithmetic and logical operations in one



machine cycle. The ALU is associated with two registers A & B
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A and B Registers: The A and B registers are special function registers which hold the
results of many arithmetic and logical operations of 8051.The A register is also called the
Accumulator and as its name suggests, is used as a general register to accumulate the results of
alarge number of instructions. By default, it is used for all mathematical operations and also data
transfer operations between CPU and any external memory. The B register is mainly used for
multiplication and division operations along with A register. MULAB : DIVAB.

It has no other function other than as a location where data may be stored.

The R registers: The "R" registers are a set of eight registers that are named RO, R1, etc. up
to and including R7. These registers are used as auxiliary registers in many operations. The "R"
registers are also used to temporarily store values.

Program Counter (PC): 8051 has a 16-bit program counter. The program counter aways
pointsto the address of the next instruction to be executed. After execution of one instruction the
program counter is incremented to point to the address of the next instruction to be executed. It



is the contents of the PC that are placed on the address bus to find and fetch the desired
instruction. Since the PC is 16-bit width ,8051 can access program addresses from 0000H to
FFFFH, atotal of 6kB of code.

Stack Pointer Register (SP): It is an 8-bit register which stores the address of the stack
top. i.e. the Stack Pointer is used to indicate where the next value to be removed from the stack
should be taken from. When a value is pushed onto the stack, the 8051 first increments the value
of SP and then stores the value at the resulting memory location. Similarly, when a value is
popped off the stack, the 8051 returns the value from the memory location indicated by SP, and
then decrements the value of SP. Since the SP is only 8-bit wide it is incremented or
decremented by two. SP is modified directly by the 8051 by six instructions. PUSH, POP,
ACALL, LCALL, RET, and RETI. It isalso used intrinsically whenever an interrupt is triggered.

Stack in 8051 Microcontroller: The stack is a part of RAM used by the CPU to store
information temporarily. This information may be either data or an address. The CPU needs this
storage area as there are only limited number of registers. The register used to access the stack is
called the Stack pointer which is an 8-bit register. So, it can take values of 00 to FF H. When the
8051 is powered up, the SP register contains the value 07.i.e the RAM location value 08 is the
first location being used for the stack by the 8051 controller.
There are two important instructions to handle this stack. One is the PUSH and the other is the
POP. The loading of data from CPU registers to the stack is done by PUSH and the loading of
the contents of the stack back into a CPU register is done by POP.
EX: MOV R6, #35H

MOV R1, #21 H

PUSH6

PUSH1
In the above instructions the contents of the Registers R6 and R1 are moved to stack and they
occupy the 08 and 09 locations of the stack. Now the contents of the SP are incremented by two
and it isOA
Similarly, POP 3 instruction pops the contents of stack into R3 register. Now the contents of the
SP is decremented by 1
In 8051 the RAM locations 08 to 1F (24 bytes) can be used for the Stack. In any program if we
need more than 24 bytes of stack, we can change the SP point to RAM locations 30- 7F H. this
can be done with the instruction MOV SP, # XX.
Data Pointer Register (DPTR): It is a 16-bit register which is the only user-accessible.
DPTR, as the name suggests, is used to point to data. It is used by a number of commands which
allow the 8051 to access external memory. When the 8051 accesses external memory it will
access external memory at the address indicated by DPTR. This DPTR can also be used as two
8-registers DPH and DPL.

Program Status Register (PSW): The 8051 has an 8-bit PSW register which is also
known as Flag register. In the 8-bit register only 6-bits are used by 8051.The two unused bits are
user definable bits. In the 6-bits four of them are conditional flags. They are Carry -CY,
Auxiliary Carry-AC, Parity-P, and Overflow-OV. These flag bits indicate some conditions that
resulted after an instruction was executed.



CY |AC | FO |[IRS1|RSO|OV | - P

The bits PSW3 and PSW4 are denoted as RSO and RS1 and these bits are used
the select the bank registers of the RAM location. The meaning of various bits
of PSW register is shown below

cY PSW.7 Carry Flag

AC PSW.6 Auxiliary Carry Flag

FO PSW.5 Flag 0 available for general purpose.

RS1 PSW.4 Register Bank select bit 1

RSO PSW.3 Register bank select bit 0

ov PSW.2 Overflow flag

PSW.1 User definable flag

P PSW.0 Parity flag .set/cleared by hardware.

The selection of the register Banks and their addresses are given below.

RS1 RSO Register Bank Address

0 0 0 00H-07H
0 1 1 08H-0FH
1 0 2 10H-17H
1 1 3 18H-1FH

Memory Organization: The 8051 microcontroller has 128 bytes of Internal RAM and 4kB
of on chip ROM. The RAM is also known as Data memory and the ROM is known as program
memory. The program memory is also known as Code memory. This Code memory holds the
actual 8051 program that isto be executed. In 8051 this memory is limited to 64K. Code
memory may be found on-chip, as ROM or EPROM. It may also be stored completely off-chip
in an external ROM or, more commonly, an external EPROM. The 8051 has only 128 bytes of
Internal RAM but it supports 64kB of external RAM. As the name suggests, external RAM s
any random access memory which is off-chip. Since the memory is off-chip it is not as flexible
in terms of accessing, and is also slower. For example, to increment an Internal RAM location by
1, it requires only 1 instruction and 1 instruction cycle but to increment a 1-byte value stored in



External RAM requires 4 instructions and 7 instruction cycles. So, here the externa
memory is 7 times slower
Internal RAM of 8051: This Internal RAM is found on-chip on the 8051. So it is the fastest
RAM available, and it is also the most flexible in terms of reading, writing, and modifying its
contents. Internal RAM is volatile, so when the 8051 is reset this memory is cleared. The 128
bytes of internal RAM is organized as below.
i.  Four register banks (BankO, Bank1, Bank2 and Bank3) each of 8-bits (total 32 bytes).
The default bank register is BankO. The remaining Banks are selected with the help of
RS0 and RSL1 bits of PSW Register.
ii. 16 bytesof bit addressable areaand
iii. 80 bytes of general purpose area (Scratch pad memory) as shown in the diagram below.
Thisareais also utilized by the microcontroller as a storage area for the operating stack.
The 32 bytes of RAM from address 00 H to 1FH are used as working registers organized as four
banks of eight registers each. The registers are named as RO-R7. Each register can be addressed
by its name or by its RAM address.
For EX: MOV A, R7 or MOVR7, #05H

F

General pumapose

Scratch pad memory
(S0 Bytes )

30
2F

Bit addressible

area (16 Bytes)
20
1F

Register Bank 3

Register Bank 2
10
Ll Register Bank 1
0s
a7 R7
06 sl
Hj gi‘ Register
03 rz Bank 0
02 R2
0l R1
a0 RO

Byte INTERNAL RAM

addresses

Internal ROM (On —chip ROM): The 8051 microcontroller has 4kB of on chip ROM but
it can be extended up to 64kB.This ROM is also called program memory or code memory. The



CODE segment is accessed using the program counter (PC) for opcode fetches and by DPTR for
data. The external ROM is accessed when the EA (active low) pin is connected to ground or the
contents of program counter exceeds OFFFH.When the Internal ROM address is exceeded the
8051 autometically fetches the code bytes from the external program memory.

FFFFH
External ROM

OFFFH
Internal ROM

0000H

Parallel | /O Ports:

The 8051 microcontroller has four paralel 1/0 ports, each of 8-bits. So, it provides the user 32
I/O lines for connecting the microcontroller to the peripherals. The four ports are PO (Port 0),
P1(Portl), P2(Port 2) and P3 (Port3). Upon reset all the ports are output ports. In order to make
them input, all the ports must be set i.e. a high bit must be sent to al the port pins. This is
normally done by the instruction “SETB”.

Ex: MOVA, #OFFH ; A =FF

MQV PO, A ; make PO an input port

PORT O: Port 0 is an 8-hit 1/0 port with dual purpose. If external memory is used, these port
pins are used for the lower address byte address/data (AD0-AD7), otherwise all bits of the port
are either input or outpuit.

Dual role of port O: Port 0 can also be used as address/data bustADO-AD?7), allowing it to be
used for both address and data. When connecting the 8051 to an external memory, port O
provides both address and data. The 8051 multiplexes address and data through port O to save
the pins. ALE indicates whether PO has address or data. When ALE = 0, it provides data DO-D7,
and when ALE =1 it provides address

Port 1. Port 1 occupies a total of 8 pins (pins 1 through 8). It has no dual application and acts



only as input or output port. Upon reset, Port 1 is configured as an output port. To configure it as
an input port, port bits must be set i.e. a high bit must be sent to al the port pins. Thisis normally
done by the instruction “SETB”.

For EX:

MOV A, #OFFH; A=FF HEX

MOQV P1, A; make P1 an input port by writing 1*s to al of its pins

Port 2: Port 2 is also an eight-bit parallel port. (pins 21- 28). It can be used as input or output
port. Upon reset, Port 2 is configured as an output port. If the port is to be used as input port, all
the port bits must be made high by sending FF to the port.

For EXx:
MOV A, #OFFH ; A=FF hex
MQV P2, A ; make P2 an input port by writing all 1s to it

Dual role of port 2: Port2 lines are also associated with the higher order address lines A8-
A15. Port 2 is used along with PO to provide the 16-bit address for the external memory. Since an
8051 is capable of accessing 64K bytes of external memory, it needs a path for the 16 bits of the
address. While PO provides the lower 8 bits via AO-A7, it is the job of P2 to provide bits A8-A15
of the address. In other words, when 8051 is connected to external memory, Port 2 is used for the
upper 8 bits of the 16-bit address, and it cannot be used for 1/0 operations.

Port3 is also an 8-bit parallel port with dual function. (pins 10 to 17). The port pins can be used
for 1/O operations as well as for control operations. The details of

these additional operations are given below in the table. Upon reset port 3 is configured as an
output port. If the port isto be used as input port, all the port bits must be made high by sending

FF to the port.
For Ex:
MOV A, #OFFH  ; A= FF hex
MOV P3, A ;make P3 an input port by writing al 1sto

It

Alter nate Functions of Port 3: P3.0 and P3.1 are used for the RxD (Receive Data) and
TxD (Transmit Data) serial communications signals. Bits P3.2 and P3.3 are meant for external
interrupts. Bits P3.4 and P3.5 are used for Timers 0 and 1 and P3.6 and P3.7 are used to provide
the write and read signals of external memories connected in 8031 based systems

Table: PORT 3 alternate functions

SNo Port 3 bit Pin Ng Function

1 P3.0 10 RxD

2 P3.1 11 TxD

3 P3.2 12

4 P3.3 13 e
INT1

5 P3.4 14 TO

6 P3.5 15 T1

7 P3.6 16 ﬁ




8 P3.7 17

8051 I nstructions: The process of writing program for the microcontroller mainly consists
of giving instructions (commands) in the specific order in which they should be executed in order
to cary out a specific task. All commands are known as INSTRUCTION SET. All
microcontrollers compatible with the 8051 have in total of 255 instructions These can be grouped
into the following categories

1. Arithmetic Instructions

2. Logical Ingructions

3. Data Transfer ingtructions

4. Boolean Variable Instructions

5. Program Branching Ingructions

The following nomenclatures for register, data, address and variables are used while write
instructions.

A: Accumulator

B: "B" register C: Carry bit

Rn: Register RO - R7 of the currently selected register bank

Direct: 8-bit internal direct address for data. The data could be in lower 128bytes of RAM (00 -
7FH) or it could be in the special function register (80 - FFH).

@Ri: 8-bit external or internal RAM address available in register RO or R1. This is used for
indirect addressing mode.

#data8: Immediate 8-bit data available in the instruction.

#datal6: Immediate 16-bit data available in the instruction.

Addrll: 11-bit destination address for short absolute jump. Used by instructions AIMMP &
ACALL. Jump range is 2 Kbyte (one page).

Addr16: 16-bit destination address for long call or long jump.

bit: Directly addressed bit in internal RAM or SFR

e The first part of each ingtruction, caled MNEMONIC refers to the operation an
instruction performs (copy, addition, logic operation etc.). Mnemonics are abbreviations
of the name of operation being executed.

e The other part of instruction, called OPERAND is separated from mnemonic by at least
one whitespace and defines data being processed by instructions. Some of the
instructions have no operand, while some of them have one, two or three. If there is more
than one operand in an instruction, they are separated by a comma.



1. Arithmetic Instructions: Arithmetic instructions perform several basic arithmetic
operations such as addition, subtraction, division, multiplication etc. After execution, the result is
stored in the first operand.

For example:

ADD AR1- Theresult of addition (A+R1) will be stored in the accumulator.

Mnemonics Description
ADD A, Rn A—A +Rn
ADD A, direct A« A +(diret)
ADD A, @Ri A— A +@Ri
ADD A, #data A A +daa
ADDCA, Rn A A+Rn+C
ADDCA, direct A A+ (direct) +C
ADDCA, @Ri A A+ Q@Ri+C
ADDCA, #data A A +data+C
DA A Decimal adjust accumulator
DIV AB Divide A by B

A guotient
B remainder
DECA A A1l
DECRn Rh  Rn-1
DEC direct (direct) (direct) - 1
DEC @Ri @Ri @Ri -1
INC A A A+l
INCRn Rn Rn +1
INC direct (direct)  (direct) +1
INC @RI @RI @Ri +1
INC DPTR DPTR DPTR+1
MUL AB Multiply A by B
A  low byte (A*B)
B high byte (A*B)
SUBB A, Rn A A-Rn-C
SUBB A, direct A A-(direct) -C
SUBB A, @Ri A A-@Ri-C
SUBB A, #data A A-daa-C




2.Logical I nstructions: The Logical Instructions are used to perform logical operations like
AND, OR, XOR, NOT, Rotate, Clear and Swap. Logical Instruction are performed on Bytes of
data on a bit-by-bit basis. Logic instructions perform logic operations upon corresponding bits of
two registers. After execution, the result is stored in the first operand

Mnemonics Description

ANL A, Rn A—A AND Rn

ANL A, direct A« A AND(direct)

ANL A, @RI A— A AND @RI

ANL A, #data A A AND daa

ANL direct, A (direct) (direct) AND A

ANL direct, #data (direct) (direct) AND data

CLRA A OOH

CPL A A A

ORL A, Rn A AORRn

ORL A, direct A A OR(direct)

ORL A, @RI A A OR @RI

ORL A, #data A AORdaa

ORL direct, A (direct) (direct) OR A

ORL direct, #data (direct) (direct) OR data

RL A Rotate accumulator left

RLC A Rotate accumulator left through
carry

RR A Rotate accumulator right

RRC A Rotate accumulator right through
carry

SWAP A Swap nibbles within Accumulator

XRL A, Rn A A EXORRnN

XRL A, direct A A EXOR(direct)

XRL A, @Ri A A EXOR @RI

XRL A, #data A A EXOR daa

XRL direct, A (direct) (direct) EXOR A

XRL direct, #data (direct) (direct) EXOR data




3.Data Transfer Instructions. Datatransfer instructions move the content of one register
to another. The register the content of which is moved remains unchanged. If they have the suffix
“X” (MOVX), the data is exchanged with external memory.

Mnemonics Description
MOV A, Rn A<—Rn
MQV A, direct A« (direct)
MOV A, @Ri A« @RI
MOV A, #data A+«— data
MOV Rn, A Rne— A
MOV Rn, direct Rn+«— (direct)
MOV Rn, #data Rn._ data
MOV direct, A (direct) e A
MOV direct, Rn (direct)e— Rn
MOV directl, direct2 (directl) - (direct2)
MOV direct, @RI (direct) «— @RI
MOQV direct, #data (direct) #data
MOV @Ri, A @R iA
MOV @RI, direct @Ri (direct)
MOV @RI, #data @Ri data
MOV DPTR, #datal6 DPTR datal6
MOVC A, @A+DPTR A  Code byte pointed by A+DPTR
MOVC A, @A+PC A  Code byte pointed by A +PC
MOVCA, @Ri A CodebytepointedbyRi8-bitaddress)
MOVX A, @DPTR A External datapointed by DPTR
MOV X @Ri, A @Ri A (External data - 8hitaddress)
MOVX @DPTR, A @DPTR  A(External data - 16bitaddress)
PUSH direct (SP) (direct)
POP direct (direct) (SP)
XCH Rn Exchange A with Rn
XCH direct Exchange A with direct byte
XCH @Ri Exchange A with indirect RAM
XCHD A, @Ri Exchange least significant nibble of A with
that of indirect RAM




4.Boolean Variable I nstructions: Boolean or Bit Manipulation Instructions will deal with
bit variables. Similar to logic instructions, bit-oriented instructions perform logic operations. The
difference is that these are performed upon single bits.

Mnemonics Description
CLRC C -bit0
CLR hit bit 0
SET C C 1
SET hit bit 1
CPL C G— Tl
CPL bit bit «— bi
ANL C, /bit C— Chit
ANL C, bit Ce— Chit
ORL C, /bit Ce— C+hit
ORL C, bit C+— C +hit
MOV C, hit C+ hit
MOV bit, C Bite— C




5.Program Branching Instructions:

There are two kinds of branch instructions: Unconditional jump instructions: upon their
execution ajump to anew location from where the program continues execution is executed.
Conditional jump instructions. Jump to a new program location is executed only if a specified
condition is met. Otherwise, the program normally proceeds with the next instruction.

Mnemonics Description
ACALL addrl 1 PC+ 2= (SFliaddrll — PC
AJMPaddel 1 Addrl] — PC

CINE A, direct, rg]
CINE A, #data, rel

CTNE Rn, ﬁﬂar:a :reJ.
CINE | ﬂ:_RJ #data, :EJ,

Compare with A, jump (PC + rel) if not equal
Compare with A, jump (PC + rel) if not equal

_ Compare with R, jump (PC + rel) if not equal
L-Dnlpﬂl& with @ggt A_Jump [PC + ggl,:u if not Equal

DINZ Bnrel Decrement Rn. jump if not zero
i['J‘]""’JE direct. re] Decrement {direct), jump if not zero
|JC rel Jump (PC + rel) if C bit=1
TNC el Jump (PC + rel) if C bit = 0
B bi, rel Jump (PC + rel) if bit= 1
UNB bit, rgl Tump (PC + rel) if bit=0
JBC bit, sl Jump (PC + rel) if bit=1
JI'l.-'ﬂ"‘ e ATDPTR A+DPTR. — PC

,JE rel If A=0. gump to PC + rel
TNZ el If A+ 0, jump to PC +re]
I].C;—'LLLaddrlE PC+3— iSPHﬂQﬂE — PC
LIMP agdr 16 Addrl6 —s PC

NOP No operation

RET (SP) —s PC

RETI (SP)—s PC, Enable Intermupt
STMP el PC +2+rel —PC
JMP @A+DFTR A+DPTR. — PC

rIE rel If A= 0. jump PC+ rel
.JT"T? rel A F 0, jump PC + el
INOP - No operation

Memory interfacing to 8051: The system designer is not limited by the amount of internal
RAM and ROM available on chip. Two separate external memory spaces are made available by
the 16-bit PC and DPTR and by different control pins for enabling external ROM and RAM
chips. External RAM, which is accessed by the DPTR, may also be needed when 128 bytes of
internal data storage is not sufficient. External RAM, up to 64K bytes, may also be added to any
chip in the 8051 family.



Connecting External Memory: Figures shows the connections between an 8051 and an external
memory configuration consisting of EPROM and static RAM. The 8051 accesses external RAM
whenever certain program instructions are executed. External ROM is accessed whenever the EA
(external access) pin is connected to ground or when the PC contains an address higher than the
last address in the internal 4K bytes ROM (OFFFh). 8051 designs can thus use internal and
external ROM automatically; the 8051, having no internal ROM, must have (EA)' grounded.

Address Multiplexing
for External Memory

B 4 2 S l\
Por O k/“ 5 DO 17
ROS ) \J' T v EPROM
JAMC A7
A —J\ T
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= — —,
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PSEN - < Ol

Accessing external code memory

Figure: Interfacing External code memory to 8051 |
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If the memory accessisfor a byte of program code in the ROM, the (PSEN)'(program
store enable) pin will go low to enable the ROM to place a byte of program code on
the data bus. If the accessisfor a RAM byte, the (WR)'(write) or (RD)'(read) pins will
go low, enabling data to flow between the RAM and the data bus.

Note that the (WR)' and (RD)' signals are alternate uses for port 3 pins 16 and

17. Also, port O is used for the lower address byte and data; port 2 is used for upper
address bits. The use of external memory consumes many of the port pins, leaving
only port 1 and parts of port 3 for general 1/0.

Text Books

1 D. V. Hall, Microprocessors and Interfacing, TMGH, 2nd Edition2006.

2. Advanced Microprocessors and Peripherals— A. K. Ray and K.M. Bhurchandi, TMH, 2nd
Edition2006

3. Kenneth. J. Ayala, The 8051 Microcontroller, 3rd Ed., Cengage Learning
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Embedded Firmware

I ntroduction to Embedded Firmware
Firmware isa type of software that's embedded into hardware devices to control their
functions. It's a low-level program that acts as an intermediary between the hardware and
higher-level software.
How does firmware work?
e Firmware bootsthe device and provides instructions for it to function.
e |t controls the processor and peripherals within the device.
e |t ensuresthat the hardware operates as intended.
Where is firmware stored?
e Firmware is usually stored in non-volatile memory, such as read-only memory (ROM),
electrically erasable programmable read-only memory (EEPROM), or flash memory.
e Firmware stored in ROM or EEPROM is usually low-level and can't be updated.
e Firmware stored in flash memory is usually high-level and can be updated.
Examples of devices that use firmware
Cameras, Mobile phones, Network cards, Optical drives, Printers, Routers, Scanners, Television

remotes, and Washing machines.



Reset Circuit & Brown-Protection Circuit

The reset circuit is essential 10 ensure that the device 15 not operating at a voltage level where the device
is not guaranteed 10 operate, during system power ON. The resct signal brings the internal registers and
the different hardware systems of the processor/controller 1o n known state and starts the firmware exe-
cution from the reset vector (Normally from vector address 0x 0000 for conventional processors/control-
lers. The reset vector can be relocated to an address for processors/controllers supporting bootloader).
The reset signal can be cither active high (The processor undergoes reset when the reset pin of the pro-
cessor 1s at logic high) or active low (The processor undergoes reset when the reset pm of the processor
is at logic low). Since the processor operation is synchronised to a clock signal, the reset pulse should
be wide enough to give time for the clock oscillator to stabilise before the internal reset state starts.
The reset signal to the processor can be applied at power ON through an external passive reset circait
comprising & Capacitor and Resistor or through a standard Reset IC like MAXS 10 from Maxim Dallas
(wwwmaxim-ic.com}. Sclect the reset [C based on the type of reset signal and logic level (CMOS/TTL)
supported by the processor/controller i use. Some microprocessors/controllers contaim bailtem internal

reset circwitry and they don't require extemal resct clrcuitry. Figure 2,35 illustrates @ resistor capacitor
based pussive reset circuil for active high and low configumtions. The reset pulse widith can be adjusted
by changing the resistance value & and capacitance value €

Veu Vie
5

c
T Rowt pulse g" "
g Aotive high ‘é 2
Resrt pulee
g x " Active low
i €
- GND GND
2.6.2 Brown-out Protection Circuit
Brown=out protection circuit prevenis the processor/controller _1 Ve
from unexpected progrmm execution behaviour when the sup- ‘E'
ply voltage to the processor/controller falls below a specilied = R
voltage. It is essentl for battery powered devices since there -
arc greater chances for the battery voltage 1o drop below the t«}‘,_.

requited threshold, The processor behaviour may not be pre- )2 5,
dictable if the supply voltage falls below the recommended op- Q
eruling voltage. It may lead to situations like dati corruption, A i Reset pulve

brown-out protection circuit holds the processor/controlier in | .

reset state, when the operating voltags falls below the thresh- "‘*.{ Astive low
old, until it nses above the threshold voltuige. Certain proces- R}
sors‘controllens support built in brown.oul protection circuit

which monitors the supply voltage intemally. If the procus- GND

sor/controller docsn ™t integrate a built-in brown-outl protection

circuit, the same can be implemented using extemnal passive  (Tig.2.06) Brown-out protection clrcult
circuits or supervisor 1Cs. Figure 2.36 illustrates a brown-ow with Active low cutpat
circult implementation using Zener diode and transisior for

processorcontroller with nctive low Reser logic.

The Zener diode Dz and transisior Q forms the heant of this circuit. The 1ransistor conducts always
when the supply voltage ¥ is greater than that of the sam of F, and 17, (Zener voltage ). The transisior
stops conducting when the supply voltage falls below the sum of 1y and ¥, Select the Zener diode
with required voltage for setting the low threshold vilue for Foc. The values of R1, R2, and R3 cun
be selected based on the electrical charactenistics (Absolute maximum current and voltage mrtings) of
the trsnsistor in use, Microprocessor Supervisor 1Cs Hke DS12)2 from Maxim Dallas (www.maxim-
.com) also provides Brown-out protection



Oscillator Unit & Real Time Clock

2.6.3 Oscillator Unit

A microprocessor/microcontroller is a digital device made up of digital combinational and sequential
circuits. The instruction execution of a microprocessor/controller occurs in sync with a clock signal. Itis
analogous to the heartbeat of a living being which synchronises the execution of life. For a living being,
the heart is responsible for the generation of the beat whercas the oscillator unit of the embedded system
is responsible for generating the precise clock for the processor. Certain processors/controllers integrate
a built-in oscillator unit and simply require an external ceramic resonator/quartz crystal for producing
the necessary clock signals. Quartz crystals and ceramic resonators are equivalent in operation, however
they possess physical difference. A quartz crystal is normally mounted in a hermetically sealed metal
case with two leads protruding out of the case. Certain devices may not contain a built-in oscillator unit
and require the clock pulses to be gencrated and supplied externally, Quartz crystal Oscillators are avail-
able in the form chips and they can be used for generating the clock pulses in such a cases. The speed
of operation of a processor is primarily dependent on the clock frequency. However we cannot increase
the clock frequency blindly for increasing the speed of execution. The logical circuits lying inside the
processor always have an upper threshold value for the maximum clock at which the system can run,
beyond which the system becomes unstable and non functional. The total system power consumption
is directly proportional to the clock frequency. The power consumption increases with increase in clock
frequency. The accuracy of program execution depends on the accuracy of the clock signal. The accu-
racy of the crystal oscillator or ceramic resonator is normally expressed in terms of ~/-ppm (Parts per
million). Figure 2.37 illustrates the usage of quartz crystal/ceramic resonator and external oscillator chip
for clock generation.

Crystal oscillator

B —l)wnlhluc
unit

LI Clock input pin

Oscillstor
unit

oy L]
i

Oscillator circultry using quartz crystal and quartz crystal oscillator
2.6.4 Real-Time Clock (RTC)

Real-Time Clock (RTC) s a system component responsible for keeping track of time. RTC holds infor-
mation like current time (In hours, minutes and seconds) in 12 hour/24 hour format, date, month, year,
day of the week, etc. and supplies timing reference to the system. RTC is intended to function even in
the absence of power. RTCs are available in the form of Integrated Circuits from different semiconduc-
tor manufacturers like Maxim/Dallas, ST Microelectronics etc. The RTC chip contains a microchip for
holding the time and date related information and backup battery cell for functioning in the absence of
power, in a single IC package. The RTC chip is interfaced to the processor or controller of the embedded
system. For Operating System based embedded devices, a timing reference is essential for synchronising

the operations of the OS kemel. The RTC can interrupt the OS kemel by asserting the interrupt line
of the processor/controller to which the RTC interrupt line is connected. The OS kernel identifies the
interrupt in terms of the Interrupt Request (IRQ) number generated by an interrupt controller. One IRQ
can be assigned to the RTC interrupt and the kernel can perform necessary operations like system date
time updation, managing software timers ctc when an RTC timer tick interrupt occurs. The RTC can be
configured to interrupt the processor at predefined intervals or to interrupt the processor when the RTC
register reaches a specified value (used as alarm interrupt).



Watchdog Timer

2.6.5 Watchdog Timer

In desktop Windows systems, if we feel our application is behaving in an abnormal way or if the system
hangs up, we have the *Cirl + Alt + Del” to come out of the situation, What if it happens to our embed-
ded system? Do we really have a “Curl + Alt + Del” # ke control of the siuation? Of course not &, but
we have a watchdog to monitor the firmware exccution and reset the system processor/microcontroller
when the program execution hangs up. A watchdog timer, or simply a watchdog. is a hardware timer for
monitoring the firmware execution. Depending on the internal implementation, the watchdog timer in-
crements or decrements a free running counter with cach clock pulse and generates a reset signal 10 reset
the processor if the count reaches zero for a down counting watchdog, or the highest count value for an
upcounting walchdog. If the watchdog counter is in the enabled state, the firmware can write a zero (for
upcounting watchdog implementation) to it before starting the execution of a piece of code (subroutine
or portion of code which 15 susceptible to execution hang up) and the watchdog will start counting. If the
firmware execution doesn't complete due to malfunctioning, within the time required by the watchdog
to reach the maximum count, the counter will generate a reset pulse and this will reset the processor
(if it is connected to the reset line of the processor), If the firmware execution completes before the
expiration of the watchdog timer you can resct the count by writing a 0 (for an upcounting watchdog
timer) to the watchdog timer register. Most of the processors implement watchdog as a built-in compo-
nent and provides status register to control the watchdog timer (like enabling and disabling watchdog
functioning) and watchdog timer register for writing the count value. If the processor/controller doesn’t
contain a built in watchdog timer, the same can be implemented using an external watchdog timer IC
circuit. The external watchdog timer uses hardware logic for enabling/disabling, resetting the watch-
dog count, ot instead of the firmware based ‘writing’ to the status and watchdog timer register. The
Microprocessor supervisor IC DS1232 integrates a hardware watchdog timer in it. In modern systems
running on embedded operating systems, the watchdog can be implemented in such a way that when
a watchdog timeout occurs, an interrupt is generated instead of resetting the processor, The interrupt
handler for this handles the situation in an appropriate fashion. Figure 2.38 illustrates the implementa-

Microprocesser/ |
e ——— Controller '
Watchdog !
!
Free rusmning -»| Reset pun !
counler '
-+
Watchdog Hewet

T :

System clock

Watchdog timar for firmware execution supervision




Embedded Firmwar e

Introduction:

The control algorithm (Program instructions) and or the configuration settings that an
embedded system developer dumps into the code (Program) memory of the embedded
system.

It is an un-avoidable part of an embedded system.

The embedded firmware can be developed in various methods like
O Write the program in high level languages like Embedded C/C++ using an
Integrated Development Environment (The IDE will contain an editor, compiler,
linker, debugger, simulator etc. IDEs are different for different family of
processorg/controllers.

0 Write the program in Assembly Language using the Instructions Supported by
your application’s target processor/controller

Embedded Firmware Design & Development:

The embedded firmware is responsible for controlling the various peripherals of the
embedded hardware and generating response in accordance with the functional
requirements of the product.

The embedded firmware is the master brain of the embedded system.
The embedded firmware imparts intelligence to an Embedded system.
It is aonetime process and it can happen at any stage.

The product starts functioning properly once the intelligence imparted to the
product by embedding the firmware in the hardware.

The product will continue serving the assigned task till hardware breakdown
occurs or a corruption in embedded firmware.

In case of hardware breakdown, the damaged component may need to be replaced and
for firmware corruptions the firmware should be re-loaded, to bring back the embedded
product to the normal functioning.

The embedded firmware is usually stored in a permanent memory (ROM) and it is non
alterable by end users.

Designing Embedded firmware requires understanding of the particular
embedded product hardware, like various component interfacing, memory



map details, 1/0 port details, configuration and register details of various

hardware chips used and some programming language (either low level Assembly Language
or High level language like C/C++ or a combination of the two)

e The embedded firmware development process starts with the conversion of the firmware
requirements into a program model using various modeling tools.

e The firmware design approaches for embedded product is purely dependent on the
complexity of the functions to be performed and speed of operation required.

e There exist two basic approaches for the design and implementation of embedded
firmware, namely;

®  The Super loop based approach
®* TheEmbedded Operating System based approach

e The decision on which approach needs to be adopted for firmware development is purely
dependent onthe complexity and systemrequirements

1. Embedded firmware Design Approaches— The Super loop:

e The Super loop based firmware development approach is Suitable for applications that
are not time critical and where the response time is not so important (Embedded systems
where missing deadlines are acceptable).

e |[tisvery similar to aconventional procedural programming where the code is executed
task by task

¢ Thetasks are executed in a never ending loop.

e Thetask listed ontop onthe program code is executed first and the tasks just below the
top are executed after completing the first task

A typical super loop implementation will look like:

1. Configure the common parameters and perform initialization for various
hardware components memory, registers etc.

2. Start thefirst task and execute it
3. Executethe second task

4. Executethe next task



5
6. :
7. Executethe last defined task

8. Jump back tothe first task and follow the same flow.

The ‘C’ program code for the super loop is given below void main
0
{

Configurations(); Initializations

0;
while (1)

{
Task 1();

Task 2 ();
Task n();

Pros:

Doesn’t require an Operating System for task scheduling and monitoring and free from OS
related overheads

Simple and straight forward design Reduced
memory footprint

Cons

Non Real time in execution behavior (As the number of tasks increases the frequency at
which atask gets CPU time for execution also increases)

Any issues in any task execution may affect the functioning of the product (This can be
effectively tackled by using Watch Dog Timers for task execution monitoring)



Enhancements

Combine Super loop based technique with interrupts

Execute the tasks (like keyboard handling) which require Real time attention as I nterrupt
Service routines.

Embedded firmware Design Approaches — Embedded OSbased Approach:

The embedded device contains an Embedded Operating Systemwhich can be one of:
= A Real TimeOperating System (RTOS)
= A Customized General Purpose Operating System (GPOYS)

The Embedded OS is responsible for scheduling the execution of user tasks and the
alocation of system resources among multiple tasks

It Involves lot of OS related overheads apart from managing and executing user defined
tasks

Microsoft® Windows XP Embedded is an example of GPOS for embedded devices

Point of Sale (PoS) terminals, Gaming Stations, Tablet PCs etc are examples of
embedded devices running on embedded GPOSs

‘Windows CE’, ‘Windows Mobile’,"QNX’, ‘VxWorks’, ‘ThreadX’, ‘MicroC/OS11’,
‘Embedded Linux’, ‘Symbian’ etc are examples of RTOSs employed in Embedded
Product development

Mobile Phones, PDAS, Flight Control Systems etc are examples of embedded devices that
runs on RTOSs

Embedded firmware Development Languages/Options

e Assembly Language

e HighLevel Language

0 Subset of C (Embedded C)
O Subset of C++ (Embedded C++)

0 Any other high level language with supported Cross-compiler



e Mixof Assembly & High level Language
0 Mixing High Level Language (Like C) with Assembly Code
0 Mixing Assembly code with High Level Language (Like C)

O Inline Assembly

1. Embedded firmware Development L anguages/Options — Assembly
L anguage

e ‘Assembly Language® is the human readable notation of ‘machine
language’

e ‘Machinelanguage’ isaprocessor understandable language
e Machine language is a binary representation and it consists of 1sand Os
e Assemblylanguage and machine languages  ae  processor/controller dependent
e AnAssembly language programwritten for one processor/controller family will not
work with others
e Assembly language programming is the process of writing processor specific machine
code in mnemonic form, converting the mnemonics into actual processor instructions
(machine language) and associated data using an assembler

e The general format of an assembly language instruction is an Opcode followed by
Operands

e TheOpcodetellsthe processor/controller what to do and the Operands provide the data
and information required to perform the action specified by the opcode

e |tisnot necessary that all opcode should have Operands following them. Some of the
Opcode implicitly contains the operand and in such situation no operand is required.
The operand may be a single operand, dual operand or more

The 8051 Assembly Instruction

MQV A, #30

Moves decimal value 30 to the 8051 Accumulator register. Here MOV A is the Opcode and 30 is
the operand (single operand). The same instruction when written in machine language will look
like

01110100 00011110

The first 8 bit binary value 01110100 represents the opcode MOV A and the second 8 bit binary



value 00011110 represents the operand 30.
¢ Assembly language instructions are written one per line

A machine code program consists of a sequence of assembly language instructions,
where each statement containsamnemonic (Opcode + Operand)

e Eachline of an assembly language program is split into four fields as.
LABEL OPCODE OPERAND COMMENTS

e LABEL is an optional field. A ‘LABEL’ is an identifier used extensively in programs

to reduce the reliance on programmers for remembering where data or code is located.
LABEL is commonly used for representing

% A memory location, address of a program, sub-routine, code portion etc.

¢+ The maximum length of alabel differs between assemblers. Assemblers insist strict
formats for labeling. Labels are always suffixed by a colon and begin with a valid

character. Labels can contain number from O to 9 and special character _
(underscore).

;  SUBROUTINE FOR GENERATING DELAY
;  DELAY PARAMETR PASSED THROUGH REGISTER R1
;  RETURN VALUE NONE, REGISTERSUSED: RO, R1

T DELAY: MOV RO, #255 ; Load Register RO with 255
DJINZ R1, DELAY; Decrement R1 and loop till R1=0
RET ; Return to calling program

The symbol ; representsthe start of acomment. Assembler ignoresthe text ina
line after the ; symbol while assembling the program

DELAY isalabel for representing the start address of the memory location
where the piece of code is located in code memory

The above piece of code can be executed by giving the label DELAY as part of the
instruction. E.g. LCALL DELAY; LMP DELAY

2. Assembly Language — Source FiletoHex File Trandation:

e The Assembly language programwritten in assembly code is saved as
.asm (Assembly file) file or a.src (source) file or aformat supported by the assembler



Similar to ‘C’ and other high level language programming, it is possible to have
multiple source files called modules in assembly language programming. Each
module is represented by a ‘.asm’ or ‘.srC’ file or the assembler supported file format
similar to the “.c’ files in C programming

The software utility called ‘ Assembler’ performs the translation of assembly codeto
machine code

The assemblers for different family of target machines are different. A51 Macro
Assembler from Keil software is a popular assembler for the 8051 family micro
controller
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Figure5: Assembly L anguage to machine language conversion process

Each source file can be assembled separately to examine the syntax errors and
incorrect assembly instructions

Assembling of each source file generates a corresponding object file. The object file
does not contain the absolute address of where the generated code needs to be placed
(are-locatable code) on the program memory

The software program called linker/locater is responsible for assigning absolute
address to object files during the linking process

The Absolute object file created from the object files corresponding to different source
code modules contain information about the address where each instruction needs to be
placed in code memory



e A software utility called ‘Object to Hex file converter’ translates the absolute object
file to corresponding hex file (binary file)

Advantages.
* 1.Efficient Code Memory & Data Memory Usage (M emory Optimization):

» The developer is well aware of the target processor architecture and memory
organization, so optimized code can bewritten for performing operations.

» Thisleadsto less utilization of code memory and efficient utilization of data
memory.

X 2.High Performance:

» Optimized code not only improves the code memory usage but also improves
the total system performance.

» Through effective assembly coding, optimum performance can be achieved
for target processor.

% 3.Lowlevel Hardware Access:

» Most of the code for low level programming like accessing external device
specific registers from OS kernel, device drivers, and low level interrupt routines,
etc are making use of direct assembly coding.

X 4.CodeRever se Engineering:

» It isthe process of understanding the technology behind a product by extracting
the information from the finished product.

» It can easily be converted into assembly code using a dis-assembler program
for the target machine.

Drawbacks:
* 1.High Development time:

» The developer takes lot of time to study about architecture, memory organization,
addressing modes and instruction set of target processor/controller.

» Morelinesof assembly codeisrequired for performing asimple action.



X 2.Developer dependency:

» There is no common written rule for developing assembly language based
applications.

* 3.Non portable;

» Target applications written in assembly instructions are valid only for that
particular family of processors and cannot be re-used for another target
processors/controllers.

» |f the target processor/controller changes, a complete re-writing of the application
using assembly language for new target processor/controller is required.

2. Embedded firmwar e Development L anguages/Options—High Level
L anguage

The embedded firmware iswritten inany high level language like C, C++

A software utility called ‘cross-compiler’ convertsthe high level language to target
processor specific machine code

The cross-compilation of each module generates a corresponding object file. The object
file does not contain the absolute address of where the generated code needs to be placed
(are-locatable code) on the program memory

The software program called linker/locater is responsible for assigning absolute address
to object files during the linking process

The Absolute object file created from the object files corresponding to different source
code modules contain information about the address where each instruction needs to be
placed in code memory

A software utility called ‘Object to Hex file converter’ translates the absolute object file to
corresponding hex file (binary file)



Embedded firmware  Development L anguages/Options — High
Level Language — Source Fileto Hex File Translation
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Figure6: High level language to machine language conver sion process



Advantages.

Reduced Development time: Developer requires less or little
knowledge on internal hardware details and architecture of the target
processor/Controller.

Developer independency: The syntax used by most of the high
level languages are universal and a program written high level can
easily understand by a second person knowing the syntax of the
language
Portability: An Application written in high level language for
particular target processor /controller can be easily be converted to
another target processor/controller specific application with little or less
effort
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Drawbacks:

* The cross compilers may not be efficient in generating the optimized target
processor specific instructions.

* Target images created by such compilers may be messy and non- optimized in
terms of performance as well as code size.

* Theinvestment required for high level language based development tools (IDE) is
high compared to Assembly Language based firmware development tools.

Embedded firmware Development L anguages/Options— Mixing of Assembly L anguage
with High Level Language

Embedded firmware development may require the mixing of Assembly Language with
high level language or vice versa

Interrupt handling, Source code is aready available in high level
language\Assembly Language etc are examples

High Level language and low level language can be mixed in three different ways
v Mixing Assembly Language with High level language like ‘C’
v" Mixing High level language like ‘C” with Assembly Language
v" Inline Assembly

The passing of parameters and return values between the high level and low level
language is cross-compiler specific

1. Mixing  Assembly Language with  High level language like <C
(Assembly Language with ‘C’):

Assembly routines are mixed with ‘C’ in situations where the entire program is written in
‘C’ and the cross compiler in use do not have built in support for implementing certain
features like I SR.

If the programmer wants to take advantage of the speed and optimized code offered by
the machine code generated by hand written assembly rather than cross compiler
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generated machine code.

e For accessing certain low level hardware, the timing specifications may be very critical
and cross compiler generated machine code may not be able to offer the required time
specifications accurately.

e Writing the hardware/peripheral access routine in processor/controller specific assembly
language and invoking it from ‘C’ is the most advised method.

e Mixing ‘C’ and assembly is little complicated.

® The programmer must be aware of how to pass parameters from the ‘C’ routine to
assembly and values returned from assembly routine to ‘C’ and how Assembly routine is
invoked from the ‘C’ code.

e Passing parameter to the assembly routine and returning values from the assembly
routine to the caller ‘C’ function and the method of invoking the assembly routine from
‘C’ code is cross compiler dependent.

e Thereisno universal writtenrule for purpose.

e We canget this information from documentation of the cross compiler.
Different cross compilers implement these features in different ways depending on GPRs

and memory supported by target processor/controller

. Mixing High level language like <C*> with  Assembly Language
(‘C’ with Assembly L anguage)

e The source code is already available in assembly language and routine written in a high
level language needsto be included to the existing code.

e The entire source code is planned in Assembly code for various reasons like optimized
code, optimal performance, efficient code memory utilization and proven expertise in
handling the assembly.

e Thefunctionswrittenin ‘C’ use parameter passing to the function and returns values to the
calling functions.

e The progranmer must be aware of how parameters are passed to the function and how
values returned from the function and how function is invoked from the assembly
language environment.
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e Passing parameter to the function and returning values from the function using CPU
registers, stack memory and fixed memory.

e |tsimplementation iscross compiler dependent and varies across compilers.

3.Inline Assembly:

* Inline assembly is another technique for inserting the target processor/controller specific
assembly instructions at any location of source code written in high level language ‘C’

* Inline Assembly avoids the delay in calling an assembly routine from a ‘C’ code.
* Special keywords are used to indicate the start and end of Assembly instructions
* Eg #pragmaasm
Mov A #13H
#pragma ensasm

* Kaeil C51 uses the keywords #pragma asm and #pragma endasm to indicate a block of
code written in assembly.

Text Books:
1. Introduction to Embedded Systems— Shibu K.V Mc Graw Hill

2. Embedded System Design-Raj Kamal TMH
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Operating System Basics:

e The Operating System acts as a bridge between the user applications/tasks and the
underlying system resources through a set of system functionalities and services
TheKernd:

e Thekerndl isthe core of the operating system

e Itisresponsiblefor managing the system resources and the communication among the
hardware and other system services

e Kernel acts as the abstraction layer between system resources and user
applications

e Kernd contains aset of system libraries and services.

e [orageneral purpose OS, the kernel contains different serviceslike
» Process Management

Primary Memory Management

File System management

I/0O System (Device) Management

Secondary Storage Management

Protection

YV V V V V V

Time management
» Interrupt Handling

Kernel Space and User Space:

e The program code corresponding to the kernel applications/services are kept in a
contiguous area (OS dependent) of primary (working) memory and is protected from the
un-authorized access by user programs/applications

e The memory space at which the kernel code islocated is known as ‘Kernel Space’
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e All user applications areloaded to a specific areaof primary memory and this memory
area is referred as ‘User Jpace’

e The partitioning of memory into kernel and user space is purely Operating System
dependent

e Anoperating system with virtua memory support, loads the user applications
Into its corresponding virtual memory space with demand paging technique

e Most of the operating systems keep the kernel application code in main
memory and it is not swapped out into the secondary memory

MonolithicKerndl:
o All kernel services run in the kernel space

e All kernel modules run within the same memory space under asingle kernel
thread

e Thetight internal integration of kernel modulesin monolithic kernel
architecture alows the effective
utilization of the low-level features of
the underlying system

e The maor drawback of monoalithic kernel is that any error or failure in any one of the
kernel modules |eads tothe crashing of the entire kernel application

e LINUX, SOLARIS, MS-DOS kernels
are examples of monolithic kernel
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Microkernel

e Themicrokernel designincorporates only the essential set of Operating
System services into the kernel

e Rest of the Operating System services are implemented in programs known
as ‘Servers’ which runs in user space

e Thekernd designishighly
modular provides OS-neutral
abstraction.

e Memory management, process

management, timer systems and
interrupt handlers are examples of
essential services, which formsthepart
of the microkernel

e  ONX, Minix 3 kernels are examples for microkernd.
Benefitsof Microkernd:
1. Robustness: If aproblem is encountered in any servicesin server can reconfigured
and re-started without the need for re-starting the entireOS.
2. Configurability: Any services, which run as ‘server’ application can be changed
without need to restart the whole system.
Typesof Operating Systems:
Depending on the type of kernel and kernel services, purpose and type of computing

systems where the OS is deployed and the responsiveness to applications, Operating Systems are
classified into

1. General Purpose Operating System (GPOS):

2. Real Time Purpose Operating System (RTOS):
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1. General Purpose Operating System (GPOS):

Operating Systems, which are deployed in general computing systems

The kernel is more generalized and contains al the required services to execute
generic applications

Need not be deterministic in execution behavior

May inject random delays into application software and thus cause slow
responsiveness of an application at unexpected times

Usually deployed in computing systems where deterministic behavior isnot an
important criterion

Personal Computer/Desktop systemis atypica example for a system where GPOSs are
deployed.

Windows XP/MS-DOS etc are examples of General Purpose Operating System

2. Real Time Purpose Operating System (RTOS):

Operating Systems, which are deployed in embedded systems demanding real-time
response

Deterministic in execution behavior. Consumes only known amount of time for kernel
applications

Implements scheduling policies for executing the highest  priority
task/application always

Implements policies and rules concerning time-critical alocation of a system’s
resources

Windows CE, QNX, VxWorks, MicroC/OS-11 etc are examples of Real Time
Operating Systems (RTOYS)

The Real Time Kernel: The kernel of aReal Time Operating System is referred as Real Time
kernel. In complement to the conventional OS kernel, the Real Time kerndl is highly specialized
and it contains only the minimal set of services required for running the user applications/tasks.
Thebasic functionsof aReal Time kernel are
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@) Task/Process management
b) Task/Process scheduling

C) Task/Process synchronization
d) Error/Exception handling

€) Memory Management

f) Interrupt handling

g) Time management

e Real TimeKerne Task/Process Management: Deals with setting up the memory space for
the tasks, loading the task’s code into the memory space, allocating system resources, setting
up a Task Control Block (TCB) for the task and task/process termination/deletion. A Task
Control Block (TCB) is used for holding the information corresponding to a task. TCB
usually contains the following set of information

+* Task|D: Task Identification Number

% Task Sate: The current state of the task. (E.g. State= ‘Ready’ for atask which is
ready to execute)

+ Task Type: Task type. Indicates what isthe type for thistask. Thetask can be a hard
real time or soft real time or background task.

+* Task Priority: Task priority (E.g. Task priority =1 for task with priority =1)

%* Task Context Pointer: Context pointer. Pointer for context saving

*%* Task Memory Pointers: Pointersto the code memory, data memory and stack
memory for the task

+¢ Task System Resour ce Pointers: Pointers to system resources (semaphores, mutex etc)
used by the task

*%* Task Pointers. Pointersto other TCBs (TCBs for preceding, next and waiting
tasks)

+* Other Parameters Other relevant task parameters

The parameters and implementation of the TCB is kernel dependent. The TCB parameters vary
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across different kernels, based on the task management implementation

e Task/Process Scheduling: Deals with sharing the CPU among various tasks/processes. A
kernel application called ‘Scheduler’ handles the task scheduling. Scheduler is nothing but an
algorithm implementation, which performs the efficient and optimal scheduling of tasks to
provide a deterministic behavior.

H

[

Task/Process Synchronization: Dealswith synchronizing the concurrent access of aresource,
which is shared across multiple tasks and the communication between various tasks.

Error/Exception handling: Deals with registering and handling the errors
occurred/exceptions raised during the execution of tasks. Insufficient memory, timeouts,
deadlocks, deadline missing, bus error, divide by zero, unknown instruction execution etc,
are examples of errors/exceptions. Errors/Exceptions can happen at the kernel level services
or at task level. Deadlock is an example for kernel level exception, whereas timeout is an
example for atask level exception. The OS kernel gives the information about the error in the
form of a system call (API).

Memory M anagement:

X/
0’0

The memory management function of an RTOS kernel is dightly different compared
to the General Purpose Operating Systems

The memory allocation time increases depending on the size of the block of memory
needs to be allocated and the state of the allocated memory block (initialized memory
block consumes more alocation time than un- initialized memory block)

Since predictable timing and deterministic behavior are the primary focus for an
RTOS, RTOS achieves this by compromising the effectiveness of memory allocation

RTOS generally uses ‘block’ based memory alocation technique, instead of the usual
dynamic memory allocation techniques used by theGPOS.

RTOS kernel uses blocks of fixed size of dynamic memory and the block is allocated
for a task on a need basis. The blocks are stored in a ‘Free buffer Queue’.

Most of the RTOS kernels allow tasks to access any of the memory blocks without any
memory protection to achieve predictable timing and avoid the timing overheads

RTOS kernels assume that the whole design is proven correct and protection is
unnecessary. Some commercial RTOS kernels allow memory protection as optional
and thekernel entersafail-safe modewhen anillegal memory access occurs
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The memory management function of an RTOS kernel is dightly different compared
to the General Purpose Operating Systems

A few RTOS kernels implement Virtual Memory concept for memory allocation if the
system supports secondary memory storage (likeHDD and FLASH memory).

In the ‘block’ based memory allocation, a block of fixed memory is always allocated
for tasks on need basis and it is taken as a unit. Hence, there will not be any memory
fragmentation issues.

The memory alocation can be implemented as constant functions and thereby it
consumes fixed amount of time for memory allocation. This leaves the deterministic
behavior of the RTOS kernel untouched.

"1 Interrupt Handling:

X/
0’0

Interrupts inform the processor that an external device or an associated task requires
immediate attention of the CPU.

Interrupts can be either Synchronous or Asynchronous.

Interrupts which occurs in sync with the currently executing task is known as
Synchronous interrupts. Usually the software interrupts fall under the Synchronous
Interrupt category. Divide by zero, memory segmentation error etc are examples of
Synchronous interrupts.

For synchronous interrupts, the interrupt handler runs in the same context of the
interrupting task.

Asynchronous interrupts are interrupts, which occurs at any point of execution of any
task, and are not in sync with the currently executing task.

The interrupts generated by externa devices (by asserting the Interrupt line of the
processor/controller to which the interrupt line of the device is connected) connected to
the processor/controller, timer overflow interrupts, serial data reception/ transmission
interrupts etc are examples for asynchronous interrupts.

For asynchronous interrupts, the interrupt handler is usually written as separate task

(Depends on OS Kernel implementation) and it runs in a different context. Hence, a
context switch happens while handling the asynchronous interrupts.

Priority levels can be assigned to the interrupts and each interrupts can be enabled or
disabled individually.



\/
0’0

ESUnit-5 Notes

Most of the RTOS kernel implements ‘Nested Interrupts’ architecture. Interrupt
nesting allows the pre-emption (interruption) of an Interrupt Service Routine (ISR),
servicing aninterrupt, by ahigher priority interrupt.

| Time Management:

K/
0’0

Interrupts inform the processor that an external device or an associated task requires
immediate attention of the CPU.

Accurate time management is essential for providing precise time reference for al
applications

The time reference to kernel is provided by a high-resolution Real Time Clock (RTC)
hardware chip (hardware timer)

The hardware timer is programmed to interrupt the processor/controller at a fixed
rate. Thistimer interrupt isreferred as ‘Timer tick’

The ‘Timer tick’ is taken as the timing reference by the kernel. The ‘Timer tick’
interval may vary depending on the hardware timer. Usually the ‘Timer tick’ varies in
the microseconds range

Thetime parameters for tasks are expressed as the multiples of the ‘Timer tick’
The System time is updated based on the ‘Timer tick’

If the System time register is 32 bits wide and the ‘Timer tick’ interval is
Imicrosecond, the System time register will reset in

232 * 10-6/ (24 * 60 * 60) = 49700 Days =~ 0.0497 Days = 1.19 Hours

If the ‘Timer tick’ interval is 1 millisecond, the System time register will reset in

232 * 10-3/ (24 * 60 * 60) = 497 Days = 49.7 Days =~ 50 Days

The “Timer tick’ interrupt is handled by the ‘Timer Interrupt’ handler of kernel. The “Timer
tick’ interrupt can be utilized for implementing the following actions.

e Savethe current context (Context of the currently executing task)

e [ncrement the System time register by one. Generate timing error and reset the System
time register if the timer tick count is greater than the maximum range available for
System time register
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e Update the timers implemented in kernel (Increment or decrement the timer registers for
each timer depending on the count direction setting for each register. Increment registers
with count direction setting = ‘count up’ and decrement registers with count direction
setting = ‘count down’)

e Activatethe periodic tasks, which areinthe idle state

e |nvoke the scheduler and schedule the tasks again based on the scheduling agorithm

e Dedeteall theterminated tasks and their associated data structures (TCBS)

e | oad the context for the first task in the ready queue. Due to the re- scheduling, the ready
task might be changed to a new one from the task, which was pre- empted by the ‘Timer
Interrupt’ task

"I Hard Real-time System:

K/
0’0

A Real Time Operating Systems which strictly adheres to the timing constraints for a
task

A Hard Real Time system must meet the deadlines for atask without any dippage

Missing any deadline may produce catastrophic results for Hard Real Time Systems,
including permanent data lose and irrecoverable damages to the system/users

Emphasize on the principle ‘A late answer is a wronganswer’

Air bag control systems and Anti-lock Brake Systems (ABS) of vehicles are typical
examples of Hard Real Time Systems

As arule of thumb, Hard Real Time Systems does not implement the virtual memory
model for handling the memory. This eliminates the delay in swapping in and out the
code corresponding to the task to and from the primary memory

The presence of Human in the loop (HITL) for tasks introduces un- expected delaysin
the task execution. Most of the Hard Real Time Systems are automatic and does not
contain a ‘human in the loop’

e Soft Real-time System:

% Real Time Operating Systems that does not guarantee meeting deadlines, but, offer
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the best effort to meet the deadline

% Missing deadlines for tasks are acceptableif the frequency of deadline missing is
within the compliance limit of the Quality of Service(QoS)

% A Soft Real Time system emphasizes on the principle ‘A late answer is an acceptable
answer, but it could have done bit faster’

% Soft Real Time systems most often have a “human in the loop (HITL)’

% Automatic Teller Machine (ATM) is atypical example of Soft Real Time System. If the
ATM takesafew seconds morethantheideal operationtime, nothing fatal happens.

% An audio video play back system is another example of Soft Real Time system. No
potential damage arises if a sample comes late by fraction of a second, for play back.

 Tasks, Processes & Threads:

® |n the Operating System context, atask is defined as the program in execution and the
related information maintained by the Operating system for the program

®  Taskisasoknown as ‘Job’ in the operating system context
= A programor part of it in execution is also called a ‘Process’

®  The terms ‘Task’, ‘job’ and ‘Process’ refer to the same entity in the Operating System
context and most often they are used interchangeably

= A process requires various system resources like CPU for executing the process,
memory for storing the code corresponding to the process and associated variables,
I/O devices for information exchange etc

1 Thestructure of a Processes

® The concept of ‘Process’ leads to concurrent execution (pseudo parallelism) of tasks and
thereby the efficient utilization of the CPU and other system resources

= Concurrent execution is achieved through the sharing of CPU among the processes.

= A process mimics a processor in properties and holds a set of registers, process status, a
Program Counter (PC) to point to the next executable instruction of the process, a stack
for holding the local variables associated with the process and the code corresponding to
the process
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Process

= A process, which inherits al
the properties of the CPU,
can be considered asavirtua
processor, awaiting its turn
to have its properties
switched into the physica
processor

Stack
(Stack Pointer)

Working Registers

Status Registers

Program Counter (PC)

Y

Code Memory
corresponding to the
Process

Figure: 4 Structure of a Process

e When the process getsitsturn, its registers and Program counter register
becomes mapped to the physical registers of the CPU

Memory organization of Processes:

» The memory occupied by the process is
segregated into three regions namely; Stack Stack Memory
memory, Data memory and Code memory

Stack memoryjgrows

= The ‘Stack’ memory holds all temporary | qownwards

data such as variables|ocal to the process

v
Data memory 4rows
= Data memory holds all global data for the | upwards

process
= The code memory contains the program Data M
code (instructions) corresponding to the ata Memory
process
Code Memory

Fig: 5 Memory organization of a Process
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= On loading a process into the main memory, a specific area of memory is allocated for
the process

®  The stack memory usually starts at the highest memory address from the memory area
allocated for the process (Depending on the OS kernel implementation)

| Process States & State Transition
®  Thecreation of aprocessto itstermination isnot asingle step operation

= The process traverses through a series of states during its transition from the newly
created state to the terminated state

®  The cycle through which a process changes its state from ‘newly created’ to ‘execution
completed’ is known as ‘Process Life Cycle’. The various states through which a process
traverses through during a Process Life Cycle indicates the current status of the process
with respect to time and also provides information on what it is allowed to do next

[] Process States & State Transition:

e Created State: The state at which a process is being created is referred as ‘Created
State’. The Operating System recognizes a process in the ‘Created Sate’ but no
resources are alocated to the process

e Ready State: The state, where a process is incepted into the memory and awaiting the
processor time for execution, is known as ‘Ready State’. At this stage, the process is
placed in the ‘Ready list’ queue maintained by the OS

e Running State: The state where in the source code instructions corresponding to the
processis being executed is called ‘Running Sate’. Running state isthe state at which the
process execution happens
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Created

=  Blocked State/Wait State: Refers

to a state where a running process is Incepted into memory
temporarily suspended from

execution and does not have Ready
immediate access to resources. The

blocked state might have invoked by 3 o §
various conditions like- the process % £ : %
enters a wait state for an event to & S g
occur (E.g. Waiting for user inputs Running
such as keyboard input) or waiting for

getting access to a shared resource Execution Completion
like semaphore, mutex etc _—

Figure 6.Process states and Statetransition

=  Completed State: A state where the process completesits execution

=< Thetransition of a process from one state to another is known as ‘Sate
transition’
< When a process changes its state from Ready to running or from running to

blocked or terminated or from blocked to running, the CPU allocation for the
process may aso change

[] Threads

A thread isthe primitive that can execute code

A thread isasingle sequential flow of control within aprocess

‘Thread’ is aso known aslightwel ght process

A process can have many threads of execution
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e Different threads, which are part of a
process, share the same address space;
meaning they share the datamemory, code
memory and heap memory area

e Threads maintain their own thread status
(CPU register values), Program Counter
(PC) and stack

Figure 7 Memory organization of process and its associated T hreads
7 The Concept of multithreading
Use of multiple threads to execute a process brings the following advantage.

e Better memory utilization.
Multiple threads of the same TaskiProcess
process share the address space

Code Memory

for data memory. This aso

Data Memory

reduces the complexity of inter

thread communication since

variables can be shared across the

th r eajs Thread 1 Thread 2 Thread
" voi d main (voi d int ChildThread (voi d) int ChildThread2 (voi d)
hread 1 O eateThr ead(NULL, thi ng somet hi ng
A

e Sincetheprocessissplitinto
different threads, when one
thread enters await state, the
CPU can be utilized by other

Figure 8 Processwith multi-threads

¢ threads of the processthat do not require the event, which the other thread is
waiting, for processing. This speeds up the execution of the process.

o Efficient CPU utilization. The CPU isengaged all time.
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Thread

Process

Thread isa singleunit of execution and ispart of
pr ocess.

Processisa program in execution and contains
one or morethreads.

A thread does not have its own data memory and
heap memory. It shares the data memory and heap
memory with other threads of the same process.

Process hasitsown code memory, data memory
and stack memory.

A thread cannot liveindependently; it liveswithin the
process.

A process containsat least onethread.

There can be multiplethreadsin a process. The first
thread (main thread) calls the main function and
occupiesthe start of the stack memory of the process.

Threads within a process shar e the code, data and
heap memory. Each thread holds separate
memory area for stack (shares the total stack
memory of the process).

Threadsarevery inexpensiveto create

Processes arevery expensiveto create. | nvolves
many OS overhead.

Context switching isinexpensive and fast

Context switching iscomplex and involves|ot of
OS overhead and is compar atively slower.

If athread expires, itsstack isreclaimed by the
process.

If a process dies, the resources allocated to it arg
reclaimed by the OS and all the associated

threads of the process also dies.

Advantages of Threads:

1. Better memory utilization: Multiple threads of the same process share the address space

for data memory. This also reduces the

complexity of inter thread communication since

variables can be shared across thethreads.

Efficient CPU utilization: The CPU isengaged all time.

Speeds up the execution of the process: The processis split into different threads, when

one thread enters await state, the CPU can be utilized by other threads of the process that

do not require the event, which the other
Multiprocessing & Multitasking

multiprocessing

thread is waiting, for processing.

The ability to execute multiple processes smultaneously is referred as
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Systems which are capable of performing multiprocessing are known as
multiprocessor systems

Multiprocessor systems possess multiple CPUs and can execute multiple processes
simultaneously

The ability of the Operating System to have multiple programs in memory, which are
ready for execution, is referred as multiprogramming

Multitasking refers to the ability of an operating system to hold multiple processes in
memory and switch the processor (CPU) from executing one process to another process

Multitasking involves ‘Context switching’, ‘Context saving’ and ‘Context retrieval’
Context switching refers to the switching of execution context from task to other

When a task/process switching happens, the current context of execution should be saved
to (Context saving) retrieve it at alater point of time when the CPU executes the process,
whichisinterrupted currently due to execution switching

During context switching, the context of the task to be executed is retrieved from the
saved context list. Thisis known as Context retrieval
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Multitasking — Context Switching:

Execution switches to Process 2
(Interrupt or System Call)
Execution switches to Process 1
(Interrupt or System Call)

‘Context Switching’
3. Reload Context for Process 2 from PCB1

1. Save Current context into PCBO
2. Perform other OS operations related to

‘Context Switching’
3. Reload Context for Process 1 from PCBO

1. Save Current context into PCB1
2. Perform other OS operations related to

Typesof Multitasking:

Depending on how the task/process execution switching act isimplemented, multitasking can is
classified into

* Co-operative Multitasking: Co-operative multitasking is the most primitive form of
multitasking in which a task/process gets a chance to execute only when the currently
executing task/process voluntarily relinquishes the CPU. In this method, any task/process
can avail the CPU as much time as it wants. Since this type of implementation involves
the mercy of the tasks each other for getting the CPU time for execution, it is known as
co-operative multitasking. If the currently executing task isnon-cooperative, the other tasks
may have to wait for along time to get the CPU

*  Preemptive Multitasking: Preemptive multitasking ensures that every task/process gets a
chance to execute. When and how much time a process gets is dependent on the
implementation of the preemptive scheduling. As the name indicates, in preemptive
multitasking, the currently running task/process is preempted to give a chance to other
taskg/process to execute. The preemption of task may be based on time dlots or
task/process priority

* Non-preemptive Multitasking: The process/task, which is currently given the CPU time, is
allowed to execute until it terminates (enters the ‘Completed’ state) or enters the
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‘Blocked/Wait’ state, waiting for an I/O. The co- operative and non-preemptive
multitasking differs in their behavior when they are in the ‘Blocked/Wait’ state. In co-
operative multitasking, the currently executing process/task need not relinquish the CPU
when it enters the ‘Blocked/Wait’ sate, waiting for an I/O, or a shared resource access or
an event to occur whereas in non-preemptive multitasking the currently executing task
relinquishes the CPU when it waits for an I/0.

Task Scheduling:

In a multitasking system, there should be some mechanism in place to share the CPU
among the different tasks and to decide which process/task is to be executed at a given
point of time

Determining which task/process is to be executed at a given point of time is known as
task/process scheduling

Task scheduling forms the basis of multitasking

Scheduling policies forms the guidelines for determining which task is to be executed
when

The scheduling policies are implemented in an algorithm and it is run by the kernel as a
service

The kernel service/application, which implements the scheduling algorithm, is known as
‘Scheduler’

The task scheduling policy can be pre-emptive, non-preemptive or co- operative

Depending on the scheduling policy the process scheduling decision may take place when
aprocess switches its state to

» ‘Ready’ state from ‘Running’ state

> ‘Blocked/Wait’ state from ‘Running’ state
» ‘Ready’ statefrom ‘Blocked/Wait’ state
» ‘Completed’ state

Task Scheduling - Scheduler Selection:
The selection of ascheduling criteria/algorithm should consider

CPU Utilization: The scheduling algorithm should always make the CPU utilization
high. CPU utilization is a direct measure of how much percentage of the CPU is being
utilized.

Throughput: This gives an indication of the number of processes executed per unit of
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time. Thethroughput for agood scheduler should always be higher.

Turnaround Time: It is the amount of time taken by a process for completing its
execution. It includes the time spent by the process for waiting for the main memory,
time spent in the ready queue, time spent on completing the 1/0 operations, and the time
spent in execution. The turnaround time should be a minimum for a good scheduling
algorithm.

Waiting Time: It is the amount of time spent by a process in the ‘Ready’
gueue waiting to get the CPU time for execution. The waiting time should be
minimal for a good scheduling algorithm.

Response Time: It is the time elapsed between the submission of a process
and the first response. For a good scheduling algorithm, the response time
should be as |east as possible.

To summarize, agood scheduling agorithm has high CPU utilization, minimum
Turn Around Time (TAT), maximum throughput and least response time.

Task Scheduling - Queues
The various queues maintained by OS in association with CPU scheduling are

Job Queue: Job queue contains all the processes in the system

Ready Queue: Contains all the processes, which are ready for execution and
waiting for CPU to get their turn for execution. The Ready queue is empty
when there is no process ready for running.

Device Queue: Contains the set of processes, which are waiting for an 1/0
device

Task Scheduling — Task transition through various Queues
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Non-preemptive scheduling — First ComeFirst Served (FCFS)/First In
First Out (FIFO) Scheduling:

e Allocates CPU time to the processes based on the order in which they enters
the ‘Ready’ queue

e Thefirst entered processis serviced first

e |tissame asany real world application where queue systems are used; E.g.
Ticketing

Drawbacks:

» Favors monopoly of process. A process, which does not contain any 1/0
operation, continues its execution until it finishes its task

» Ingeneral, FCFS favors CPU bound processes and /O bound processes may
have to wait until the completion of CPU bound process, if the currently
executing process is a CPU bound process. This leads to poor device
utilization.

» Theaveragewaiting timeis not minimal for FCFS scheduling algorithm

EXAMPLE: Three processes with process IDs P1, P2, P3 with estimated
completion time 10, 5, 7 milliseconds respectively enters the ready queue together
inthe order P1, P2, P3. Calculate the waiting time and Turn Around Time (TAT) for
each process and the Average waiting time and Turn Around Time (Assuming there
Isno I/O waiting for the processes).

Solution: The sequence of execution of the processes by the CPU is represented as
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Assuming the CPU is readily available at the time of arrival of P1, P1 starts executing
without any waiting in the ‘Ready’ queue. Hence the waiting time for P1 is zero.

Waiting Time for P1 = 0 ms (P1 starts executing first)
Waiting Time for P2 = 10 ms (P2 starts executing after completing P1) Waiting Time for
P3 = 15 ms (P3 starts executing after completing P1 and P2) Average waiting time =
(Waiting time for all processes) / No. of Processes

= (Waiting time for (P1+P2+P3)) / 3

= (0+10+15)/3 = 25/3 = 8.33 milliseconds

Turn Around Time (TAT) for P1 = 10 ms (Time spent in Ready Queue +
Execution Time)

Turn Around Time (TAT) for P2 =15ms (-Do-)
Turn Around Time (TAT) for P3=22ms (-Do-)

Average Turn Around Time= (Turn Around Time for all processes) / No. of
Processes

= (Turn Around Time for (P1+P2+P3)) / 3
= (10+15+22)/3 = 47/3
= 15.66 milliseconds

Non-preemptive scheduling — Last Come First Served (LCFS)/Last In First Out (LIFO)
Scheduling:

e Allocates CPU time to the processes based on the order in which they are entered in
the ‘Ready’ queue

e Thelast entered processisserviced first
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e | CFSschedulingisalsoknownasLast In First Out (LIFO) wherethe process, which is put
last into the ‘Ready’ queue, is serviced first

Drawbacks;

» Favors monopoly of process. A process, which does not contain any |I/O operation,
continues its execution until it finishes its task

» Ingeneral, LCFS favors CPU bound processes and 1/0O bound processes may have to wait
until the completion of CPU bound process, if the currently executing process is a CPU
bound process. Thisleads to poor device utilization.

» Theaverage waiting timeis not minimal for LCFS scheduling algorithm

EXAMPLE: Three processes with process IDs P1, P2, P3 with estimated completion time 10, 5,
7 milliseconds respectively enters the ready queue together in the order P1, P2, P3 (Assume only
P1 is present in the ‘Ready’ queue when the scheduler picks up it and P2, P3 entered ‘Ready’
gueue after that). Now a new process P4 with estimated completion time 6ms enters the ‘Ready’
queue after 5ms of scheduling P1. Calculate the waiting time and Turn Around Time (TAT) for
each process and the Average waiting time and Turn Around Time (Assuming there is no 1/0
waiting for the processes). Assume all the processes contain only CPU operation and no 1/0O
operations are involved.

Solution: Initially thereis only P1 available in the Ready queue and the scheduling sequence will
be P1, P3, P2. P4 enters the queue during the execution of P1 and becomes the last process
entered the ‘Ready’ queue. Now the order of execution changes to P1, P4, P3, and P2 as given

below.

P1 P4 P3 P2

0 10 16 23 28

4+——10——pPe—6—P4+— T — Ppat—5—Pp

The waiting time for al the processes are given as Waiting Time
for P1 =0 ms (P1 starts executing first)

Waiting Time for P4 = 5 ms (P4 starts executing after completing P1. But P4 arrived after 5ms
of execution of P1. Hence its waiting time = Execution start time — Arrival Time = 10-5=5)

Waiting Time for P3 = 16 ms (P3 starts executing after completing P1 and P4) Waiting Time
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for P2 = 23 ms (P2 starts executing after completing P1, P4 and P3) Average waiting time =

(Waiting time for all processes) / No. of Processes
= (Waiting timefor (P1+P4+P3+P2)) / 4
=(0+5+ 16+ 23)/4=44/4
=11 milliseconds
Turn Around Time (TAT) for PL=10ms (Time spent in Ready Queue + Execution Time)

Turn Around Time (TAT) for PA=11ms (Time spent in Ready Queue +
Execution Time = (Execution Start Time — Arrival Time) +
Estimated Execution Time= (10-5) + 6=5+6)

Turn Around Time (TAT) for P3=23ms (Time spent in Ready Queue + Execution Time)
Turn Around Time (TAT) for P2=28 ms (Time spent in Ready Queue + Execution Time)

Average Turn Around Time = (Turn Around Time for all processes) / No. of Processes
= (Turn Around Time for (P1+P4+P3+P2)) / 4

= (10+11+23+28)/4 = 72/4

=18 milliseconds

Non-preemptive scheduling — Shortest Job First (SJF) Scheduling.
e Allocates CPU time to the processes based on the execution completion time for tasks
e Theaverage waiting time for a given set of processesis minimal in SJF scheduling
e Optimal compared to other non-preemptive scheduling like FCFS

Drawbacks:

» A process whose estimated execution completion time is high may not get a chance to
execute if more and more processes with least estimated execution time enters the
‘Ready’ queue before the process with longest estimated execution time starts its
execution

» May lead to the ‘Starvation’ of processes with high estimated completion time

» Difficult to know in advance the next shortest process in the ‘Ready’ queue for
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scheduling since new processes with different estimated execution time keep entering the
‘Ready’ queue at any point of time

Non-preemptive scheduling— Priority based Scheduling
e A priority, whichis unique or sameis associated with each task

e The priority of atask is expressed in different ways, like a priority number, the time
required to complete the execution etc.

e |n number based priority assignment the priority is a number ranging from 0 to the
maximum priority supported by the OS. The maximum level of priority is OS dependent.

e Windows CE supports 256 levels of priority (O to 255 priority numbers, with O being the
highest priority)

e The priority is assigned to the task on creating it. It can also be changed
dynamically (If the Operating System supports this feature)

e The non-preemptive priority based scheduler sorts the ‘Ready’ queue based
on the priority and picks the process with the highest level of priority for
execution

EXAMPLE: Three processes with process IDs P1, P2, P3 with estimated
completion time 10, 5, 7 milliseconds and priorities 0, 3, 2 (0- highest priority, 3
lowest priority) respectively enters the ready queue together. Calculate the waiting
time and Turn Around Time (TAT) for each process and the Average waiting time
and Turn Around Time (Assuming there is no I/O waiting for the processes) in
priority based scheduling algorithm.

Solution: The scheduler sorts the ‘Ready’ queue based on the priority and schedules
the process with the highest priority (P1 with priority number 0) first and the next
high priority process (P3 with priority number 2) as second and so on. The order in
which the processes are scheduled for execution is represented as

P1 P3 P2
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10 7 5

The waiting time for all the processes are given as

Waiting Time for P1 =0 ms (P1 starts executing first)

Waiting Time for P3 = 10 ms (P3 starts executing after completing P1)
Waiting Time for P2 = 17 ms (P2 starts executing after completing P1 and P3)
Average waiting time = (Waiting time for all processes) / No. of Processes

= (Waiting time for (P1+P3+P2)) / 3

= (0+10+17)/3=27/3
= 9 milliseconds
Turn Around Time (TAT) for P1 = 10 ms (Time spent in Ready Queue + Execution Time)
Turn Around Time (TAT) for P3=17ms (-Do-)
Turn Around Time (TAT) forP2=22ms  (-Do-)
Average Turn Around Time= (Turn Around Time for all processes) / No. of Processes
= (Turn Around Time for (P1+P3+P2)) / 3
= (10+17+22)/3 = 49/3
= 16.33 milliseconds

Drawbacks:

» Similar to SJF scheduling algorithm, non-preemptive priority based algorithm also possess
the drawback of ‘Starvation’ where a process whose priority is low may not get a chance
to execute if more and more processes with higher priorities enter the ‘Ready’ queue
before the process with lower priority starts its execution.

» ‘Sarvation’ can be effectively tackled in priority based non-preemptive scheduling by
dynamically raising the priority of the low priority task/process which is under starvation
(waiting in the ready queue for alonger time for getting the CPU time)

» The technique of gradually raising the priority of processes which are waiting in the
‘Ready’ queue astime progresses, for preventing ‘Sarvation’, isknown as ‘Aging’.
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Preemptive scheduling:

Employed in systems, which implements preemptive multitasking model

Every task inthe ‘Ready’ queue gets achance to execute. When and how often each process
gets a chance to execute (gets the CPU time) is dependent on the type of preemptive
scheduling algorithm used for scheduling the processes

The scheduler can preempt (stop temporarily) the currently executing task/process and
select another task from the ‘Ready’ queue for execution

When to pre-empt a task and which task is to be picked up from the ‘Ready’ queue for
execution after preempting the current task is purely dependent on the scheduling
algorithm

A task which is preempted by the scheduler is moved to the ‘Ready’ queue. The act of
moving a ‘Running’ process/task into the ‘Ready’ queue by the scheduler, without the
processes requesting for it is known as ‘Preemption’

Time-based preemption and priority-based preemption are the two important approaches
adopted in preemptive scheduling

Preemptive scheduling — Preemptive SIF Scheduling/ Shortest Remaining Time (SRT):

The non preemptive SIF scheduling algorithm sorts the ‘Ready’ queue only after the
current process completes execution or enters wait state, whereas the preemptive SIF
scheduling algorithm sorts the ‘Ready’ queue when a new process enters the ‘Ready’
gueue and checks whether the execution time of the new process is shorter than the
remaining of the total estimated execution time of the currently executing process

If the execution time of the new process is less, the currently executing process is
preempted and the new process is scheduled for execution

Always compares the execution completion time (ie the remaining execution
time for the new process) of a new process entered the ‘Ready’ queue with
the remaining time for completion of the currently executing process and
schedul es the process with shortest remaining time for execution.
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EXAMPLE: Three processes with process IDs P1, P2, P3 with estimated
completion time 10, 5, 7 milliseconds respectively enters the ready queue together.
A new process P4 with estimated completion time 2ms enters the ‘Ready’ queue
after 2ms. Assume al the processes contain only CPU operation and no 1/O
operations are involved.

Solution: At the beginning, there are only three processes (P1, P2 and P3) available
in the ‘Ready’ queue and the SRT scheduler picks up the process with the Shortest
remaining time for execution completion (In this example P2 with remaining time
5ms) for scheduling. Now process P4 with estimated execution compl etion time 2ms
enters the ‘Ready’ queue after 2ms of start of execution of P2. The processes arere-
scheduled for execution in the following order

P2 | P4| P2 P3 P1

The waiting time for all the processes are given as

Waiting Timefor P2=0ms+ (4-2) ms=2ms (P2 startsexecuting first and is
interrupted by P4 and hasto wait till the completion of
P4 to get the next CPU dlot)

Waiting Timefor P4=0ms (P4 starts executing by preempting P2 sincethe
execution time for completion of P4 (2ms) isless
than that of the Remaining time for execution
completion of P2 (Hereit is 3ms))

Waiting Time for P3 =7 ms (P3 starts executing after completing P4 and P2)

Waiting Time for P1 = 14 ms (P1 starts executing after completing P4, P2 and P3)
Average waiting time = (Waiting time for all the processes) / No. of Processes
= (Waiting time for (P4+P2+P3+P1)) / 4
=(0+2+7+14)/4=23/4

= 5.75 milliseconds
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Turn Around Time (TAT) for P2=7ms (Time spent in Ready Queue + Execution Time)

Turn Around Time (TAT) for P4=2ms
(Time spent in Ready Queue + Execution Time = (Execution Start Time — Arrival

Time) + Estimated Execution Time = (2-2) + 2)

Turn Around Time (TAT) for P3=14ms (Time spent in Ready Queue +

Execution Time)

Turn Around Time (TAT) forPL=24ms  (Time spent in Ready Queue +
Execution Time)

Average Turn Around Time = (Turn Around Timefor all the processes) / No. of Processes

= (Turn Around Time for (P2+P4+P3+P1)) / 4
= (7+2+14+24)/4 = 47/4

= 11.75 milliseconds
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¢ When the pre-defined time elapses or the process completes (before the pre-
defined time slice), the next process in the ‘Ready’ queue is selected for
execution.

e Thisisrepeated for all the processesinthe ‘Ready’ queue

e Once each processin the ‘Ready’ queue is executed for the pre-defined time
period, the scheduler comes back and picks the first process in the ‘Ready’
gueue again for execution.

e Round Robin scheduling is similar to the FCFS scheduling and the only
difference is that a time slice based preemption is added to switch the
execution between the processes in the ‘Ready’ queue

EXAMPLE: Three processes with process IDs P1, P2, P3 with estimated
completion time 6, 4, 2 milliseconds respectively, enters the ready queue together in
the order P1, P2, P3. Calculate the waiting time and Turn Around Time (TAT) for
each process and the Average waiting time and Turn Around Time (Assuming there
iIsno I/O waiting for the processes) in RR algorithm with Time slice= 2ms.

Solution: The scheduler sortsthe ‘Ready’ queue based on the FCFS policy and picks
up thefirst process P1 fromthe ‘Ready’ queue and executesit for thetime slice 2ms.
When the time slice is expired, P1 is preempted and P2 is scheduled for execution.
The Time slice expires after 2ms of execution of P2. Now P2 is preempted and P3
is picked up for execution. P3 completes its execution within the time slice and the
scheduler picks P1 again for execution for the next time slice. This procedure is
repeated till all the processes are serviced. The order in which the processes are
scheduled for execution is represented as
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P1 P2 P3 P1 P2 P1

0 2 4 6 8 10 12
4“2 P42 P42 Pt 2 P42 P42 >

Thewaiting time for al the processes are given as

Waiting Time for P1 =0 + (6-2) + (10-8) = 0+4+2= 6ms (P1 starts executing first
and waits for two time slices to get execution back and again 1
time dlice for getting CPU time)
Waiting Time for P2 = (2-0) + (8-4) = 2+4 = 6ms (P2 starts executing after P1
executesfor 1 time slice and waitsfor two time slices to
get the CPU time)

Waiting Time for P3 = (4 -0) = 4ms (P3 starts executing after completing the first time slices for
P1 and P2 and completesits execution in asingle time slice.)

Averagewaiting time = (Waiting time for all the processes) / No. of Processes
= (Waiting time for (P1+P2+P3)) / 3
= (6+6+4)/3=16/3

= 5.33 milliseconds

Turn Around Time (TAT) for PL=12ms (Time spent in Ready Queue + Execution Time)
Turn Around Time (TAT) for P2=10ms (-Do-)

Turn Around Time (TAT) for P3=6ms (-Do-)

Average Turn Around Time = (Turn Around Timefor all the processes) / No. of Processes

= (Turn Around Time for (P1+P2+P3)) / 3
= (12+10+6)/3 = 28/3

=9.33 milliseconds.
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Preemptive scheduling— Priority based Scheduling

e Same as that of the non-preemptive priority based scheduling except for the switching of
execution between tasks

e |n preemptive priority based scheduling, any high priority process entering the ‘Ready’
gueue isimmediately scheduled for execution whereas in the non- preemptive scheduling
any high priority process entering the ‘Ready’ queue is scheduled only after the currently
executing process completesits execution or only when it voluntarily rel eases the CPU

e The priority of atask/process in preemptive priority based scheduling is indicated in the
same way as that of the mechanisms adopted for non- preemptive multitasking.

EXAMPLE: Three processes with process IDs P1, P2, P3 with estimated completion time 10, 5,
7 milliseconds and priorities 1, 3, 2 (O- highest priority, 3 lowest priority) respectively enters the
ready queue together. A new process P4 with estimated completion time 6ms and priority O enters
the ‘Ready’ queue after 5ms of start of execution of P1. Assume all the processes contain only
CPU operation and no 1/0O operations are invol ved.

Solution: At the beginning, there are only three processes (P1, P2 and P3) available in the ‘Ready’
gueue and the scheduler picks up the process with the highest priority (In this example P1 with
priority 1) for scheduling. Now process P4 with estimated execution completion time 6ms and
priority O enters the ‘Ready’ queue after 5ms of start of execution of P1. The processes are re-
scheduled for execution in the following order

P1 P4 P1 P3 P2
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The waiting time for all the processes are given as

Waiting Time for P1 =0 + (11-5) = 0+6 =6 ms (P1 starts executing first and gets
Preempted by P4 after 5ms and again gets the CPU time after
completion of P4)

Waiting Time for P4 = 0 ms (P4 starts executing immediately on entering the
‘Ready’ queue, by preempting P1)

Waiting Time for P3 = 16 ms (P3 starts executing after completing P1 and P4) Waiting Time for
P2 = 23 ms (P2 starts executing after completing P1, P4 and P3) Average waiting time =
(Waiting time for all the processes) / No. of Processes

= (Waiting timefor (P1+P4+P3+P2)) / 4

=(6+0+16 + 23)/4=45/4

=11.25 milliseconds
Turn Around Time (TAT) for P1 = 16 ms (Time spent in Ready Queue + Execution Time)
Turn Around Time (TAT) for P4 = 6ms (Time spent in Ready Queue + Execution Time

= (Execution Start Time — Arrival Time) + Estimated Execution Time= (5-5) + 6 =0 + 6)

Turn Around Time (TAT) for P3 = 23 ms (Time spent in Ready Queue + Execution Time)
Turn Around Time (TAT) for P2 = 28 ms (Time spent in Ready Queue + Execution Time)

Average Turn Around Time= (Turn Around Time for al the processes) / No. of Processes
= (Turn Around Time for (P2+P4+P3+P1)) / 4
= (16+6+23+28)/4 = 73/4

= 18.25 milliseconds
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How to choose RTOS:
[l Thedecision of an RTOS for an embedded design is very critical.

[] A lot of factors need to be analyzed carefully before making adecision on the
selection of an RTOS.

These factors can be either
1. Functional

2. Non-functional requirements.

1. Functional Requirements:

1. Processor support:
It is not necessary that all RTOS’s support all kinds of processor architectures.
It is essential to ensure the processor support by the RTOS

2. Memory Requirements:

* TheRTOSrequires ROM memory for holding the OSfilesand it is normally
stored in anon-volatile memory like FLASH.

OS a so requires working memory RAM for loading the OS service.

Since embedded systems are memory constrained, it is essential to evaluate the minimal
RAM and ROM requirements for the OS under consideration.

3. Redl-Time Capailities:

[l Itis not mandatory that the OS for all embedded systems need to be Real- Time and
all embedded OS’s are ‘Real-Time’ in behavior.

[l The Task/process scheduling policies plays an important role in the Real- Time
behavior of an OS.

3. Kernel and Interrupt Latency:

1 Thekernd of the OS may disable interrupts while executing certain services and it may
lead to interrupt latency.



ESUnit-5 Notes

U For an embedded system whose response requirements are high, this latency should be
minimal.

5. Inter process Communication (IPC) and Task Synchronization: The
implementation of IPC and Synchronization is OS kernel dependent.

6. Modularization Support:
Most of the OS’s provide abunch of features.

It is very useful if the OS supports modularization where in which the developer can
choose the essential modules and re-compile the OS image for functioning.

7. Support for Networking and Communication:

The OS kernel may provide stack implementation and driver support for a bunch of
communication interfaces and networking.

Ensure that the OS under consideration provides support for al the interfaces
required by the embedded product.

8. Development L anguage Support:

Certain OS’s include the run time libraries required for running applications written in
languages like JAVA and C++.

The OS may include these components as built-in component, if not , check the
availability of the same from athird party.

2. Non-Functional Requirements:;

1. Custom Developed or Off the Shelf:

[ Itispossible to go for the complete development of an OS suiting the embedded system
needs or use an off the shelf, readily available OS.

It may be possible to build the required features by customizing an open source OS.

The decision on which to select is purely dependent on the development cost, licensing
feesfor the OS, development time and availability of skilled resources.

2. Codt:

The total cost for developing or buying the OS and maintaining it in terms of commercial
product and custom build needs to be evaluated before taking a decision on the selection
of OS.



ESUnit-5 Notes

3. Development and Debugging tools Availability:

The availability of development and debugging tools is a critical decision making factor
in the selection of an OS for embedded design.

Certain OS’s may be superior in performance, but the availability of tools for supporting
the development may be limited.

4. Ease of Use:

How easy it is to use a commercial RTOS is another important feature that needs to be
considered in the RTOS selection.

5. After Sales:

[l For acommercial embedded RTOS, after sales in the form of e-mail, on-call services etc.
for bug fixes, critical patch updates and support for production issues etc. should be

analyzed thoroughly.
Device Drivers:

» Devicedriver isapiece of software that acts as a bridge between the
operating system and the hardware

* Theuser applications talk to the OS kernel for all necessary information
exchange including communication with the hardware peripherals

Operating System Services
(Kernel)

Device Drivers

Hardware
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The architecture of the OS kernd will not allow direct device access from the user
application

All the device related access should flow through the OS kernel and the OS kernel
routes it to the concerned hardware peripheral

OS Providesinterfacesin the form of Application Programming Interfaces (APIs) for
accessing the hardware

Thedevice driver abstracts the hardware from user applications

Device drivers ae responsible for initiating and managing the
communication with the hardware peripherals

Drivers which comes as part of the Operating system image is known as ‘built-in
drivers’ or ‘onboard’ drivers. Eg. NAND FLASH driver

Drivers which needs to beinstalled on the fly for communicating with add- on devices
are known as ‘Installable drivers’

For installable drivers, the driver isloaded on a need basis when the device is present
and it is unloaded when the device isremoved/detached

The ‘Device Manager service of the OS kernel is responsible for loading and
unloading the driver, managing the driver etc.

The underlying implementation of device driver is OS kernel dependent

The driver communicates with the kernel is dependent on the OS structure and
implementation.

Devicedrivers can run on either user space or kernel space

Device drivers which run in user space are known as user mode drivers and the drivers
which run in kernel space are known as kernel mode drivers

User mode drivers are safer than kernel mode drivers

If an error or exception occursin a user mode driver, it won’t affect the services of
the kernel

If an exception occurs in the kernel mode driver, it may lead to thekernel crash

Theway how adevicedriver iswritten and how theinterrupts are handled in it are



ES Unit-5 Notes
Operating system and target hardware specific.

* Thedevicedriver implements the following:

* Device(Hardware) Initialization and Interrupt configuration
* Interrupt handling and processing

* Client interfacing (Interfacing with user applications)

* Thebasic Interrupt configuration involvesthe following.

* Settheinterrupt type (Edge Triggered (Rising/Falling) or Level Triggered (Low or
High)), enable the interrupts and set the interrupt priorities.

* Theprocessor identifies aninterrupt through IRQ.
* |RQsaregenerated by the Interrupt Controller.
* Register an Interrupt Service Routine (1SR) with an Interrupt Request (IRQ).

*  When an interrupt occurs, depending on its priority, it isserviced and the
corresponding ISR isinvoked

* Theprocessing part of an interrupt is handled in an ISR

* Thewholeinterrupt processing can be done by the ISR itself or by invoking an Interrupt
Service Thread (IST)

* ThelST performsinterrupt processing on behalf of the ISR

* Itisalwaysadvisedto usean IST for interrupt processing, to makethe ISR compact
and short
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