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CHAPTER 13 

Cookies, Sessions, and 

Authentication 

As your web projects grow larger and more complicated, you will find an increasing 
need to keep track of your users. Even if you aren’t offering logins and passwords, you 

will still often need to store details about a user’s current session and possibly also 
recognize people when they return to your site. 

Several technologies support this kind of interaction, ranging from simple browser 
cookies to session handling and HTTP authentication. Between them, they offer the 
opportunity for you to configure your site to your users’ preferences and ensure a 

smooth and enjoyable transition through it. 

Using Cookies in PHP 
A cookie is an item of data that a web server saves to your computer’s hard disk via a 

web browser. It can contain almost any alphanumeric information (as long as it’s under 

4 KB) and can be retrieved from your computer and returned to the server. Common 
uses include session tracking, maintaining data across multiple visits, holding 
shopping cart contents, storing login details, and more. 

Because of their privacy implications, cookies can be read only from the issuing 
domain. In other words, if a cookie is issued by, for example, oreilly.com, it can be 
retrieved only by a web server using that domain. This prevents other websites from 
gaining access to details for which they are not authorized. 

Due to the way the Internet works, multiple elements on a web page can be embedded 
from multiple domains, each of which can issue its own cookies. When this happens, 

http://oreilly.com/
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they are referred to as third-party cookies. Most commonly, these are created by 
advertising companies in order to track users across multiple websites. 

Because of this, most browsers allow users to turn cookies off either for the current 
server’s domain, third-party servers, or both. Fortunately, most people who disable 
cookies do so only for third-party websites. 

Cookies are exchanged during the transfer of headers, before the actual HTML of a 
web page is sent, and it is impossible to send a cookie once any HTML has been 
transferred. Therefore, careful planning of cookie usage is important. Figure 13-1 
illustrates a typical request and response dialog between a web browser and web server 
passing cookies. 

 

Figure 13-1. A browser/server request/response dialog with cookies 

This exchange shows a browser receiving two pages: 

1. The browser issues a request to retrieve the main page, index.html, at the website 
http://www.webserver.com. The first header specifies the file, and the second 
header specifies the server. 

2. When the web server at webserver.com receives this pair of headers, it returns 
some of its own. The second header defines the type of content to be sent 
(text/html), and the third one sends a cookie of the name name and with the value 
value. Only then are the contents of the web page transferred. 

3. Once the browser has received the cookie, it will then return it with every future 
request made to the issuing server until the cookie expires or is deleted. So, when 
the browser requests the new page /news.html, it also returns the cookie name 
with the value value. 
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4. Because the cookie has already been set, when the server receives the request to 
send /news.html, it does not have to resend the cookie, but just returns the 
requested page. 

Setting a Cookie 
Setting a cookie in PHP is a simple matter. As long as no HTML has yet been 
transferred, you can call the setcookie function, which has the following syntax 
(see Table 13-1): 

setcookie(name, value, expire, path, domain, secure, 

httponly); Table 13-1. The setcookie parameters 
Parameter Description Example 
name The name of the cookie. This is the name that your server will 

use to access the cookie on subsequent browser requests. 
username 

value The value of the cookie, or the cookie’s contents. This can 

contain up to 4 KB of alphanumeric text. 
Hannah 

expire (Optional.) Unix timestamp of the expiration date. Generally, 

you will probably use time() plus a number of seconds. If not 

set, the cookie expires when the browser closes. 

time() + 
2592000 

path (Optional.) The path of the cookie on the server. If this is a / 

(forward slash), the cookie is available over the entire domain, 

such as www.webserver.com. If it is a subdirectory, the cookie 

is available only within that subdirectory. The default is the 

current directory that the cookie is being set in, and this is the 

setting you will normally use. 

/ 

domain (Optional.) The Internet domain of the cookie. If this is 

.webserver.com, the cookie is available to all of webserver.com 

and its subdomains, such as www.webserver.com and 

images.webserver.com. If it is images.webserver.com, the 

cookie is available only to images.webserver.com and its 

subdomains such as sub.images.webserver.com, but not, say, 

to www.webserver.com. 

.webserver.com 

secure (Optional.) Whether the cookie must use a secure connection 
(https://). If this value is TRUE, the cookie can be transferred 
only across a secure connection. The default is 
FALSE. 

FALSE 

httponly (Optional; implemented since PHP version 5.2.0.) Whether the 

cookie must use the HTTP protocol. If this value is TRUE, 

scripting languages such as JavaScript cannot access the cookie. 

(Not supported in all browsers.) The default is FALSE. 

FALSE 

So, to create a cookie with the name username and the value Hannah that is 
accessible across the entire web server on the current domain, and will be removed 
from the browser’s cache in seven days, use the following: 
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setcookie('username', 'Hannah', time() + 60 * 60 * 24 * 
7, '/'); 

Using Cookies in PHP  

Accessing a Cookie 
Reading the value of a cookie is as simple as accessing the $_COOKIE system array. 
For example, if you wish to see whether the current browser has the cookie called 
user name already stored and, if so, to read its value, use the following: 

if (isset($_COOKIE['username'])) $username = 
$_COOKIE['username']; 

Note that you can read a cookie back only after it has been sent to a web browser. This 
means that when you issue a cookie, you cannot read it in again until the browser 
reloads the page (or another with access to the cookie) from your website and passes 
the cookie back to the server in the process. 

Destroying a Cookie 
To delete a cookie, you must issue it again and set a date in the past. It is important for 
all parameters in your new setcookie call except the timestamp to be identical to 
the parameters when the cookie was first issued; otherwise, the deletion will fail. 
Therefore, to delete the cookie created earlier, you would use the following: 

setcookie('username', 'Hannah', time() - 2592000, '/'); 

As long as the time given is in the past, the cookie should be deleted. However, I have 
used a time of 2592000 seconds (one month) in the past in case the client computer’s 

date and time are not correctly set. 

You can try PHP cookies for yourself using the file php-cookies.php in 
this chapter’s matching folder of the accompanying examples archive 

(available for free at http://lpmj.net). The folder also contains the file 
javascript-cookies.htm, which does the same thing using JavaScript. 

HTTP Authentication 
HTTP authentication uses the web server to manage users and passwords for the 
application. It’s adequate for most applications that ask users to log in, although some 

http://lpmj.net/
http://lpmj.net/
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applications have specialized needs or more stringent security requirements that call 
for other techniques. 

To use HTTP authentication, PHP sends a header request asking to start an 
authentication dialog with the browser. The server must have this feature turned on in 
order for it to work, but because it’s so common, your server is very likely to offer the 

feature. 
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Although it is usually installed with Apache, HTTP authentication may 
not necessarily be installed on the server you use. So attempting to run 
these examples may generate an error telling you that the feature is not 
enabled, in which case you must install the module, change the 
configuration file to load the module, or ask your system administrator 
to do these fixes. 

After entering your URL into the browser or visiting via a link, the user will see an 
“Authentication Required” prompt pop up requesting two fields: User Name and 

Password (Figure 13-2 shows how this looks in Firefox). 

 

Figure 13-2. An HTTP authentication login prompt 

Example 13-1 shows the code to make this happen. 

Example 13-1. PHP authentication 
<?php 
  if (isset($_SERVER['PHP_AUTH_USER']) &&       
isset($_SERVER['PHP_AUTH_PW']))   {     echo 
"Welcome User: " . $_SERVER['PHP_AUTH_USER'] 
. 
         " Password: "    . $_SERVER['PHP_AUTH_PW']; 
  }   
else 
  { 
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    header('WWW-Authenticate: Basic realm="Restricted 
Section"'); 
    header('HTTP/1.0 401 Unauthorized'); 
    die("Please enter your username and password"); 
  } 
?> 

By default, the type of interface Zend Server uses is cgi-fcgi, which is 
incompatible with basic authentication. However, configuring Zend is 
beyond the scope of this book, so if you are using it for Examples 13-
1 through 13-5, you may prefer to test them on a different server. To 
determine the interface of a server, you can call the php_sapi_name 
function, which will return a string such as 'cgifcgi', 'cli', and 
so on. Basic authentication is not recommended anyway on a 
production website, as it is very insecure, but you need to know how 
it works for maintaining legacy code. For further details, refer to 
http://php.net/php_sapi_name. 

The first thing the program does is look for two particular values: 
$_SERVER['PHP_AUTH_USER'] and $_SERVER['PHP_AUTH_PW']. If they both 
exist, they represent the username and password entered by a user into an 
authentication prompt. If either of the values does not exist, the user has not yet been 
authenticated and you display the prompt in Figure 13-2 by issuing the following 
header, where Basic realm is the name of the section that is protected and appears 
as part of the pop-up prompt: 

WWW-Authenticate: Basic realm="Restricted Area" 

If the user fills out the fields, the PHP program runs again from the top. But if the user 
clicks the Cancel button, the program proceeds to the following two lines, which send 
the following header and an error message: 

HTTP/1.0 401 Unauthorized 

The die statement causes the text “Please enter your username and password” to be 

displayed (see Figure 13-3). 

http://php.net/php_sapi_name
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Figure 13-3. The result of clicking the Cancel button 
Once a user has been authenticated, you will not be able to get the 
authentication dialog to pop up again unless the user closes and 
reopens all browser windows, as the web browser will keep returning 
the same username and password to PHP. You may need to close and 
reopen your browser a few times as you work through this section and 
try different things out. 

Now let’s check for a valid username and password. The code in Example 13-1 doesn’t 

require you to change much to add this check, other than modifying the previous 
welcome message code to test for a correct username and password, and then issuing 
a welcome message. A failed authentication causes an error message to be sent (see 
Example 13-2). 

Example 13-2. PHP authentication with input checking 
<?php 
  $username = 'admin'; 
  $password = 'letmein'; 

  if (isset($_SERVER['PHP_AUTH_USER']) &&       
isset($_SERVER['PHP_AUTH_PW'])) 
  { 
    if ($_SERVER['PHP_AUTH_USER'] == 
$username &&         
$_SERVER['PHP_AUTH_PW']   == $password)           
echo "You are now logged in"; 
    else die("Invalid username / password combination"); 
  }   
else 
  { 
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    header('WWW-Authenticate: Basic realm="Restricted 
Section"'); 
    header('HTTP/1.0 401 Unauthorized'); 
    die ("Please enter your username and password"); 
  } 
?> 

Incidentally, take a look at the wording of the error message: Invalid username 
/ password combination. It doesn’t say whether the username or the password 
or both were wrong—the less information you can give to a potential hacker, the better. 

A mechanism is now in place to authenticate users, but only for a single username and 
password. Also, the password appears in clear text within the PHP file, and if someone 
managed to hack into your server, he would instantly know it. So let’s look at a better 

way to handle usernames and passwords. 

Storing Usernames and Passwords 
Obviously MySQL is the natural way to store usernames and passwords. But again, 
we don’t want to store the passwords as clear text, because our website could be 

compro‐ 
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mised if the database were accessed by a hacker. Instead, we’ll use a neat trick called 

a one-way function. 

This type of function is easy to use and converts a string of text into a seemingly 
random string. Due to their one-way nature, such functions are virtually impossible to 
reverse, so their output can be safely stored in a database—and anyone who steals it 
will be none the wiser as to the passwords used. 

In previous editions of this book I recommended using the md5 hashing algorithm for 
your data security. Time marches on, however, and now md5 is considered easily 
hackable and therefore unsafe, while even its previously recommended replacement of 
sha1 can apparently be hacked (plus sha1 and sha2 were designed by the NSA and 
therefore considerable caution is recommended for their use in highly secure 
implementations). So now I have moved on to using the PHP hash function, passing 
it a version of the ripemd algorithm, which was designed by the open academic 
community and which (like md5) returns a 32-character hexadecimal number—so it 
can easily replace md5 in most databases. Use it like this: 

$token = hash('ripemd128', 

'mypassword'); That example happens to give 

$token the value: 

7b694600c8a2a2b0897c719958713619 

By using the hash function, you can keep up with future developments in security and 
simply pass the hashing algorithm to it that you wish to implement, resulting in less 
code maintenance (although you will probably have to accommodate larger hash 

lengths than 32 characters in your databases). Salting 

Unfortunately, hash on its own is not enough to protect a database of passwords, 
because it could still be susceptible to a brute force attack that uses another database 
of known 32-character hexadecimal tokens. Such databases do exist, as a quick Google 
search will verify, although probably only for md5 and sha1 or sha2 at the moment. 

Thankfully, though, we can put a spanner in the works of any such attempts by salting 

all the passwords before they are sent to hash. Salting is simply a matter of adding 
some text that only we know about to each parameter to be encrypted, like this (with 
the salt highlighted in bold): 

$token = hash('ripemd128', 'saltstringmypassword'); 

In this example, the text saltstring has been prepended to the password. Of course, the 
more obscure you can make the salt, the better. I like to use salts such as this: 

$token = hash('ripemd128', 'hqb%$tmypasswordcg*l'); 
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Here some random characters have been placed both before and after the password. 
Given just the database, and without access to your PHP code, it should now be next 
to impossible to work out the stored passwords. 

All you have to do when verifying someone’s login password is to add these same 

random strings back in before and after it, and then check the resulting token from a 
hash call against the one stored in the database for that user. 

Let’s create a MySQL table to hold some user details and add a couple of accounts. So 

type and save the program in Example 13-3 as setupusers.php, then open it in your 
browser. 

Example 13-3. Creating a users table and adding two accounts 
<?php // setupusers.php   
require_once 'login.php'; 
  $connection = 
    new mysqli($db_hostname, $db_username, $db_password, 

$db_database);   if ($connection->connect_error) 

die($connection->connect_error); 

  $query = "CREATE TABLE users (     
forename VARCHAR(32) NOT NULL,     
surname  VARCHAR(32) NOT NULL,     
username VARCHAR(32) NOT NULL 
UNIQUE,     password VARCHAR(32) 
NOT NULL 
  )"; 
  $result = $connection-
>query($query);   if (!$result) 
die($connection->error); 

  $salt1    = "qm&h*"; 
  $salt2    = "pg!@"; 

  $forename = 'Bill'; 
  $surname  = 'Smith'; 
  $username = 'bsmith'; 
  $password = 'mysecret'; 
  $token    = hash('ripemd128', "$salt1$password$salt2");   

add_user($connection, $forename, $surname, $username, 

$token); 

  $forename = 'Pauline'; 
  $surname  = 'Jones'; 
  $username = 'pjones'; 



 

312  | Chapter 13: Cookies, Sessions, and Authentication 

  $password = 'acrobat'; 
  $token    = hash('ripemd128', "$salt1$password$salt2");   

add_user($connection, $forename, $surname, $username, 

$token); 

  function add_user($connection, $fn, $sn, $un, $pw) 
  { 
    $query  = "INSERT INTO users VALUES('$fn', '$sn', 
'$un', '$pw')"; 
    $result = $connection-
>query($query);     if (!$result) 
die($connection->error); 
  } 
?> 

This program will create the table users within your publications database (or 
whichever database you set up for the login.php file in Chapter 10). In this table, it will 
create two users: Bill Smith and Pauline Jones. They have the usernames and 
passwords of bsmith/ mysecret and pjones/acrobat, respectively. 

Using the data in this table, we can now modify Example 13-2 to properly authenticate 
users, and Example 13-4 shows the code needed to do this. Type it, save it as authenti 

cate.php, and call it up in your browser. 

Example 13-4. PHP authentication using MySQL 
<?php // authenticate.php   
require_once 'login.php'; 
  $connection = 
    new mysqli($db_hostname, $db_username, $db_password, 

$db_database);   if ($connection->connect_error) 

die($connection->connect_error); 

  if (isset($_SERVER['PHP_AUTH_USER']) &&       
isset($_SERVER['PHP_AUTH_PW'])) 
  { 
    $un_temp = mysql_entities_fix_string($connection, 
$_SERVER['PHP_AUTH_USER']);     $pw_temp = 
mysql_entities_fix_string($connection, $_SERVER['PHP_AUTH_PW']); 

    $query  = "SELECT * FROM users WHERE username='$un_temp'"; 
    $result = $connection-
>query($query);     if (!$result) 
die($connection->error); 
    elseif ($result->num_rows) 
    { 
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        $row = $result->fetch_array(MYSQLI_NUM); 

          $result->close(); 

        $salt1 = "qm&h*"; 
        $salt2 = "pg!@"; 
        $token = hash('ripemd128', "$salt1$pw_temp$salt2"); 

        if ($token == $row[3]) echo "$row[0] $row[1] : 
          Hi $row[0], you are now logged in as 
'$row[2]'";         else die("Invalid 
username/password combination"); 
    } 
    else die("Invalid username/password combination"); 
  }   
else 
  { 
    header('WWW-Authenticate: Basic realm="Restricted 
Section"'); 
    header('HTTP/1.0 401 Unauthorized'); 
    die ("Please enter your username and 

password");   }   $connection->close(); 

  function mysql_entities_fix_string($connection, $string) 
  { 
    return htmlentities(mysql_fix_string($connection, 
$string));   } 

  function mysql_fix_string($connection, $string) 
  { 
    if (get_magic_quotes_gpc()) $string = 
stripslashes($string); 
    return $connection->real_escape_string($string); 
  } 
?> 

As you might expect at this point in the book, some of the examples such as this one 
are starting to get quite a bit longer. But don’t be put off. The final 10 lines are simply 

Example 10-22 from Chapter 10. They are there to sanitize the user input—very 
important. 

The only lines to really concern yourself with at this point start with the assigning of 
two variables, $un_temp and $pw_temp, using the submitted username and 
password, highlighted in bold text. Next, a query is issued to MySQL to look up the 
user $un_temp and, if a result is returned, to assign the first row to $row. (Because 
usernames are unique, there will be only one row.) Then the two salts are created in 
$salt1 and $salt2, which are then added before and after the submitted password 
$pw_temp. This string is then passed to the hash function, which returns a 32-
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character hexadecimal value in $token. Now all that’s necessary is to check $token 
against the value stored in the database, which happens to be in the fourth column—

which is column 3 when starting from 0. So $row[3] contains the previous token 
calculated for the salted password. If the two match, a friendly welcome string is 
output, calling the user by his or her first name (see Figure 13-4). Otherwise, an error 
message is displayed. As mentioned before, the error message is the same regardless 
of whether such a username exists, as this provides minimal information to potential 
hackers or password guessers. 

You can try this out for yourself by calling up the program in your browser and entering 
a username of bsmith and password of mysecret (or pjones and acrobat), the 
values that were saved in the database by Example 13-3. 

 

Figure 13-4. Bill Smith has now been authenticated 

By sanitizing input immediately after it is encountered, you will 
block any malicious HTML, JavaScript, or MySQL attacks before 
they can get any further, and will not have to sanitize this data again. 
Remember, however, that if a user has characters such as < or & in a 
password (for example), these will be expanded to &lt; or &amp; 

by the htmlemtities function. But as long as your code allows for 
strings that may end up larger than the provided input width, and as 
long as you always run passwords through this sanitization, you’ll be 

just fine. 

Using Sessions 
Because your program can’t tell what variables were set in other programs—or even 
what values the same program set the previous time it ran—you’ll sometimes want to 

track what your users are doing from one web page to another. You can do this by 
setting hidden fields in a form, as seen in Chapter 10, and checking the value of the 
fields after the form is submitted, but PHP provides a much more powerful and simpler 
solution in the form of sessions. These are groups of variables that are stored on the 
server but relate only to the current user. To ensure that the right variables are applied 
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to the right users, PHP saves a cookie in the users’ web browsers to uniquely identify 

them. 

This cookie has meaning only to the web server and cannot be used to ascertain any 
information about a user. You might ask about those users who have their cookies 
turned off. Well, that’s not a problem as of PHP 4.2.0, because it will identify when 

this is the case and place a cookie token in the GET portion of each URL request 
instead. Either way, sessions provide a solid way of keeping track of your users. 

Starting a Session 

Starting a session requires calling the PHP function session_start before any 
HTML has been output, similarly to how cookies are sent during header exchanges. 
Then, to begin saving session variables, you just assign them as part of the 
$_SESSION array, like this: 
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$_SESSION['variable'] = $value; 

They can then be read back just as easily in later program runs, like this: 
$variable = $_SESSION['variable']; 

Now assume that you have an application that always needs access to the username, 
password, first name, and last name of each user, as stored in the table users, which 
you should have created a little earlier. So let’s further modify authenticate.php from 
Example 13-4 to set up a session once a user has been authenticated. 

Example 13-5 shows the changes needed. The only difference is the content of the if 
($token == $row[3]) section, which we now start by opening a session and 
saving these four variables into it. Enter this program (or modify Example 13-4) and 
save it as authenticate2.php. But don’t run it in your browser yet, as you will also 

need to create a second program in a moment. 

Example 13-5. Setting a session after successful authentication 
<?php //authenticate2.php   
require_once 'login.php'; 
  $connection = 
    new mysqli($db_hostname, $db_username, $db_password, 

$db_database);   if ($connection->connect_error) 

die($connection->connect_error); 

  if (isset($_SERVER['PHP_AUTH_USER']) &&       
isset($_SERVER['PHP_AUTH_PW'])) 
  { 
    $un_temp = mysql_entities_fix_string($connection, 
$_SERVER['PHP_AUTH_USER']); 
    $pw_temp = mysql_entities_fix_string($connection, 
$_SERVER['PHP_AUTH_PW']); 

    $query = "SELECT * FROM users WHERE 
username='$un_temp'"; 
    $result = $connection->query($query); 

    if (!$result) die($connection->error); 
    elseif ($result->num_rows) 
    { 
          $row = $result->fetch_array(MYSQLI_NUM); 

          $result->close(); 

          $salt1 = "qm&h*"; 
          $salt2 = "pg!@"; 
        $token = hash('ripemd128', "$salt1$pw_temp$salt2"); 
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          if ($token == $row[3]) 
          { 
               session_start(); 
               $_SESSION['username'] = $un_temp; 
               $_SESSION['password'] = $pw_temp; 
               $_SESSION['forename'] = $row[0]; 
               $_SESSION['surname']  = $row[1];                
echo "$row[0] $row[1] : Hi $row[0],                      
you are now logged in as '$row[2]'"; 
               die ("<p><a href=continue.php>Click here to 
continue</a></p>"); 
          } 
          else die("Invalid username/password 
combination"); 
    } 
    else die("Invalid username/password combination"); 
  }   
else 
  { 
    header('WWW-Authenticate: Basic realm="Restricted 
Section"'); 
    header('HTTP/1.0 401 Unauthorized'); 
    die ("Please enter your username and 

password");   }   $connection->close(); 

  function mysql_entities_fix_string($connection, $string) 
  { 
    return htmlentities(mysql_fix_string($connection, 
$string));   } 

  function mysql_fix_string($connection, $string) 
  { 
    if (get_magic_quotes_gpc()) $string = 
stripslashes($string); 
    return $connection->real_escape_string($string); 
  } 
?> 

One other addition to the program is the “Click here to continue” link with a destination 

URL of continue.php. This will be used to illustrate how the session will transfer to 
another program or PHP web page. So create continue.php by entering the program in 
Example 13-6 and saving it. 

Example 13-6. Retrieving session variables 
<?php // continue.php   
session_start(); 

  if (isset($_SESSION['username'])) 
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  { 
    $username = $_SESSION['username']; 
    $password = $_SESSION['password']; 
    $forename = $_SESSION['forename']; 
    $surname  = $_SESSION['surname']; 

    echo "Welcome back $forename.<br> 
          Your full name is $forename $surname.<br> 
          Your username is 
'$username'           and your 
password is '$password'."; 
  } 
  else echo "Please <a href='authenticate2.php'>click here</a> 
to log in."; ?> 

Now you are ready to call up authenticate2.php into your browser. Enter a username 
of bsmith and password of mysecret (or pjones and acrobat) when prompted, 
and click the link to load in continue.php. When your browser calls it up, the result 
should be something like Figure 13-5. 

 

Figure 13-5. Maintaining user data with sessions 

Sessions neatly confine to a single program the extensive code required to authenticate 
and log in a user. Once a user has been authenticated and you have created a session, 
your program code becomes very simple indeed. You need only to call up 
session_start and look up any variables to which you need access from 
$_SESSION. 

In Example 13-6, a quick test of whether $_SESSION['username'] has a value is 
enough to let you know that the current user is authenticated, because session variables 
are stored on the server (unlike cookies, which are stored on the web browser) and can 
therefore be trusted. 

If $_SESSION['username'] has not been assigned a value, no session is active, so 
the last line of code in Example 13-6 directs users to the login page at 
authenticate2.php. 
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The continue.php program prints back the value of the user’s 

password to show you how session variables work. In practice, you 
already know that the user is logged in, so you shouldn’t need to keep 

track of (or display) any passwords, and in fact doing so would be a 
security risk. 

Ending a Session 
When the time comes to end a session, usually when a user requests to log out from 
your site, you can use the session_destroy function in association, as in Example 
13-7. That example provides a useful function for totally destroying a session, logging 
a user out, and unsetting all session variables. 

Example 13-7. A handy function to destroy a session and its data 
<?php 
  function destroy_session_and_data() 
  { 
    session_start(); 
    $_SESSION = array(); 
    setcookie(session_name(), '', time() - 2592000, '/'); 
    session_destroy(); 
  } 
?> 

To see this in action, you could modify continue.php as in Example 13-8. 

Example 13-8. Retrieving session variables and then destroying the session 
<?php   
session_start(); 

  if (isset($_SESSION['username'])) 
  { 
    $username = $_SESSION['username']; 
    $password = $_SESSION['password']; 
    $forename = $_SESSION['forename']; 
    $surname  = $_SESSION['surname'];     

destroy_session_and_data(); 

    echo "Welcome back $forename.<br> 
          Your full name is $forename $surname.<br> 
          Your username is 
'$username'           and your 
password is '$password'."; 

  } 
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  else echo "Please <a href='authenticate2.php'>click here</a> to log 
in."; 

  function destroy_session_and_data() 
  { 
    $_SESSION = array(); 
    setcookie(session_name(), '', time() - 2592000, '/'); 
    session_destroy(); 
  } 
?> 

The first time you navigate from authenticate2.php to continue.php, it will display all 
the session variables. But, because of the call to destroy_session_and_data, if 
you then click on your browser’s Reload button, the session will have been destroyed 

and you’ll be prompted to return to the login page. 

Setting a Timeout 
There are other times when you might wish to close a user’s session yourself, such as 
when the user has forgotten or neglected to log out, and you want the program to do 
so for his for her own security. You do this by setting the timeout after which a logout 
will automatically occur if there has been no activity. 

To do this, use the ini_set function as follows. This example sets the timeout to 
exactly one day: 

ini_set('session.gc_maxlifetime', 60 * 60 * 24); 

If you wish to know what the current timeout period is, you can display it using the 
following: 

echo ini_get('session.gc_maxlifetime'); 

Session Security 

Although I mentioned that once you had authenticated a user and set up a session you 
could safely assume that the session variables were trustworthy, this isn’t exactly the 

case. The reason is that it’s possible to use packet sniffing (sampling of data) to 
discover session IDs passing across a network. Additionally, if the session ID is passed 
in the GET part of a URL, it might appear in external site server logs. The only truly 
secure way of preventing these from being discovered is to implement a Secure Socket 

Layer (SSL) and run HTTPS instead of HTTP web pages. That’s beyond the scope of 

this book, although you may like to take a look at http://apache-ssl.org for details on 
setting up a secure web server. 

http://apache-ssl.org/
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Preventing session hijacking 

When SSL is not a possibility, you can further authenticate users by storing their IP 
address along with their other details by adding a line such as the following when you 
store their session: 

$_SESSION['ip'] = $_SERVER['REMOTE_ADDR']; 

Then, as an extra check, whenever any page loads and a session is available, perform 
the following check. It calls the function different_user if the stored IP address 
doesn’t match the current one: 

if ($_SESSION['ip'] != $_SERVER['REMOTE_ADDR']) 
different_user(); 

What code you place in your different_user function is up to you. I recommend 
that you simply delete the current session and ask the user to log in again due to a 
technical error. Don’t say any more than that, or you’re giving away potentially useful 

information. 

Of course, you need to be aware that users on the same proxy server, or sharing the 
same IP address on a home or business network, will have the same IP address. Again, 
if this is a problem for you, use SSL. You can also store a copy of the browser user 

agent string (a string that developers put in their browsers to identify them by type and 
version), which might also distinguish users due to the wide variety of browser types, 
versions, and computer platforms. Use the following to store the user agent: 

$_SESSION['ua'] = $_SERVER['HTTP_USER_AGENT']; 

And use this to compare the current agent string with the saved one: 

if ($_SESSION['ua'] != $_SERVER['HTTP_USER_AGENT']) 
different_user(); 

Or, better still, combine the two checks like this and save the combination as a hash 
hexadecimal string: 

$_SESSION['check'] = hash('ripemd128', 
$_SERVER['REMOTE_ADDR'] . 
  $_SERVER['HTTP_USER_AGENT']); 

And use this to compare the current and stored strings: 

if ($_SESSION['check'] != hash('ripemd128', $_SERVER['REMOTE_ADDR'] 
.   $_SERVER['HTTP_USER_AGENT'])) different_user(); 

Preventing session fixation 

Session fixation happens when a malicious user tries to present a session ID to the 
server rather than letting the server create one. It can happen when a user takes 
advantage of the ability to pass a session ID in the GET part of a URL, like this: 
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http://yourserver.com/authenticate.php?PHPSESSID=123456
789 

In this example, the made-up session ID of 123456789 is being passed to the server. 
Now, consider Example 13-9, which is susceptible to session fixation. To see how, 
save it as sessiontest.php. 

Example 13-9. A session susceptible to session fixation 
<?php // sessiontest.php   
session_start(); 

  if (!isset($_SESSION['count'])) 
$_SESSION['count'] = 0;   else 
++$_SESSION['count']; 

  echo 
$_SESSION['count']; ?> 

Once it’s saved, call it up in your browser using the following URL (prefacing it with 

the correct pathname, such as http://localhost/): 

sessiontest.php?PHPSESSID=1234 

Press Reload a few times, and you’ll see the counter increase. Now try browsing to: 

sessiontest.php?PHPSESSID=5678 
Press Reload a few times here, and you should see it count up again from 0. Leave the 
counter on a different number than the first URL and then go back to the first URL and 
see how the number changes back. You have created two different sessions of your 
own choosing here, and you could easily create as many as you needed. 

The reason this approach is so dangerous is that a malicious attacker could try to 
distribute these types of URLs to unsuspecting users, and if any of them followed these 
links, the attacker would be able to come back and take over any sessions that had not 
been deleted or expired! 

In order to prevent this, add a simple check to change the session ID using 
session_re generate_id. This function keeps all current session variable 
values, but replaces the session ID with a new one that an attacker cannot know. 

To do this, check for a special session variable that you arbitrarily invent. If it doesn’t 

exist, you know that this is a new session, so you simply change the session ID and set 
the special session variable to note the change. 

Example 13-10 shows how the code to do this might look, using the session variable 
initiated. 

Example 13-10. Session regeneration 
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<?php   
session_start(); 

  if (!isset($_SESSION['initiated'])) 
  { 
    session_regenerate_id(); 
    $_SESSION['initiated'] = 1; 
  } 

  if (!isset($_SESSION['count'])) 
$_SESSION['count'] = 0;   else 
++$_SESSION['count']; 

  echo 
$_SESSION['count']; ?> 

This way, an attacker can come back to your site using any of the session IDs that he 
or she generated, but none of them will call up another user’s session, as they will all 
have been replaced with regenerated IDs. If you want to be ultra-paranoid, you can 
even regenerate the session ID on each request. 

Forcing cookie-only sessions 

If you are prepared to require your users to enable cookies on your website, you can 
use the ini_set function like this: 

ini_set('session.use_only_cookies', 1); 
With that setting, the ?PHPSESSID= trick will be completely ignored. If you use this 
security measure, I also recommend you inform your users that your site requires 
cookies, so they know what’s wrong if they don’t get the results they want. 

Using a shared server 

On a server shared with other accounts, you will not want to have all your session data 
saved into the same directory as theirs. Instead, you should choose a directory to which 
only your account has access (and that is not web-visible) to store your sessions, by 
placing an ini_set call near the start of a program, like this: 

ini_set('session.save_path', 
'/home/user/myaccount/sessions'); 

The configuration option will keep this new value only during the program’s execution, 

and the original configuration will be restored at the program’s ending. 

This sessions folder can fill up quickly; you may wish to periodically clear out older 
sessions according to how busy your server gets. The more it’s used, the less time you 

will want to keep a session stored. 
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Remember that your websites can and will be subject to hacking 
attempts. There are automated bots running riot around the Internet 
trying to find sites vulnerable to exploits. So whatever you do, 
whenever you are handling data that is not 100% generated within 
your own program, you should always treat it with the utmost 

caution. 

At this point, you should now have a very good grasp of both PHP and MySQL, so in 
the next chapter it’s time to introduce the third major technology covered by this book, 

JavaScript. 

Questions 
1. Why must a cookie be transferred at the start of a program? 

2. Which PHP function stores a cookie on a web browser? 

3. How can you destroy a cookie? 

4. Where are the username and password stored in a PHP program when you are 
using HTTP authentication? 

5. Why is the hash function a powerful security measure? 

6. What is meant by “salting” a string? 

7. What is a PHP session? 

8. How do you initiate a PHP session? 
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9. What is session hijacking? 

10. What is session fixation? 

See “Chapter 13 Answers” on page 648 in Appendix A for the answers to these 
questions. 
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Questions  
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CHAPTER 14 

Exploring JavaScript 

JavaScript brings a dynamic functionality to your websites. Every time you see 
something pop up when you mouse over an item in the browser, or see new text, colors, 
or images appear on the page in front of your eyes, or grab an object on the page and 
drag it to a new location—all those things are done through JavaScript. It offers effects 
that are not otherwise possible, because it runs inside the browser and has direct access 
to all the elements in a web document. 

JavaScript first appeared in the Netscape Navigator browser in 1995, coinciding with 
the addition of support for Java technology in the browser. Because of the initial 
incorrect impression that JavaScript was a spin-off of Java, there has been some long-
term confusion over their relationship. However, the naming was just a marketing ploy 
to help the new scripting language benefit from the popularity of the Java programming 
language. 

JavaScript gained new power when the HTML elements of the web page got a more 
formal, structured definition in what is called the Document Object Model, or DOM. 
The DOM makes it relatively easy to add a new paragraph or focus on a piece of text 
and change it. 

Because both JavaScript and PHP support much of the structured programming syntax 
used by the C programming language, they look very similar to each other. They are 
both fairly high-level languages, too; for instance, they are weakly typed, so it’s easy 

to change a variable to a new type just by using it in a new context. 

Now that you have learned PHP, you should find JavaScript even easier. And you’ll 

be glad you did, because it’s at the heart of the Web 2.0 Ajax technology that provides 

the fluid web frontends that (along with HTML5 features) savvy web users expect 
these days. 

JavaScript and HTML Text 
JavaScript is a client-side scripting language that runs entirely inside the web browser. 
To call it up, you place it between opening <script> and closing </script> 
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HTML tags. A typical HTML 4.01 “Hello World” document using JavaScript might 

look like Example 14-1. 

Example 14-1. “Hello World” displayed using JavaScript 
<html> 
  <head><title>Hello World</title></head> 
  <body> 
    <script type="text/javascript">       
document.write("Hello World") 
    </script> 
    <noscript> 
      Your browser doesn't support or has disabled 
JavaScript 
    </noscript> 
  </body> 
</html> 

You may have seen web pages that use the HTML tag <script lan 
guage="javascript">, but that usage has now been deprecated. 
This example uses the more recent and preferred <script 
type="text/ javascript">, or you can just use <script> on 
its own if you like. 

Within the <script> tags is a single line of JavaScript code that uses its equivalent 
of the PHP echo or print commands, document.write. As you’d expect, it 

simply outputs the supplied string to the current document, where it is displayed. 

You may also have noticed that, unlike with PHP, there is no trailing semicolon (;). 
This is because a newline serves the same purpose as a semicolon in JavaScript. 
However, if you wish to have more than one statement on a single line, you do need to 
place a semicolon after each command except the last one. Of course, if you wish, you 
can add a semicolon to the end of every statement and your JavaScript will work fine. 
The other thing to note in this example is the <noscript> and </noscript> pair 
of tags. These are used when you wish to offer alternative HTML to users whose 
browser does not support JavaScript or who have it disabled. Using these tags is up to 
you, as they are not required, but you really ought to use them because it’s usually not 

that difficult to provide static HTML alternatives to the operations you provide using 
JavaScript. However, the remaining examples in this book will omit <noscript> 
tags, because we’re focusing on what you can do with JavaScript, not what you can do 

without it. 

When Example 14-1 is loaded, a web browser with JavaScript enabled will output the 
following (see Figure 14-1): 
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Figure 14-1. JavaScript, enabled and working 

A browser with JavaScript disabled will display the message in Figure 14-2. 

 

Using Scripts Within a Document Head 
In addition to placing a script within the body of a document, you can put it in the 
<head> section, which is the ideal place if you wish to execute a script when a page 
loads. If you place critical code and functions there, you can also ensure that they are 
ready to use immediately by any other script sections in the document that rely on 
them. Another reason for placing a script in the document head is to enable JavaScript 
to write things such as meta tags into the <head> section, because the location of your 
script is the part of the document it writes to by default. 

Older and Nonstandard Browsers 
If you need to support browsers that do not offer scripting, you will need to use the 
HTML comment tags (<!-- and -->) to prevent them from encountering script code 
that they should not see. Example 14-2 shows how you add them to your script code. 

JavaScript and HTML Text  

Example 14-2. The “Hello World” example modified for non-JavaScript browsers 
<html> 
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  <head><title>Hello World</title></head> 
  <body> 
    <script type="text/javascript"><!-      
document.write("Hello World") 
    // --></script> 
  </body> 
</html> 

Here an opening HTML comment tag (<!--) has been added directly after the opening 
<script> statement and a closing comment tag (// -->) directly before the script 
is closed with </script>. 

The double forward slash (//) is used by JavaScript to indicate that the rest of the line 
is a comment. It is there so that browsers that do support JavaScript will ignore the 
following -->, but non-JavaScript browsers will ignore the preceding //, and act on 
the --> by closing the HTML comment. 

Although the solution is a little convoluted, all you really need to remember is to use 
the two following lines to enclose your JavaScript when you wish to support very old 
or non-standard browsers: 

<script type="text/javascript"><!- 
  (Your JavaScript goes here...) 
// --></script> 

However, the use of these comments is unnecessary for any browser released over the 
past several years. 

There are a couple of other scripting languages you should know 
about. These include Microsoft’s VBScript, which is based on the 

Visual Basic programming language, and Tcl, a rapid prototyping 
language. They are called up in a similar way to JavaScript, except 
they use types of text/vbscript and text/tcl, respectively. 

VBScript works only in Internet Explorer; use of it in other browsers 
requires a plugin. Tcl always needs a plug-in. So both should be 
considered nonstandard, and neither is covered in this book. 

Including JavaScript Files 
In addition to writing JavaScript code directly in HTML documents, you can include 
files of JavaScript code either from your website or from anywhere on the Internet. 
The syntax for this is: 

<script type="text/javascript" 
src="script.js"></script> 

Or, to pull a file in from the Internet, use: 

<script type="text/javascript" 
src="http://someserver.com/script.js"> 
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</script> 

As for the script files themselves, they must not include any <script> or 
</script> tags, because they are unnecessary: the browser already knows that a 
JavaScript file is being loaded. Putting them in the JavaScript files will cause an error. 

Including script files is the preferred way for you to use third-party JavaScript files on 
your website. 

It is possible to leave out the type="text/javascript" 
parameters; all modern browsers default to assuming that the script 
contains JavaScript. 

Debugging JavaScript Errors 
When you’re learning JavaScript, it’s important to be able to track typing or other 

coding errors. Unlike PHP, which displays error messages in the browser, JavaScript 
handles error messages in a way that changes according to the browser used. Table 14-
1 lists how to access JavaScript error messages in each of the five most commonly 
used browsers. 

Table 14-1. Accessing JavaScript error messages in different browsers 
Browser How to access JavaScript error messages 

Apple Safari Safari does not have an Error Console enabled by default, but you can 

turn it on by selecting Safari→Preferences→Advanced→“Show Develop 

menu in menu bar.” However, you may prefer to use the Firebug Lite 

JavaScript module, which many people find easier to use. 
Google Chrome Click the menu icon that looks like a page with a corner turned, then 

select Developer→JavaScript Console. You can also use the shortcut Ctrl-

Shift-J on a PC, or Command-Shift-J on a Mac. 
Microsoft Internet 

Explorer 
Select Tools→Internet Options→Advanced, then uncheck the Disable 

Script Debugging box and check the “Display a Notification about Every 

Script Error” box. 
Mozilla Firefox Select Tools→Error Console or use the shortcut Ctrl-Shift-J on a PC, or 

Command-Shift-J on a Mac. 
Opera Select Tools→Advanced→Error Console. 

OS X users: although I have shown you how to create an Error 
Console for JavaScript, you may prefer to use Google Chrome (for 
Intel OS X 10.5 or higher). 

http://getfirebug.com/firebuglite
http://getfirebug.com/firebuglite
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JavaScript and HTML Text  

To try out whichever Error Console you are using, let’s create a script with a minor 

error. Example 14-3 is much the same as Example 14-1, but the final double quotation 
mark has been left off the end of the string "Hello World"—a common syntax 
error. 

Example 14-3. A JavaScript “Hello World” script with an error 
<html> 
  <head><title>Hello World</title></head> 
  <body> 
    <script type="text/javascript">       
document.write("Hello World) 
    </script> 
  </body> 
</html> 

Enter the example and save it as test.html, then call it up in your browser. It should 
succeed only in displaying the title, not anything in the main browser window. Now 
call up the Error Console in your browser, and you should see a message such as the 
one in Example 14-4. To the right there will be a link to the source, which, when 
clicked, shows the error line highlighted (but does not indicate the position at which 
the error was encountered). 

Example 14-4. A Mozilla Firefox Error Console message 
SyntaxError: unterminated string literal 

In Microsoft Internet Explorer, the error message will look like Example 14-5, and 
there’s no helpful arrow, but you are given the line and position. 

Example 14-5. A Microsoft Internet Explorer Error Console message 
Unterminated string constant 

Google Chrome and Opera will give the message in Example 14-6. Again, you’ll be 

given the line error number but not the exact location. 

Example 14-6. A Google Chrome/Opera Error Console message 
Uncaught SyntaxError: Unexpected token ILLEGAL 

And Apple Safari provides the message in Example 14-7, with a link to the source on 
the right stating the line number of the error. You can click the link to highlight the 
line, but it will not show where on the line the error occurred. 

Example 14-7. An Opera Error Console message 
SyntaxError: Unexpected EOF 
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If you find this support a little underwhelming, the Firebug plug-in for Firefox (and 
now Chrome too) is very popular among JavaScript developers for debugging code, 
and is definitely worth a look. 

If you will be entering the following code snippets to try them out, 
don’t forget to surround them with <script> and </script> tags. 

Using Comments 
Due to their shared inheritance from the C programming language, PHP and JavaScript 
have many similarities, one of which is commenting. First, there’s the single-line 
comment, like this: 

// This is a comment 

This style uses a pair of forward slash characters (//) to inform JavaScript that 
everything following is to be ignored. And then you also have multiline comments, 
like this: 

/* This is a 
section    of 
multiline comments    
that will not be    
interpreted */ 

Here you start a multiline comment with the sequence /* and end it with */. Just 
remember that you cannot nest multiline comments, so make sure that you don’t 

comment out large sections of code that already contain multiline comments. 

Semicolons 
Unlike PHP, JavaScript generally does not require semicolons if you have only one 
statement on a line. Therefore, the following is valid: 

x += 10 

However, when you wish to place more than one statement on a line, you must separate 
them with semicolons, like this: 

x += 10; y −= 5; z = 0 

You can normally leave the final semicolon off, because the newline terminates the 
final statement. 

http://getfirebug.com/
http://getfirebug.com/
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There are exceptions to the semicolon rule. If the first character of 
a line is either a left parenthesis or a left bracket, then JavaScript 
will assume it follows on from the previous line. If this is not what 
you intend, then insert a semicolon between the two lines to separate 
them. Semicolons are also required by JavaScript bookmarklets 

because all the code must be on a single line. So, when in doubt, use a 
semicolon. 

Using Comments  

Variables 
No particular character identifies a variable in JavaScript as the dollar sign does in 
PHP. Instead, variables use the following naming rules: 

• A variable may include only the letters a–z, A–Z, 0–9, the $ symbol, and the 
underscore (_). 

• No other characters, such as spaces or punctuation, are allowed in a variable name. 

• The first character of a variable name can be only a–z, A–Z, $, or _ (no numbers). 

• Names are case-sensitive. Count, count, and COUNT are all different variables. 

• There is no set limit on variable name lengths. 

And yes, you’re right, that is a $ there in that list. It is allowed by JavaScript and may 
be the first character of a variable or function name. Although I don’t recommend 

keeping the $ symbols, it means that you can port a lot of PHP code more quickly to 
JavaScript that way. 

String Variables 
JavaScript string variables should be enclosed in either single or double quotation 
marks, like this: 

greeting = "Hello there" 
warning  = 'Be careful' 

You may include a single quote within a double-quoted string or a double quote within 
a single-quoted string. But you must escape a quote of the same type using the 
backslash character, like this: 

greeting = "\"Hello there\" is a 
greeting" warning  = '\'Be careful\' is 
a warning' 

To read from a string variable, you can assign it to another one, like this: 

newstring = oldstring 
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or you can use it in a function, like this: 

status = "All systems are 
working" document.write(status) 

Numeric Variables 

Creating a numeric variable is a simple as assigning a value, like these examples: 

count       = 42 
temperature = 98.4 

Like strings, numeric variables can be read from and used in expressions and functions. 

Arrays 
JavaScript arrays are also very similar to those in PHP, in that an array can contain 
string or numeric data, as well as other arrays. To assign values to an array, use the 
following syntax (which in this case creates an array of strings): 

toys = ['bat', 'ball', 'whistle', 'puzzle', 'doll'] 

To create a multidimensional array, nest smaller arrays within a larger one. So, to 
create a two-dimensional array containing the colors of a single face of a scrambled 
Rubik’s Cube (where the colors red, green, orange, yellow, blue, and white are 

represented by their capitalized initial letters), you could use the following code: 

face = 
[ 
  ['R', 'G', 'Y'], 
  ['W', 'R', 'O'], 
  ['Y', 'W', 'G'] 
] 

The previous example has been formatted to make it obvious what is going on, but it 
could also be written like this: 

face = [['R', 'G', 'Y'], ['W', 'R', 'O'], ['Y', 'W', 
'G']] 

or even like this: 
top = ['R', 'G', 
'Y'] mid = ['W', 
'R', 'O'] bot = 
['Y', 'W', 'G'] 

face = [top, mid, bot] 

To access the element two down and three along in this matrix, you would use the 
following (because array elements start at position 0): 

document.write(face[1][2]) 

This statement will output the letter O for orange. 
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JavaScript arrays are powerful storage structures, so Chapter 16 
discusses them in much greater depth. 

Variables  

Operators 
Operators in JavaScript, as in PHP, can involve mathematics, changes to strings, and 
comparison and logical operations (and, or, etc.). JavaScript mathematical operators 
look a lot like plain arithmetic; for instance, the following statement outputs 15: 

document.write(13 + 2) 

The following sections teach you about the various operators. 

Arithmetic Operators 
Arithmetic operators are used to perform mathematics. You can use them for the main 
four operations (addition, subtraction, multiplication, and division) as well as to find 
the modulus (the remainder after a division) and to increment or decrement a value 
(see Table 14-2). 

Table 14-2. Arithmetic operators 
Operator Description Example 

+ Addition j + 12 

− Subtraction j − 22 

* Multiplication j * 7 

/ Division j / 
3.13 

% Modulus (division 

remainder) 
j % 6 

++ Increment ++j 

−− Decrement −−j 
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Assignment Operators 
The assignment operators are used to assign values to variables. They start with the 
very simple =, and move on to +=, −=, and so on. The operator += adds the value on 
the right side to the variable on the left, instead of totally replacing the value on the 
left. Thus, if count starts with the value 6, the statement: 

count += 1 

sets count to 7, just like the more familiar assignment statement: 

count = count + 1 

Table 14-3 lists the various assignment operators available. 

Table 14-3. Assignment operators 
Operator Example Equivalent to 

= j = 99 j = 99 

+= j += 2 j = j + 2 

+= j += 
'string' 

j = j + 
'string' 

−= j −= 12 j = j − 12 

*= j *= 2 j = j * 2 

/= j /= 6 j = j / 6 

%= j %= 7 j = j % 7 

Comparison Operators 
Comparison operators are generally used inside a construct such as an if statement 
where you need to compare two items. For example, you may wish to know whether a 
variable you have been incrementing has reached a specific value, or whether another 
variable is less than a set value, and so on (see Table 14-4). Table 14-4. Comparison 

operators 
Operator Description Example 
== Is equal to j == 42 

!= Is not equal to j != 17 

> Is greater than j > 0 

< Is less than j < 100 

>= Is greater than or equal to j >= 23 

<= Is less than or equal to j <= 13 

=== Is equal to (and of the same 

type) 
j ===56 

!== Is not equal to (and of the 

same type) 
j !== 
'1' 
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Logical Operators 
Unlike PHP, JavaScript’s logical operators do not include and and or equivalents to 
&& and ||, and there is no xor operator (see Table 14-5). 

Table 14-5. Logical operators 
Operator Description Example 
&& And j == 1 &&k 

== 2 
|| Or j < 100 ||j 

> 0 
! Not ! (j == k) 

Operators  
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Variable Incrementing and Decrementing 
The following forms of post- and pre-incrementing and decrementing you learned to 
use in PHP are also supported by JavaScript: 

++x 
−−y x 
+= 22 
y −= 

3 

String Concatenation 
JavaScript handles string concatenation slightly differently from PHP. Instead of the . 
(period) operator, it uses the plus sign (+), like this: 

document.write("You have " + messages + " messages.") 

Assuming that the variable messages is set to the value 3, the output from this line 
of code will be: 

You have 3 messages. 

Just as you can add a value to a numeric variable with the += operator, you can also 
append one string to another the same way: 

name =  "James" 
name += " Dean" 

Escaping Characters 
Escape characters, which you’ve seen used to insert quotation marks in strings, can 

also insert various special characters such as tabs, newlines, and carriage returns. Here 
is an example using tabs to lay out a heading; it is included here merely to illustrate 
escapes, because in web pages, there are better ways to do layout: 

heading = "Name\tAge\tLocation" 

Table 14-6 details the escape characters available. 
Table 14-6. JavaScript’s escape characters 
Character Meaning 
\b Backspace 

\f Form feed 

\n New line 

\r Carriage return 

\t Tab 

\' Single quote (or apostrophe) 

\" Double quote 
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Character Meaning 
\\ Backslash 
\XXX An octal number between 000 and 377 that represents the Latin-1 character 

equivalent (such as \251 for the © symbol) 
\xXX A hexadecimal number between 00 and FF that represents the Latin-1 character 

equivalent (such as \xA9 for the 
© symbol) 

\uXXXX A hexadecimal number between 0000 and FFFF that represents the Unicode 

character equivalent (such as \u00A9 for the © symbol) 

Variable Typing 
Like PHP, JavaScript is a very loosely typed language; the type of a variable is 
determined only when a value is assigned and can change as the variable appears in 
different contexts. Usually, you don’t have to worry about the type; JavaScript figures 
out what you want and just does it. 

Take a look at Example 14-8, in which: 

1. The variable n is assigned the string value 838102050, the next line prints out its 
value, and the typeof operator is used to look up the type. 

2. n is given the value returned when the numbers 12345 and 67890 are multiplied 
together. This value is also 838102050, but it is a number, not a string. The type 
of variable is then looked up and displayed. 

3. Some text is appended to the number n and the result is displayed. 

Example 14-8. Setting a variable’s type by assignment 
<script> 
  n = '838102050'        // Set 'n' to a string 
  document.write('n = ' + n + ', and is a ' + typeof n + 
'<br>') 

  n = 12345 * 67890;     // Set 'n' to a number 
  document.write('n = ' + n + ', and is a ' + typeof n + 
'<br>') 

  n += ' plus some text' // Change 'n' from a number to a 
string   document.write('n = ' + n + ', and is a ' + typeof 
n + '<br>') </script> 

The output from this script looks like: 
n = 838102050, and is a string n = 
838102050, and is a number n = 
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838102050 plus some text, and is a 
string 

Variable Typing  

If there is ever any doubt about the type of a variable, or you need to ensure that a 
variable has a particular type, you can force it to that type using statements such as the 
following (which respectively turn a string into a number and a number into a string): 

n = "123" 
n *= 1    // Convert 'n' into a number 

n = 123 
n += ""   // Convert 'n' into a string 

Or, of course, you can always look up a variable’s type using the typeof operator. 

Functions 
As with PHP, JavaScript functions are used to separate out sections of code that 

perform a particular task. To create a function, declare it in the manner shown in 

Example 14-9. Example 14-9. A simple function declaration 
<script> 
  function product(a, b) 
  { 
    return a * b 
  } 
</script> 

This function takes the two parameters passed, multiplies them together, and returns 
the product. 

Global Variables 
Global variables are ones defined outside of any functions (or within functions, but 
defined without the var keyword). They can be defined in the following ways: 

    a = 123               // Global 
scope var b = 456               // 
Global scope if (a == 123) var c = 
789 // Global scope 
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Regardless of whether you are using the var keyword, as long as a variable is defined 
outside of a function, it is global in scope. This means that every part of a script can 
have access to it. 

Local Variables 
Parameters passed to a function automatically have local scope; that is, they can be 
referenced only from within that function. However, there is one exception. Arrays are 
passed to a function by reference, so if you modify any elements in an array parameter, 
the elements of the original array will be modified. 

To define a local variable that has scope only within the current function, and has not 
been passed as a parameter, use the var keyword. Example 14-10 shows a function 
that creates one variable with global scope and two with local scope. 

Example 14-10. A function creating variables with global and local scope 
<script>   
function 
test() 
  { 
        a = 123               // 
Global scope     var b = 456               
// Local scope     if (a == 123) var c 
= 789 // Local scope 
  } 
</script> 

To test whether scope setting has worked in PHP, we can use the isset function. But 
in JavaScript there isn’t one, so Example 14-11 makes use of the typeof operator, 
which returns the string undefined when a variable is not defined. 

Example 14-11. Checking the scope of the variables defined in function test 
<script>   
test() 

  if (typeof a != 'undefined') document.write('a = "' + a 
+ '"<br>')   if (typeof b != 'undefined') 
document.write('b = "' + b + '"<br>')   if (typeof c != 
'undefined') document.write('c = "' + c + '"<br>') 

  function test() 
  {     a     
= 123     
var b = 456 

    if (a == 123) var c = 789 
  } 
</script> 
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The output from this script is the following single line: 
a = "123" 

This shows that only the variable a was given global scope, which is exactly what we 
would expect, because the variables b and c were given local scope by being prefaced 
with the var keyword. 

If your browser issues a warning about b being undefined, the warning is correct but 
can be ignored. 

Local Variables  

The Document Object Model 
The designers of JavaScript were very smart. Rather than just creating yet another 
scripting language (which would have still been a pretty good improvement at the 
time), they had the vision to build it around the Document Object Model, or DOM. This 
breaks down the parts of an HTML document into discrete objects, each with its own 
properties and methods and each subject to JavaScript’s control. 

JavaScript separates objects, properties, and methods using a period (one good reason 
why + is the string concatenation operator in JavaScript, rather than the period). For 
example, let’s consider a business card as an object we’ll call card. This object 
contains properties such as a name, address, phone number, and so on. In the syntax 
of JavaScript, these properties would look like this: 

card.name 
card.phone 
card.address 

Its methods are functions that retrieve, change, and otherwise act on the properties. For 
instance, to invoke a method that displays the properties of object card, you might 
use syntax such as: 

card.display() 

Have a look at some of the earlier examples in this chapter and look at where the 
statement document.write is used. Now that you understand how JavaScript is 
based around objects, you will see that write is actually a method of the document 
object. 

Within JavaScript, there is a hierarchy of parent and child objects, which is what is 
known as the Document Object Model (see Figure 14-3). 
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Figure 14-3. Example of DOM object hierarchy 

The figure uses HTML tags that you are already familiar with to illustrate the parent/ 
child relationship between the various objects in a document. For example, a URL 
within a link is part of the body of an HTML document. In JavaScript, it is referenced 
like this: 

url = document.links.linkname.href 

Notice how this follows the central column down. The first part, document, refers to 
the 
<html> and <body> tags; links.linkname to the <a> tag; and href to the href 
attribute. 

Let’s turn this into some HTML and a script to read a link’s properties. Save Example 
14-12 as linktest.html, then call it up in your browser. 

If you are using Microsoft Internet Explorer as your main 
development browser, skim through this section first (without trying 
the example), then read the section entitled “But It’s Not That 

Simple” on page 340, and finally come back here and try the example 
with the getElementById modification discussed there. Without 

it, this example will not work for you. 

Example 14-12. Reading a link URL with JavaScript 
<html> 
  <head> 
    <title>Link Test</title> 
  </head> 
  <body> 
    <a id="mylink" href="http://mysite.com">Click 
me</a><br> 
    <script> 
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      url = document.links.mylink.href       
document.write('The URL is ' + url) 
    </script> 
  </body> 
</html> 

Note the short form of the <script> tags where I have omitted the parameter 
type="text/JavaScript" to save you some typing. If you wish, just for the 
purposes of testing this (and other examples), you could also omit everything outside 
of the <script> and </script> tags. The output from this example is: 

Click me 
The URL is http://mysite.com 

The second line of output comes from the document.write method. Notice how the 
code follows the document tree down from document to links to mylink (the id 
given to the link) to href (the URL destination value). 

There is also a short form that works equally well, which starts with the value in the 
id attribute: mylink.href. So you can replace this: 

The Document Object Model  
url = document.links.mylink.href 

with the following: 

url = mylink.href 

But It’s Not That Simple 
If you tried Example 14-12 in Safari, Firefox, Opera, or Chrome, it will have worked 
just great. But in Internet Explorer it will fail, because Microsoft’s implementation of 

JavaScript, called JScript, has many subtle differences from the recognized standards. 
Welcome to the world of advanced web development! 

So what can we do about this? Well, in this case, instead of using the links child 
object of the parent document object, which Internet Explorer balks at, you have to 
replace it with a method to fetch the element by its id. Therefore, the following line: 

url = document.links.mylink.href 

can be replaced with this one: 

url = document.getElementById('mylink').href 

And now the script will work in all major browsers. Incidentally, when you don’t have 

to look up the element by id, the short form that follows will still work in Internet 
Explorer, as well as the other browsers: 
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url = mylink.href 

Another Use for the $ Symbol 
As mentioned earlier, the $ symbol is allowed in JavaScript variable and function 
names. Because of this, you may sometimes encounter strange-looking code like this: 

url = $('mylink').href 

Some enterprising programmers have decided that the getElementById function is 
so prevalent in JavaScript that they have written a function to replace it called $, shown 
in Example 14-13. 

Example 14-13. A replacement function for the getElementById method 
<script>   
function 
$(id) 
  { 
    return document.getElementById(id) 
  } 
</script> 

Therefore, as long as you have included the $ function in your code, syntax such as: 

$('mylink').href 
can replace code such as: 

document.getElementById('mylink').href 

Using the DOM 
The links object is actually an array of URLs, so the mylink URL in Example 14-
12 can also be safely referred to on all browsers in the following way (because it’s the 

first, and only, link): 
url = document.links[0].href 

If you want to know how many links there are in an entire document, you can query 
the length property of the links object like this: 

numlinks = document.links.length 

You can therefore extract and display all links in a document like this: 
for (j=0 ; j < document.links.length ; ++j)   
document.write(document.links[j].href + '<br>') 

The length of something is a property of every array, and many objects as well. For 
example, the number of items in your browser’s web history can be queried like this: 

document.write(history.length) 
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However, to stop websites from snooping on your browsing history, the history 
object stores only the number of sites in the array: you cannot read from or write to 
these values. But you can replace the current page with one from the history, if you 
know what position it has within the history. This can be very useful in cases in which 
you know that certain pages in the history came from your site, or you simply wish to 
send the browser back one or more pages, which you do with the go method of the 
history object. For example, to send the browser back three pages, issue the 
following command: 

history.go(-3) 

You can also use the following methods to move back or forward a page at a time: 

history.back() 
history.forward() 

In a similar manner, you can replace the currently loaded URL with one of your 
choosing, like this: 

document.location.href = 'http://google.com' 

Of course, there’s a whole lot more to the DOM than reading and modifying links. As 

you progress through the following chapters on JavaScript, you’ll become quite 

familiar with the DOM and how to access it. 

The Document Object Model  
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CHAPTE

R 8 Introduction to 
MySQL 

With well over 10 million installations, MySQL is probably the most popular database 
management system for web servers. Developed in the mid-1990s, it’s now a mature 

technology that powers many of today’s most-visited Internet destinations. 

One reason for its success must be the fact that, like PHP, it’s free to use. But it’s also 

extremely powerful and exceptionally fast—it can run on even the most basic of 
hardware, and it hardly puts a dent in system resources. 

MySQL is also highly scalable, which means that it can grow with your website (for 
the latest benchmarks, see http://mysql.com/why-mysql/benchmarks). 

MySQL Basics 
A database is a structured collection of records or data stored in a computer system 
and organized in such a way that it can be quickly searched and information can be 
rapidly retrieved. 

The SQL in MySQL stands for Structured Query Language. This language is loosely 
based on English and also used in other databases such as Oracle and Microsoft SQL 
Server. It is designed to allow simple requests from a database via commands such as: 

SELECT title FROM publications WHERE author = 'Charles 
Dickens'; 

A MySQL database contains one or more tables, each of which contains records or 
rows. Within these rows are various columns or fields that contain the data itself. Table 

http://mysql.com/why-mysql/benchmarks
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8-1 shows the contents of an example database of five publications detailing the author, 
title, type, and year of publication. 

Table 8-1. Example of a simple database 
Author Title Type Year 

Mark Twain The Adventures of Tom 

Sawyer 
Fiction 1876 

Jane Austen Pride and Prejudice Fiction 1811 

Charles Darwin The Origin of Species Non-

Fiction 
1856 

Charles Dickens The Old Curiosity Shop Fiction 1841 

William 

Shakespeare 
Romeo and Juliet Play 1594 

Each row in the table is the same as a row in a MySQL table, and each element within 
a row is the same as a MySQL field. 

To uniquely identify this database, I’ll refer to it as the publications database in the 
examples that follow. And, as you will have observed, all these publications are 
considered to be classics of literature, so I’ll call the table within the database that 

holds the details classics. 

Summary of Database Terms 
The main terms you need to acquaint yourself with for now are: 

Database 
The overall container for a collection of MySQL data 

Table 
A subcontainer within a database that stores the actual data 

Row 
A single record within a table, which may contain several fields 

Column 
The name of a field within a row 

I should note that I’m not trying to reproduce the precise terminology used in academic 

literature about relational databases, but just to provide simple, everyday terms to help 
you quickly grasp basic concepts and get started with a database. 
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Accessing MySQL via the Command Line 
There are three main ways in which you can interact with MySQL: using a command 
line, via a web interface such as phpMyAdmin, and through a programming language 
like PHP. We’ll start doing the third of these in Chapter 10, but for now, let’s look at 

the first two. 

Starting the Command-Line Interface 
The following sections describe relevant instructions for Windows, OS X, and Linux. 

Windows users 

If you installed the Zend Server Free Edition WAMP (as explained in Chapter 2), you 
will be able to access the MySQL executable from one of the following directories (the 
first on 32-bit computers, and the second on 64-bit machines): 

C:\Program Files\Zend\MySQL55\bin 
C:\Program Files (x86)\Zend\MySQL55\bin 

If you installed Zend Server in a place other than \Program Files (or 
\Program Files (x86)), you will need to use that directory instead. 

By default, the initial MySQL user will be root and will not have had a password set. 
Seeing as this is a development server that only you should be able to access, we won’t 

worry about creating one yet. 

So, to enter MySQL’s command-line interface, select Start→Run, enter CMD into the 
Run box, and press Return. This will call up a Windows Command Prompt. From 
there, enter one of the following (making any appropriate changes as just discussed): 

"C:\Program Files\Zend\MySQL55\bin\mysql" -u root 
"C:\Program Files (x86)\Zend\MySQL55\bin\mysql" -u root 

Note the quotation marks surrounding the path and filename. These 
are present because the name contains spaces, which the Command 
Prompt doesn’t correctly interpret, and the quotation marks group the 

parts of the filename into a single string for the command program to 
understand. 
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This command tells MySQL to log you in as user root, without a password. You will 
now be logged into MySQL and can start entering commands. So, to be sure everything 
is working as it should be, enter the following (the results should look similar to the 
output shown in Figure 8-1): 

SHOW databases; 
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Figure 8-1. Accessing MySQL from a Windows Command Prompt 

If this has not worked and you get an error, make sure that you have correctly installed 
MySQL along with Zend Server (as described in Chapter 2). Otherwise, you are ready 
to move on to the next section, “Using the Command-Line Interface” on page 177. 

OS X users 

To proceed with this chapter, you should have installed Zend Server as detailed in 
Chapter 2. You should also have the web server already running and the MySQL server 
started. 

To enter the MySQL command-line interface, start the Terminal program (which 
should be available in Finder→Utilities). Then call up the MySQL program, which 

will have been installed in the directory /usr/local/zend/mysql/bin. 

By default, the initial MySQL user is root, and it will have a password of root too. So, 
to start the program, type the following: 

/usr/local/zend/mysql/bin/mysql -u root 

This command tells MySQL to log you in as user root and not to request your 
password. To verify that all is well, type the following (the result should look like the 
output shown in Figure 8-2): 

SHOW databases; 
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Figure 8-2. Accessing MySQL from the OS X Terminal program 

If you receive an error such as Can't connect to local MySQL server 
through socket, you haven’t started up the MySQL server, so make sure you 

followed the advice in Chapter 2 about configuring MySQL to start when OS X starts. 

You should now be ready to move on to the next section, “Using the Command-Line 
Interface” on page 177. 

Linux users 

On a system running a Unix-like operating system such as Linux, you will almost 
certainly already have PHP and MySQL installed and running, and you will be able to 
enter the examples in the next section. But first you should type the following to log 
into your MySQL system: 

mysql -u root -p 

This tells MySQL to log you in as the user root and to request your password. If you 
have a password, enter it; otherwise, just press Return. 

Once you are logged in, type the following to test the program (you should see 
something like Figure 8-3 in response): 

SHOW databases; 
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If this procedure fails at any point, refer to the section “Installing a LAMP on Linux” 

on page 38 in Chapter 2 to ensure that you have MySQL properly installed. Otherwise, 
you should now be ready to move on to the next section, “Using the Command-Line 
Interface” on page 177. 

MySQL on a remote server 

If you are accessing MySQL on a remote server, you should Telnet (or preferably, for 
security, use SSH) into the remote machine, which will probably be a Linux/FreeBSD/ 
Unix type of box. Once in there, you might find that things are a little different, 
depending on how the system administrator has set the server up, especially if it’s a 

shared hosting server. Therefore, you need to ensure that you have been given access 
to MySQL and that you have your username and password. Armed with these, you can 
then type the following, where username is the name supplied: 

mysql -u username -p 

Enter your password when prompted. You can then try the following command, which 
should result in something like Figure 8-3: 

SHOW databases; 

There may be other databases already created, and the test database may not be there. 

Bear in mind also that system administrators have ultimate control over everything and 
that you can encounter some unexpected setups. For example, you may find that you 
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are required to preface all database names that you create with a unique identifying 
string to ensure that you do not conflict with databases created by other users. 
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Therefore, if you have any problems, talk with your system administrator, who will get 
you sorted out. Just let the sysadmin know that you need a username and password. 
You should also ask for the ability to create new databases or, at a minimum, to have 
at least one database created for you ready to use. You can then create all the tables 
you require within that database. 

Using the Command-Line Interface 
From here on out, it makes no difference whether you are using Windows, Mac OS X, 
or Linux to access MySQL directly, as all the commands used (and errors you may 
receive) are identical. 

The semicolon 

Let’s start with the basics. Did you notice the semicolon (;) at the end of the SHOW 
databases; command that you typed? The semicolon is used by MySQL to separate 
or end commands. If you forget to enter it, MySQL will issue a prompt and wait for 
you to do so. The required semicolon was made part of the syntax to let you enter 
multipleline commands, which can be convenient because some commands get quite 
long. It also allows you to issue more than one command at a time by placing a 
semicolon after each one. The interpreter gets them all in a batch when you press the 
Enter (or Return) key and executes them in order. 

It’s very common to receive a MySQL prompt instead of the results 
of your command; it means that you forgot the final semicolon. Just 
enter the semicolon and press the Enter key, to get what you want. 

There are six different prompts that MySQL may present you with (see Table 8-2), so 
you will always know where you are during a multiline input. 

Table 8-2. MySQL’s six command prompts 
MySQL 

prompt 
Meaning 

mysql> Ready and waiting for a command 
-> Waiting for the next line of a command 
'> Waiting for the next line of a string started with 

a single quote 
"> Waiting for the next line of a string started with 

a double quote 
`> Waiting for the next line of a string started with 

a backtick 
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/*> Waiting for the next line of a comment started 

with /* 
Canceling a command 

If you are partway through entering a command and decide you don’t wish to execute 

it after all, whatever you do don’t press Control-C! That will close the program. Instead, 

you can enter \c and press Return. Example 8-1 shows how to use it. Example 8-1. 

Canceling a line of input meaningless gibberish to mysql \c 

When you enter that line, MySQL will ignore everything you typed and issue a new 

prompt. Without the \c, it would have displayed an error message. Be careful, though: 

if you have opened a string or comment, close it first before using the \c or MySQL 

will think the \c is just part of the string. Example 8-2 shows the right way to do this. 

Example 8-2. Canceling input from inside a string this is "meaningless gibberish 

to mysql" \c 

Also note that using \c after a semicolon will not work, as it is then a new statement. 

MySQL Commands 
You’ve already seen the SHOW command, which lists tables, databases, and many other 
items. The commands you’ll probably use most often are listed in Table 8-3. 

Table 8-3. A selection of common MySQL commands 
Command Action 
ALTER Alter a database or 

table 
BACKUP Backup a table 
\c Cancel input 
CREATE Create a database 
DELETE Delete a row from a 

table 
DESCRIBE Describe a table’s 

columns 
DROP Delete a database or 

table 
EXIT (CTRL-
C) 

Exit 

GRANT Change user 

privileges 
HELP (\h, 
\?) 

Display help 
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INSERT Insert data 
LOCK Lock table(s) 
QUIT (\q) Same as EXIT 
RENAME Rename a table 
SHOW List details about an 

object 
SOURCE Execute a file 
Command Action 
STATUS (\s) Display the current 

status 
TRUNCATE Empty a table 
UNLOCK Unlock table(s) 
UPDATE Update an existing 

record 
USE Use a database 

I’ll cover most of these as we proceed, but first, you need to remember a couple of 

points about MySQL commands: 

• SQL commands and keywords are case-insensitive. CREATE, create, and 
CrEaTe all mean the same thing. However, for the sake of clarity, the 
recommended style is to use uppercase. 

• Table names are case-sensitive on Linux and OS X, but case-insensitive on 
Windows. So for portability purposes, you should always choose a case and stick 
to it. The recommended style is to use lowercase for tables. 

Creating a database 

If you are working on a remote server and have only a single user account and access 
to a single database that was created for you, move on to the section “Creating a table” 

on page 181. Otherwise, get the ball rolling by issuing the following command to create 
a new database called publications: 

CREATE DATABASE publications; 

A successful command will return a message that doesn’t mean much yet—Query 
OK, 
1 row affected (0.00 sec)—but will make sense soon. Now that you’ve 

created the database, you want to work with it, so issue: 

USE publications; 
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You should now see the message Database changed and will then be set to proceed 
with the following examples. 

Creating users 

Now that you’ve seen how easy it is to use MySQL, and created your first database, 

it’s time to look at how you create users, as you probably won’t want to grant your 

PHP scripts root access to MySQL; it could cause a real headache should you get 
hacked. 

To create a user, issue the GRANT command, which takes the following form (don’t 

type this in; it’s not an actual working command): 
GRANT PRIVILEGES ON database.object TO 
'username'@'hostname' 
  IDENTIFIED BY 'password'; 

All this should be pretty straightforward, with the possible exception of the data 
base.object part, which refers to the database itself and the objects it contains, such 
as tables (see Table 8-4). 

Table 8-4. Example parameters for the GRANT command 
Arguments Meaning 
*.* All databases and all their objects 
database.* Only the database called database and all its 

objects 
database.object Only the database called database and its 

object called object 
So let’s create a user who can access just the new publications database and all its 
objects, by entering the following (replacing the username jim and the password 
mypasswd with ones of your choosing): 

GRANT ALL ON publications.* TO 'jim'@'localhost' IDENTIFIED BY 
'mypasswd'; 

What this does is allow the user jim@localhost full access to the publications database 
using the password mypasswd. You can test whether this step has worked by entering 
quit to exit and then rerunning MySQL the way you did before, but instead of 
entering -u root -p, type -u jim -p, or whatever username you created. See 
Table 8-5 for the correct command for your operating system. Modify it as necessary 
if the mysql client program is installed in a different directory on your system. Table 

8-5. Starting MySQL and logging in as jim@localhost 
OS Example command 

Windows "C:\Program Files\Zend\MySQL55\bin\mysql" 
-u jim -p 
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Mac OS 

X 
/Applications/MAMP/Library/bin/mysql -u 
jim -p 

Linux mysql -u jim –p 

All you have to do now is enter your password when prompted and you will be logged 
in. By the way, if you prefer, you can place your password immediately following the 
-p (without any spaces) to avoid having to enter it when prompted. But this is 
considered a poor practice, because if other people are logged into your system, there 
may be ways for them to look at the command you entered and find out your password. 

You can grant only privileges that you already have, and you must 
also have the privilege to issue GRANT commands. There is a whole 
range of privileges you can choose to grant if you are not granting all 
privileges. For further details, visit http://tinyurl.com/mysqlgrant, 
which also covers the REVOKE command, which can remove 

privileges once granted. 

Also be aware that if you create a new user but do not specify an 
IDENTIFIED BY clause, the user will have no password, a situation 
that is very insecure and should be avoided. 

Creating a table 

At this point, you should now be logged into MySQL with ALL privileges granted for 
the database publications (or a database that was created for you), so you’re ready to 

create your first table. Make sure the correct database is in use by typing the following 
(replacing publications with the name of your database if it is different): 

USE publications; 

Now enter the commands in Example 8-3 one line at a time. 

Example 8-3. Creating a table called classics 
CREATE TABLE classics (  
author VARCHAR(128),  
title VARCHAR(128),  
type VARCHAR(16),  year 
CHAR(4)) ENGINE MyISAM; 

You could also issue this command on a single line like this: 
CREATE TABLE classics (author VARCHAR(128), title 
VARCHAR(128), type VARCHAR(16), year CHAR(4)) ENGINE 
MyISAM; 

but MySQL commands can be long and complicated, so I 
recommend one line per instruction until you are comfortable with 
longer lines. 

http://tinyurl.com/mysqlgrant
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MySQL should then issue the response Query OK, 0 rows affected, along with 
how long it took to execute the command. If you see an error message instead, check 
your syntax carefully. Every parenthesis and comma counts, and typing errors are easy 
to make. In case you are wondering, the ENGINE MyISAM tells MySQL the type of 
database engine to use for this table. 

To check whether your new table has been created, type: 

DESCRIBE classics; 
All being well, you will see the sequence of commands and responses shown in 

Example 8-4, where you should particularly note the table format displayed. Example 

8-4. A MySQL session: creating and checking a new table 
mysql> USE publications; 
Database changed mysql> 
CREATE TABLE classics (     
->  author VARCHAR(128), 
    ->  title VARCHAR(128), 
    ->  type VARCHAR(16), 
    ->  year CHAR(4)) ENGINE 
MyISAM; Query OK, 0 rows affected 
(0.03 sec) 

mysql> DESCRIBE classics; 
+--------+--------------+------+-----+---------+-------+ 
| Field  | Type         | Null | Key | Default | Extra | +--------+---
-----------+------+-----+---------+-------+ 
| author | varchar(128) | YES  |     | NULL    |       | 
| title  | varchar(128) | YES  |     | NULL    |       | 
| type   | varchar(16)  | YES  |     | NULL    |       | 
| year   | char(4)      | YES  |     | NULL    |       | 
+--------+--------------+------+-----+---------+-------+ 
4 rows in set (0.00 sec) 

The DESCRIBE command is an invaluable debugging aid when you need to ensure 
that you have correctly created a MySQL table. You can also use it to remind yourself 
about a table’s field or column names and the types of data in each one. Let’s look at 

each of the headings in detail: 

Field 
The name of each field or column within a table. 

Type 
The type of data being stored in the field. 

Null 
Whether a field is allowed to contain a value of NULL. 

Key 
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MySQL supports keys or indexes, which are quick ways to look up and search for 
data. The Key heading shows what type of key (if any) has been applied. 

Default 
The default value that will be assigned to the field if no value is specified when a 
new row is created. 

Extra 
Additional information, such as whether a field is set to auto-increment. 

Data Types 
In Example 8-3, you may have noticed that three of the table’s fields were given the 

data type of VARCHAR, and one was given the type CHAR. The term VARCHAR stands 
for VARiable length CHARacter string, and the command takes a numeric value that 
tells MySQL the maximum length allowed for a string stored in this field. 

This data type is very useful, as MySQL can then plan the size of databases and perform 
lookups and searches more easily. The downside is that if you ever attempt to assign a 
string value longer than the length allowed, it will be truncated to the maximum length 
declared in the table definition. 

The year field, however, has more predictable values, so instead of VARCHAR we use 
the more efficient CHAR(4) data type. The parameter of 4 allows for four bytes of 
data, supporting all years from −999 to 9999; a byte comprises 8 bits and can have the 

values 00000000 through 11111111, which are 0 to 255 in decimal. 

You could, of course, just store two-digit values for the year, but if your data is going 
to still be needed in the following century, or may otherwise wrap around, it will have 
to be sanitized first—much like the “millennium bug” that would have caused dates 

beginning on January 1, 2000, to be treated as 1900 on many of the world’s biggest 

computer installations. 

The reason I didn’t use the YEAR data type in the classics table is 
because it supports only the year 0000, and years 1901 through 2155. 
This is because MySQL stores the year in a single byte for reasons 
of efficiency, but it also means that only 256 years are available, and 
the publication years of the titles in the classics table are well before 

this. 

Both CHAR and VARCHAR accept text strings and impose a limit on the size of the field. 
The difference is that every string in a CHAR field has the specified size. If you put in 
a smaller string, it is padded with spaces. A VARCHAR field does not pad the text; it 
lets the size of the field vary to fit the text that is inserted. But VARCHAR requires a 
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small amount of overhead to keep track of the size of each value. So CHAR is slightly 
more efficient if the sizes are similar in all records, whereas VARCHAR is more efficient 
if sizes can vary a lot and get large. In addition, the overhead causes access to 
VARCHAR data to be slightly slower than to CHAR data. 

The CHAR data type 

Table 8-6 lists the CHAR data types. All these types offer a parameter that sets the 
maximum (or exact) length of the string allowed in the field. As the table shows, each 
type has a built-in maximum number of bytes it can occupy. 

Table 8-6. MySQL’s CHAR data types 
Data type Bytes used Examples 
CHAR(n) exactly n (< 

256) 
CHAR(5) “Hello” uses 5 

bytes 
CHAR(57) “Goodbye” uses 

57 bytes 
VARCHAR(n) up to n (< 

65,536) 
VARCHAR(7) “Morning” 

uses 7 bytes 

VARCHAR(100) “Night” 

uses 5 bytes 
The BINARY data type 

The BINARY data type is used for storing strings of full bytes that do not have an 
associated character set. For example, you might use the BINARY data type to store a 
GIF image (see Table 8-7). 

Table 8-7. MySQL’s BINARY data types 
Data type Bytes used Examples 

BINARY(n) or 
BYTE(n) 

exactly n (< 

256) 
As CHAR but contains 

binary data 
VARBINARY(n) up to n (< 

65,536) 
As VARCHAR but for 

binary data 
The TEXT and VARCHAR data types 

The differences between TEXT and VARCHAR are small: 

• Prior to version 5.0.3, MySQL would remove leading and trailing spaces from 
VARCHAR fields. 

• TEXT fields cannot have default values. 

• MySQL indexes only the first n characters of a TEXT column (you specify n when 
you create the index). 
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What this means is that VARCHAR is the better and faster data type to use if you need 
to search the entire contents of a field. If you will never search more than a certain 
number of leading characters in a field, you should probably use a TEXT data type (see 
Table 8-8). 

Table 8-8. MySQL’s TEXT data types 
Data type Bytes used Attributes 
TINYTEXT(n) up to n (< 256) Treated as a string with a 

character set 
TEXT(n) up to n (< 

65,536) 
Treated as a string with a 

character set 
MEDIUMTEXT(n) up to n (< 

1.67e+7) 
Treated as a string with a 

character set 
LONGTEXT(n) up to n (< 

4.29e+9) 
Treated as a string with a 

character set 
The BLOB data type 

The term BLOB stands for Binary Large OBject and therefore, as you would think, the 
BLOB data type is most useful for binary data in excess of 65,536 bytes in size. The 
main other difference between the BLOB and BINARY data types is that BLOBs cannot 
have default values (see Table 8-9). 

Table 8-9. MySQL’s BLOB data types 
Data type Bytes used Attributes 
TINYBLOB(n) up to n (< 256) Treated as binary data—no 

character set 
BLOB(n) up to n (<= 

65,536) 
Treated as binary data—no 

character set 
MEDIUMBLOB(n) up to n (< 

1.67e+7) 
Treated as binary data—no 

character set 
LONGBLOB(n) up to n (< 

4.29e+9) 
Treated as binary data—no 

character set 
Numeric data types 

MySQL supports various numeric data types from a single byte up to double-precision 
floating-point numbers. Although the most memory that a numeric field can use up is 
8 bytes, you are well advised to choose the smallest data type that will adequately 
handle the largest value you expect. Your databases will be small and quickly 
accessible. 

Table 8-10 lists the numeric data types supported by MySQL and the ranges of values 
they can contain. In case you are not acquainted with the terms, a signed number is one 
with a possible range from a minus value, through 0, to a positive one, and an unsigned 
one has a value ranging from 0 to a positive one. They can both hold the same number 



 

188  | Chapter 8: Introduction to MySQL 

of values; just picture a signed number as being shifted halfway to the left so that half 
its values are negative and half are positive. Note that floating-point values (of any 
precision) may only be signed. Table 8-10. MySQL’s numeric data types 
Data type Bytes 

used 
Minimum 

value 
Signed Unsigned 

Maximum 

value 
Signed Unsigned 

TINYINT 1 −128 0 127 255 

SMALLINT 2 −32,768 0 32,767 65,535 

MEDIUMINT 3 −8.38e+6 0 8.38e+6 1.67e+7 

INT or 
INTEGER 

4 −2.15e+9 0 2.15e+9 4.29e+9 

BIGINT 8 −9.22e+18 0 9.22e+18 1.84e+19 

FLOAT 4 −3.40e+38 n/a 3.40e+38 n/a 

DOUBLE or 
REAL 

8 −1.80e+308 n/a 1.80e+308 n/a 

To specify whether a data type is signed or unsigned, use the UNSIGNED qualifier. The 
following example creates a table called tablename with a field in it called fieldname 
of the data type UNSIGNED INTEGER: 

CREATE TABLE tablename (fieldname INT UNSIGNED); 
When creating a numeric field, you can also pass an optional number as a parameter, 
like this: 

CREATE TABLE tablename (fieldname INT(4)); 

But you must remember that, unlike BINARY and CHAR data types, this parameter does 
not indicate the number of bytes of storage to use. It may seem counterintuitive, but 
what the number actually represents is the display width of the data in the field when 
it is retrieved. It is commonly used with the ZEROFILL qualifier like this: 

CREATE TABLE tablename (fieldname INT(4) ZEROFILL); 

What this does is cause any numbers with a width of less than four characters to be 
padded with one or more zeros, sufficient to make the display width of the field four 
characters long. When a field is already of the specified width or greater, no padding 
takes place. 

DATE and TIME 

The main remaining data types supported by MySQL relate to the date and time and 
can be seen in Table 8-11. 

Table 8-11. MySQL’s DATE and TIME data types 
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Data type Time/date format 
DATETIME '0000-00-00 00:00:00' 

DATE '0000-00-00' 

TIMESTAMP '0000-00-00 00:00:00' 

TIME '00:00:00' 

YEAR 0000 (Only years 0000 and 

1901–2155) 
The DATETIME and TIMESTAMP data types display the same way. The main 
difference is that TIMESTAMP has a very narrow range (from the years 1970 through 
2037), whereas DATETIME will hold just about any date you’re likely to specify, 

unless you’re interested in ancient history or science fiction. 

TIMESTAMP is useful, however, because you can let MySQL set the value for you. If 
you don’t specify the value when adding a row, the current time is automatically 

inserted. 
You can also have MySQL update a TIMESTAMP column each time you change a row. 

The AUTO_INCREMENT data type 

Sometimes you need to ensure that every row in your database is guaranteed to be 
unique. You could do this in your program by carefully checking the data you enter 
and making sure that there is at least one value that differs in any two rows, but this 
approach is error-prone and works only in certain circumstances. In the classics table, 
for instance, an author may appear multiple times. Likewise, the year of publication 
will also be frequently duplicated, and so on. It would be hard to guarantee that you 
have no duplicate rows. 

The general solution is to use an extra column just for this purpose. In a while, we’ll 

look at using a publication’s ISBN (International Standard Book Number), but first I’d 

like to introduce the AUTO_INCREMENT data type. 

As its name implies, a column given this data type will set the value of its contents to 
that of the column entry in the previously inserted row, plus 1. Example 8-5 shows 
how to add a new column called id to the table classics with auto-incrementing. 

Example 8-5. Adding the auto-incrementing column id 
ALTER TABLE classics ADD id INT UNSIGNED NOT NULL 
AUTO_INCREMENT KEY; 

This is your introduction to the ALTER command, which is very similar to the CREATE 
command. ALTER operates on an existing table, and can add, change, or delete 
columns. Our example adds a column named id with the following characteristics: 

INT UNSIGNED 
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Makes the column take an integer large enough for you to store more than 4 billion 
records in the table. 

NOT NULL 
Ensures that every column has a value. Many programmers use NULL in a field to 

indicate that the field doesn’t have any value. But that would allow duplicates, which 

would violate the whole reason for this column’s existence. So we disallow NULL 

values. AUTO_INCREMENT 
Causes MySQL to set a unique value for this column in every row, as described 
earlier. We don’t really have control over the value that this column will take in 

each row, but we don’t care: all we care about is that we are guaranteed a unique 

value. 

KEY 
An auto-increment column is useful as a key, because you will tend to search for 
rows based on this column, as explained in the section “Indexes” on page 192. 

Each entry in the column id will now have a unique number, with the first starting at 1 
and the others counting upward from there. And whenever a new row is inserted, its id 
column will automatically be given the next number in sequence. 

Rather than applying the column retroactively, you could have included it by issuing 
the CREATE command in slightly different format. In that case, the command in 
Example 8-3 would be replaced with Example 8-6. Check the final line in particular. 

Example 8-6. Adding the auto-incrementing id column at table creation 
CREATE TABLE classics (  author VARCHAR(128),  
title VARCHAR(128),  type VARCHAR(16),  year 
CHAR(4),  id INT UNSIGNED NOT NULL AUTO_INCREMENT 
KEY) ENGINE MyISAM; 

If you wish to check whether the column has been added, use the following command 
to view the table’s columns and data types: 

DESCRIBE classics; 

Now that we’ve finished with it, the id column is no longer needed, so if you created 
it using Example 8-5, you should now remove the column using the command in 
Example 8-7. 

Example 8-7. Removing the id column 
ALTER TABLE classics DROP id; 
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Adding data to a table 

To add data to a table, use the INSERT command. Let’s see this in action by populating 

the table classics with the data from Table 8-1, using one form of the INSERT 
command repeatedly (Example 8-8). 

Example 8-8. Populating the classics table 
INSERT INTO classics(author, title, type, year)  
VALUES('Mark Twain','The Adventures of Tom 
Sawyer','Fiction','1876'); 
INSERT INTO classics(author, title, type, year) 
 VALUES('Jane Austen','Pride and 
Prejudice','Fiction','1811'); 
INSERT INTO classics(author, title, type, year) 
 VALUES('Charles Darwin','The Origin of Species','Non-
Fiction','1856'); 
INSERT INTO classics(author, title, type, year) 
 VALUES('Charles Dickens','The Old Curiosity 
Shop','Fiction','1841'); 
INSERT INTO classics(author, title, type, year) 
 VALUES('William Shakespeare','Romeo and 
Juliet','Play','1594'); 

After every second line, you should see a Query OK message. Once all lines have 
been entered, type the following command, which will display the table’s contents (the 

result should look like Figure 8-4): 

SELECT * FROM classics; 

Don’t worry about the SELECT command for now—we’ll come to it in the section 

“Querying a MySQL Database” on page 198. Suffice it to say that, as typed, it will 
display all the data you just entered. 
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Figure 8-4. Populating the classics table and viewing its contents 

Let’s go back and look at how we used the INSERT command. The first part, INSERT 
INTO classics, tells MySQL where to insert the following data. Then, within 
parentheses, the four column names are listed—author, title, type, and year—all 
separated by commas. This tells MySQL that these are the fields into which the data is 
to be inserted. 

The second line of each INSERT command contains the keyword VALUES followed 
by four strings within parentheses, and separated by commas. This supplies MySQL 
with the four values to be inserted into the four columns previously specified. (As 
always, my choice of where to break the lines was arbitrary.) 

Each item of data will be inserted into the corresponding column, in a one-to-one 
correspondence. If you accidentally listed the columns in a different order from the 
data, the data would go into the wrong columns. And the number of columns must 
match the number of data items. 

Renaming a table 

Renaming a table, like any other change to the structure or meta information about a 
table, is achieved via the ALTER command. So, for example, to change the name of 
table classics to pre1900, use the following command: 

ALTER TABLE classics RENAME pre1900; 

If you tried that command, you should revert the table name by entering the following, 
so that later examples in this chapter will work as printed: 

ALTER TABLE pre1900 RENAME classics; 
Changing the data type of a column 

Changing a column’s data type also makes use of the ALTER command, this time in 
conjunction with the MODIFY keyword. So to change the data type of column year 
from CHAR(4) to SMALLINT (which requires only two bytes of storage and so will 
save disk space), enter the following: 

ALTER TABLE classics MODIFY year SMALLINT; 

When you do this, if the conversion of data type makes sense to MySQL, it will 
automatically change the data while keeping the meaning. In this case, it will change 
each string to a comparable integer, and so on, as the string is recognizable as referring 
to an integer. 
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Adding a new column 

Let’s suppose that you have created a table and populated it with plenty of data, only 

to discover you need an additional column. Not to worry. Here’s how to add the new 

column pages, which will be used to store the number of pages in a publication: 

ALTER TABLE classics ADD pages SMALLINT UNSIGNED; 

This adds the new column with the name pages using the UNSIGNED SMALLINT data 
type, sufficient to hold a value of up to 65,535—hopefully that’s more than enough for 

any book ever published! 

And, if you ask MySQL to describe the updated table using the DESCRIBE command, 
as follows, you will see the change has been made (see Figure 8-5): 

 

Figure 8-5. Adding the new pages column and viewing the table 

Renaming a column 

Looking again at Figure 8-5, you may decide that having a column named type can be 
confusing, because that is the name used by MySQL to identify data types. Again, no 
problem—let’s change its name to category, like this: 

ALTER TABLE classics CHANGE type category VARCHAR(16); 

Note the addition of VARCHAR(16) on the end of this command. That’s because the 

CHANGE keyword requires the data type to be specified, even if you don’t intend to 

change it, and VARCHAR(16) was the data type specified when that column was 
initially created as type. 
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Removing a column 

Actually, upon reflection, you might decide that the page count column pages isn’t 

actually all that useful for this particular database, so here’s how to remove that column 

using the DROP keyword: 

ALTER TABLE classics DROP pages; 

Remember that DROP is irreversible and you should always use it 
with caution, because you could inadvertently delete entire tables 
(and even databases) with it if you are not careful! 

Deleting a table 

Deleting a table is very easy indeed. But, because I don’t want you to have to reenter 

all the data for the classics table, let’s quickly create a new table, verify its existence, 

and then delete it by typing the commands in Example 8-9. The result of these four 
commands should look like Figure 8-6. 

Example 8-9. Creating, viewing, and deleting a table 
CREATE TABLE disposable(trash INT); 
DESCRIBE disposable; 
DROP TABLE disposable; 
SHOW tables; 

 

Figure 8-6. Creating, viewing, and deleting a table 
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Indexes 
As things stand, the table classics works and can be searched without problem by 
MySQL—until it grows to more than a couple of hundred rows, that is. At that point, 
database accesses will get slower and slower with every new row added, because 
MySQL has to search through every row whenever a query is issued. This is like 
searching through every book in a library whenever you need to look something up. 

Of course, you don’t have to search libraries that way, because they have either a card 

index system or, most likely, a database of their own. And the same goes for MySQL, 
because at the expense of a slight overhead in memory and disk space, you can create 
a “card index” for a table that MySQL will use to conduct lightning-fast searches. 

Creating an Index 

The way to achieve fast searches is to add an index, either when creating a table or at 
any time afterward. But the decision is not so simple. For example, there are different 
index types such as a regular INDEX, PRIMARY KEY, and FULLTEXT. Also, you must 
decide which columns require an index, a judgment that requires you to predict 
whether you will be searching any of the data in that column. Indexes can also get 
complicated, because you can combine multiple columns in one index. And even when 
you’ve decided that, you still have the option of reducing index size by limiting the 
amount of each column to be indexed. 
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If we imagine the searches that may be made on the classics table, it becomes apparent 
that all of the columns may need to be searched. However, if the pages column created 
in the section “Adding a new column” on page 190 had not been deleted, it would 
probably not have needed an index, as most people would be unlikely to search for 
books by the number of pages they have. Anyway, go ahead and add an index to each 
of the columns, using the commands in Example 8-10. 

Example 8-10. Adding indexes to the classics table 
ALTER TABLE classics ADD INDEX(author(20)); 
ALTER TABLE classics ADD INDEX(title(20)); 
ALTER TABLE classics ADD 
INDEX(category(4)); ALTER TABLE classics 
ADD INDEX(year); 
DESCRIBE classics; 

The first two commands create indexes on both the author and title columns, limiting 
each index to only the first 20 characters. For instance, when MySQL indexes the 
following title: 

The Adventures of Tom Sawyer 

It will actually store in the index only the first 20 characters: 
The Adventures of To 

This is done to minimize the size of the index, and to optimize database access speed. 
I chose 20 because it’s likely to be sufficient to ensure uniqueness for most strings in 

these columns. If MySQL finds two indexes with the same contents, it will have to 
waste time going to the table itself and checking the column that was indexed to find 
out which rows really matched. 

With the category column, currently only the first character is required to identify a 
string as unique (F for Fiction, N for Non-Fiction, and P for Play), but I chose an index 
of four characters to allow for future category types that may be unique only after four 
characters. You can also re-index this column later, when you have a more complete 
set of categories. And finally, I set no limit to the year column’s index, because it’s an 

integer, not a string. 

The results of issuing these commands (and a DESCRIBE command to confirm that 
they worked) can be seen in Figure 8-7, which shows the key MUL for each column. 
This key means that multiple occurrences of a value may occur within that column, 
which is exactly what we want, as authors may appear many times, the same book title 
could be used by multiple authors, and so on. 
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Figure 8-7. Adding indexes to the classics table 

Using CREATE INDEX 
An alternative to using ALTER TABLE to add an index is to use the CREATE INDEX 
command. They are equivalent, except that CREATE INDEX cannot be used to create 
a PRIMARY KEY (see the section “Primary keys” on page 195). The format of this 
command is shown in the second line of Example 8-11. 

Example 8-11. These two commands are equivalent 
ALTER TABLE classics ADD INDEX(author(20)); 
CREATE INDEX author ON classics (author(20)); 

Adding indexes when creating tables 
You don’t have to wait until after creating a table to add indexes. In fact, doing so can 

be time consuming, as adding an index to a large table can take a very long time. 
Therefore, let’s look at a command that creates the table classics with indexes already 
in place. Example 8-12 is a reworking of Example 8-3 in which the indexes are created 
at the same time as the table. Note that to incorporate the modifications made in this 
chapter, this version uses the new column name category instead of type and sets the 
data type of year to SMALLINT instead of CHAR(4). If you want to try it out without 
first deleting your current classics table, change the word classics in line 1 to something 
else like classics1, then drop classics1 after you have finished with it. 

Example 8-12. Creating the table classics with indexes 
CREATE TABLE classics 
(  author 
VARCHAR(128),  title 
VARCHAR(128),  
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category VARCHAR(16),  
year SMALLINT,  
INDEX(author(20)), 
 INDEX(title(20)), 
 INDEX(category(4)), 
 INDEX(year)) ENGINE MyISAM; 

Primary keys 
So far, you’ve created the table classics and ensured that MySQL can search it quickly 
by adding indexes, but there’s still something missing. All the publications in the table 

can be searched, but there is no single unique key for each publication to enable instant 
accessing of a row. The importance of having a key with a unique value for each row 
will come up when we start to combine data from different tables. 

The section “The AUTO_INCREMENT data type” on page 186 briefly introduced the 
idea of a primary key when creating the auto-incrementing column id, which could 
have been used as a primary key for this table. However, I wanted to reserve that task 
for a more appropriate column: the internationally recognized ISBN number. So let’s 

go ahead and create a new column for this key. Now, bearing in mind that ISBNs are 
13 characters long, you might think that the following command would do the job: 

ALTER TABLE classics ADD isbn CHAR(13) PRIMARY KEY; 

But it doesn’t. If you try it, you’ll get the error Duplicate entry for key 1. The 
reason is that the table is already populated with some data and this command is trying 
to add a column with the value NULL to each row, which is not allowed, as all values 
must be unique in any column having a primary key index. However, if there were no 
data already in the table, this command would work just fine, as would adding the 
primary key index upon table creation. 

In our current situation, we have to be a bit sneaky and create the new column without 
an index, populate it with data, and then add the index retrospectively using the 
commands in Example 8-13. Luckily, each of the years is unique in the current set of 
data, so we can use the year column to identify each row for updating. Note that this 
example uses the UPDATE and WHERE keywords, which are explained in more detail 
in the section “Querying a MySQL Database” on page 198. 

Example 8-13. Populating the isbn column with data and using a primary key 
ALTER TABLE classics ADD isbn CHAR(13); 
UPDATE classics SET isbn='9781598184891' WHERE year='1876'; 
UPDATE classics SET isbn='9780582506206' WHERE year='1811'; 
UPDATE classics SET isbn='9780517123201' WHERE year='1856'; 
UPDATE classics SET isbn='9780099533474' WHERE year='1841'; 
UPDATE classics SET isbn='9780192814968' WHERE year='1594'; 
ALTER TABLE classics ADD PRIMARY KEY(isbn); 
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DESCRIBE classics; 
Once you have typed these commands, the results should look like Figure 8-8. Note 
that the keywords PRIMARY KEY replace the keyword INDEX in the ALTER TABLE 
syntax (compare Examples 8-10 and 8-13). 

 

Figure 8-8. Retrospectively adding a primary key to the classics table 

To have created a primary key when the table classics was created, you could have 
used the commands in Example 8-14. Again, rename classics in line 1 to something 
else if you wish to try this example for yourself, and then delete the test table afterward. 
Example 8-14. Creating the table classics with a primary key 
CREATE TABLE 
classics (  author 
VARCHAR(128),  
title VARCHAR(128),  
category 
VARCHAR(16),  year 
SMALLINT,  isbn 
CHAR(13), 
 INDEX(author(20)), 
 INDEX(title(20)), 
 INDEX(category(4)), 
 INDEX(year), 
 PRIMARY KEY (isbn)) ENGINE MyISAM; 

Creating a FULLTEXT index 
Unlike a regular index, MySQL’s FULLTEXT allows super-fast searches of entire 
columns of text. It stores every word in every data string in a special index that you 
can search using “natural language,” in a similar manner to using a search engine. 
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Actually, it’s not strictly true that MySQL stores all the words in a 
FULLTEXT index, because it has a built-in list of more than 500 
words that it chooses to ignore because they are so common that they 
aren’t very helpful for searching anyway. This list, called stopwords, 
includes the, as, is, of, and so on. The list helps MySQL run much 

more quickly when performing a FULLTEXT search and keeps 
database sizes down. Appendix C contains the full list of stopwords. 

Here are some things that you should know about FULLTEXT indexes: 

• FULLTEXT indexes can be used only with MyISAM tables, the type used by 
MySQL’s default storage engine (MySQL supports at least 10 different storage 

engines). If you need to convert a table to MyISAM, you can usually use the 
MySQL command ALTER TABLE tablename ENGINE = MyISAM;. 

• FULLTEXT indexes can be created for CHAR, VARCHAR, and TEXT columns only. 

• A FULLTEXT index definition can be given in the CREATE TABLE statement 
when a table is created, or added later using ALTER TABLE (or CREATE INDEX). 

• For large data sets, it is much faster to load your data into a table that has no 
FULLTEXT index and then create the index than to load data into a table that has 
an existing FULLTEXT index. 

To create a FULLTEXT index, apply it to one or more records as in Example 8-15, 
which adds a FULLTEXT index to the pair of columns author and title in the table 
classics (this index is in addition to the ones already created and does not affect 
them). Example 8-15. Adding a FULLTEXT index to the table classics 
ALTER TABLE classics ADD FULLTEXT(author,title); 

You can now perform FULLTEXT searches across this pair of columns. This feature 
could really come into its own if you could now add the entire text of these publications 
to the database (particularly as they’re out of copyright protection) and they would be 
fully searchable. See the section “MATCH ... AGAINST” on page 202 for a 
description of searches using FULLTEXT. 

If you find that MySQL is running slower than you think it should be 
when accessing your database, the problem is usually related to your 
indexes. Either you don’t have an index where you need one, or the 

indexes are not optimally designed. Tweaking a table’s indexes will 

often solve such a problem. Performance is beyond the scope of this 
book, but in Chapter 9 I give you a few tips so you know what to look 
for. 
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Querying a MySQL Database 
So far, we’ve created a MySQL database and tables, populated them with data, and 

added indexes to make them fast to search. Now it’s time to look at how these searches 

are performed, and the various commands and qualifiers available. 

SELECT 

As you saw in Figure 8-4, the SELECT command is used to extract data from a table. 
In that section, I used its simplest form to select all data and display it—something you 
will never want to do on anything but the smallest tables, because all the data will 
scroll by at an unreadable pace. Let’s now examine SELECT in more detail. The basic 
syntax is: 

SELECT something FROM tablename; 

The something can be an * (asterisk) as you saw before, which means “every 

column,” or you can choose to select only certain columns. For instance, Example 8-
16 shows how to select just the author and title and just the title and isbn. The result 
of typing these commands can be seen in Figure 8-9. 

Example 8-16. Two different SELECT statements 
SELECT author,title FROM classics; 

 

Figure 8-9. The output from two different SELECT statements 
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SELECT COUNT 

Another replacement for the something parameter is COUNT, which can be used in 
many ways. In Example 8-17, it displays the number of rows in the table by passing * 
as a parameter, which means “all rows.” As you’d expect, the result returned is 5, as 
there are five publications in the table. 

Example 8-17. Counting rows 
SELECT COUNT(*) FROM classics; 

SELECT DISTINCT 

This qualifier (and its synonym DISTINCTROW) allows you to weed out multiple 
entries when they contain the same data. For instance, suppose that you want a list of 
all authors in the table. If you select just the author column from a table containing 
multiple books by the same author, you’ll normally see a long list with same author 

names over and over. But by adding the DISTINCT keyword, you can show each 
author just once. So let’s test that out by adding another row that repeats one of our 

existing authors (Example 8-18). 

Example 8-18. Duplicating data 
INSERT INTO classics(author, title, category, year, isbn) 
 VALUES('Charles Dickens','Little Dorrit','Fiction','1857', 
'9780141439969'); 

Now that Charles Dickens appears twice in the table, we can compare the results of 
using SELECT with and without the DISTINCT qualifier. Example 8-19 and Figure 8-
10 show that the simple SELECT lists Dickens twice, and the command with the 
DISTINCT qualifier shows him only once. 

Example 8-19. With and without the DISTINCT qualifier 
SELECT author FROM classics; 



 

 Indexes  |  203 

 

Figure 8-10. Selecting data with and without DISTINCT 

DELETE 

When you need to remove a row from a table, use the DELETE command. Its syntax is 
similar to the SELECT command and allows you to narrow down the exact row or rows 
to delete using qualifiers such as WHERE and LIMIT. 

Now that you’ve seen the effects of the DISTINCT qualifier, if you entered Example 
8-18, you should remove Little Dorrit by entering the commands in Example 8-20. 

Example 8-20. Removing the new entry 
DELETE FROM classics WHERE title='Little Dorrit'; 

This example issues a DELETE command for all rows whose title column contains the 
string Little Dorrit. 

The WHERE keyword is very powerful, and important to enter correctly; an error could 
lead a command to the wrong rows (or have no effect in cases where nothing matches 
the WHERE clause). So now we’ll spend some time on that clause, which is the heart 

and soul of SQL. 

WHERE 

The WHERE keyword enables you to narrow down queries by returning only those 
where a certain expression is true. Example 8-20 returns only the rows where the 
column exactly matches the string Little Dorrit, using the equality operator =. 
Example 8-21 shows a couple more examples of using WHERE with =. 
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Example 8-21. Using the WHERE keyword 
SELECT author,title FROM classics WHERE author="Mark 
Twain"; 
SELECT author,title FROM classics WHERE isbn="9781598184891 
"; 

Given our current table, the two commands in Example 8-21 display the same results. 
But we could easily add more books by Mark Twain, in which case the first line would 
display all titles he wrote and the second line would continue (because we know the 
ISBN is unique) to display The Adventures of Tom Sawyer. In other words, 
searches using a unique key are more predictable, and you’ll see further evidence later 

of the value of unique and primary keys. 

You can also do pattern matching for your searches using the LIKE qualifier, which 
allows searches on parts of strings. This qualifier should be used with a % character 
before or after some text. When placed before a keyword, % means “anything before” 

and after a keyword it means “anything after.” Example 8-22 performs three different 
queries, one for the start of a string, one for the end, and one for anywhere in a string. 
You can see the results of these commands in Figure 8-11. 

Example 8-22. Using the LIKE qualifier 
SELECT author,title FROM classics WHERE author LIKE 
"Charles%"; 
SELECT author,title FROM classics WHERE title LIKE 
"%Species"; 
SELECT author,title FROM classics WHERE title LIKE "%and%"; 

 

Figure 8-11. Using WHERE with the LIKE qualifier 
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The first command outputs the publications by both Charles Darwin and Charles 
Dickens because the LIKE qualifier was set to return anything matching the string 
Charles followed by any other text. Then just The Origin of Species is 
returned, because it’s the only row whose column ends with the string Species. Last, 
both Pride and Prejudice and Romeo and Juliet are returned, because they 
both matched the string and anywhere in the column. 

The % will also match if there is nothing in the position it occupies; in other words, it 
can match an empty string. 

LIMIT 

The LIMIT qualifier enables you to choose how many rows to return in a query, and 
where in the table to start returning them. When passed a single parameter, it tells 
MySQL to start at the beginning of the results and just return the number of rows given 
in that parameter. If you pass it two parameters, the first indicates the offset from the 
start of the results where MySQL should start the display, and the second indicates 
how many to return. You can think of the first parameter as saying, “Skip this number 

of results at the start.” 

Example 8-23 includes three commands. The first returns the first three rows from the 
table. The second returns two rows starting at position 1 (skipping the first row). The 
last command returns a single row starting at position 3 (skipping the first three rows). 
Figure 8-12 shows the results of issuing these three commands. 

Example 8-23. Limiting the number of results returned 
SELECT author,title FROM classics LIMIT 3; 
SELECT author,title FROM classics LIMIT 1,2; 
SELECT author,title FROM classics LIMIT 3,1; 
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Figure 8-12. Restricting the rows returned with LIMIT 

Be careful with the LIMIT keyword, because offsets start at 0, but 
the number of rows to return starts at 1. So LIMIT 1,3 means 
return three rows starting from the second row. 

MATCH ... AGAINST 

The MATCH ... AGAINST construct can be used on columns that have been given a 
FULLTEXT index (see the section “Creating a FULLTEXT index” on page 196). With 
it, you can make natural-language searches as you would in an Internet search engine. 
Unlike the use of WHERE ... = or WHERE ... LIKE, MATCH ... AGAINST lets 
you enter multiple words in a search query and checks them against all words in the 
FULLTEXT columns. FULLTEXT indexes are case-insensitive, so it makes no 
difference what case is used in your queries. 

Assuming that you have added a FULLTEXT index to the author and title columns, 
enter the three queries shown in Example 8-24. The first asks for any of these columns 
that contain the word and to be returned. Because and is a stopword, MySQL will 
ignore it and the query will always produce an empty set—no matter what is stored in 
the columns. The second query asks for any rows that contain both of the words old 
and shop anywhere in them, in any order, to be returned. And the last query applies 
the same kind of search for the words tom and sawyer. Figure 8-13 shows the results 
of these queries. 

Example 8-24. Using MATCH ... AGAINST on FULLTEXT indexes 
SELECT author,title FROM classics 
 WHERE MATCH(author,title) AGAINST('and'); 
SELECT author,title FROM classics 
 WHERE MATCH(author,title) AGAINST('old shop'); 
SELECT author,title FROM classics 
 WHERE MATCH(author,title) AGAINST('tom sawyer'); 
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Figure 8-13. Using MATCH ... AGAINST on a FULLTEXT index 

MATCH ... AGAINST ... IN BOOLEAN MODE 

If you wish to give your MATCH ... AGAINST queries even more power, use Boolean 
mode. This changes the effect of the standard FULLTEXT query so that it searches for 
any combination of search words, instead of requiring all search words to be in the 
text. The presence of a single word in a column causes the search to return the row. 

Boolean mode also allows you to preface search words with a + or − sign to indicate 
whether they must be included or excluded. If normal Boolean mode says, “Any of 

these words will do,” a plus sign means “This word must be present; otherwise, don’t 

return the row.” A minus sign means “This word must not be present; its presence 
disqualifies the row from being returned.” 

Example 8-25 illustrates Boolean mode through two queries. The first asks for all rows 
containing the word charles and not the word species to be returned. The second uses 
double quotes to request that all rows containing the exact phrase origin of be returned. 
Figure 8-14 shows the results of these queries. 

Example 8-25. Using MATCH ... AGAINST ... IN BOOLEAN MODE 
SELECT author,title FROM classics 
 WHERE MATCH(author,title) 
 AGAINST('+charles -species' IN BOOLEAN MODE); 
SELECT author,title FROM classics 
 WHERE MATCH(author,title) 
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Figure 8-14. Using MATCH ... AGAINST ... IN BOOLEAN MODE 

As you would expect, the first request returns only The Old Curiosity Shop by 
Charles Dickens, because any rows containing the word species have been excluded, 
so Charles Darwin’s publication is ignored. 

There is something of interest to note in the second query: the 
stopword of is part of the search string, but is still used by the search 
because the double quotation marks override stopwords. 

UPDATE ... SET 

This construct allows you to update the contents of a field. If you wish to change the 
contents of one or more fields, you need to first narrow in on just the field or fields to 
be changed, in much the same way you use the SELECT command. Example 8-26 
shows the use of UPDATE ... SET in two different ways. You can see the results in 
Figure 8-15. 

Example 8-26. Using UPDATE ... SET 
UPDATE classics SET author='Mark Twain (Samuel Langhorne 
Clemens)' 
 WHERE author='Mark Twain'; 
UPDATE classics SET category='Classic Fiction' 
 WHERE category='Fiction'; 
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Figure 8-15. Updating columns in the classics table 

In the first query, Mark Twain’s real name of Samuel Langhorne Clemens was 

appended to his pen name in brackets, which affected only one row. The second query, 
however, affected three rows, because it changed all occurrences of the word Fiction 
in the category column to the term Classic Fiction. 

When performing an update, you can also make use of the qualifiers you have already 
seen, such as LIMIT, and the following ORDER BY and GROUP BY keywords. 

ORDER BY 

ORDER BY sorts returned results by one or more columns in ascending or descending 
order. Example 8-27 shows two such queries, the results of which can be seen in Figure 
8-16. 

Example 8-27. Using ORDER BY 
SELECT author,title FROM classics ORDER BY author; 
SELECT author,title FROM classics ORDER BY title DESC; 
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As you can see, the first query returns the publications by author in ascending 
alphabetical order (the default), and the second returns them by title in descending 
order. 

If you wanted to sort all the rows by author and then by descending year of publication 
(to view the most recent first), you would issue the following query: 

SELECT author,title,year FROM classics ORDER BY 
author,year DESC; 

This shows that each ascending and descending qualifier applies to a single column. 
The DESC keyword applies only to the preceding column, year. Because you allow 
author to use the default sort order, it is sorted in ascending order. You could also have 
explicitly specified ascending order for that column, with the same results: 

SELECT author,title,year FROM classics ORDER BY author ASC,year 
DESC; 

GROUP BY 

In a similar fashion to ORDER BY, you can group results returned from queries using 
GROUP BY, which is good for retrieving information about a group of data. For 
example, if you want to know how many publications there are of each category in the 
classics table, you can issue the following query: 

SELECT category,COUNT(author) FROM classics GROUP BY 

category; which returns the following output: +-----------------+-

--------------+ 
| category        | COUNT(author) | 
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+-----------------+---------------+ 
| Classic Fiction |             3 | 
| Non-Fiction     |             1 | 
| Play            |             1 | 
+-----------------+---------------+ 
3 rows in set (0.00 sec) 

Joining Tables Together 
It is quite normal to maintain multiple tables within a database, each holding a different 
type of information. For example, consider the case of a customers table that needs to 
be able to be cross-referenced with publications purchased from the classics table. 
Enter the commands in Example 8-28 to create this new table and populate it with three 
customers and their purchases. Figure 8-17 shows the result. Example 8-28. Creating 

and populating the customers table 
CREATE TABLE 
customers (  name 
VARCHAR(128),  isbn 
VARCHAR(13), 
 PRIMARY KEY (isbn)) ENGINE MyISAM; 
INSERT INTO customers(name,isbn) 
 VALUES('Joe Bloggs','9780099533474'); 
INSERT INTO customers(name,isbn) 
 VALUES('Mary Smith','9780582506206'); 
INSERT INTO customers(name,isbn) 
 VALUES('Jack Wilson','9780517123201'); 
SELECT * FROM customers; 

 

Figure 8-17. Creating the customers table 
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There’s also a shortcut for inserting multiple rows of data, as in 

Example 8-28, in which you can replace the three separate INSERT 
INTO queries with a single one listing the data to be inserted, 
separated by commas, like this: 

INSERT INTO customers(name,isbn) VALUES 
('Joe Bloggs','9780099533474'), 
('Mary Smith','9780582506206'), 
('Jack Wilson','9780517123201'); 

Of course, in a proper table containing customers’ details there would also be 

addresses, phone numbers, email addresses, and so on, but they aren’t necessary for 

this explanation. While creating the new table, you should have noticed that it has 
something in common with the classics table: a column called isbn. Because it has the 
same meaning in both tables (an ISBN refers to a book, and always the same book), 
we can use this column to tie the two tables together into a single query, as in Example 
8-29. 

Example 8-29. Joining two tables into a single SELECT 
SELECT name,author,title from customers,classics 
 WHERE customers.isbn=classics.isbn; 

The result of this operation is the following: 
+-------------+-----------------+------------------------+ 
| name        | author          | title                  | 
+-------------+-----------------+------------------------+ 
| Joe Bloggs  | Charles Dickens | The Old Curiosity Shop | 
| Mary Smith  | Jane Austen     | Pride and Prejudice    | 
| Jack Wilson | Charles Darwin  | The Origin of Species  | 
+-------------+-----------------+------------------------+ 
3 rows in set (0.00 sec) 

See how this query has neatly tied both tables together to show the publications 
purchased from the classics table by the people in the customers table? 

NATURAL JOIN 

Using NATURAL JOIN, you can save yourself some typing and make queries a little 
clearer. This kind of join takes two tables and automatically joins columns that have 
the same name. So, to achieve the same results as from Example 8-29, you would enter: 

SELECT name,author,title FROM customers NATURAL JOIN 
classics; 
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JOIN...ON 

If you wish to specify the column on which to join two tables, use the JOIN ... ON 
construct, as follows, to achieve results identical to those of Example 8-29: 

SELECT name,author,title FROM customers 
 JOIN classics ON customers.isbn=classics.isbn; 
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Using AS 

You can also save yourself some typing and improve query readability by creating 
aliases using the AS keyword. Follow a table name with AS and the alias to use. The 
following code, therefore, is also identical in action to Example 8-29. Aliases can be 
particularly useful when you have long queries that reference the same table names 
many times. 

SELECT name,author,title from  
customers AS cust, classics AS 
class   WHERE 
cust.isbn=class.isbn; 

The result of this operation is the following: 
+-------------+-----------------+------------------------+ 
| name        | author          | title                  | 
+-------------+-----------------+------------------------+ 
| Joe Bloggs  | Charles Dickens | The Old Curiosity Shop | 
| Mary Smith  | Jane Austen     | Pride and Prejudice    | 
| Jack Wilson | Charles Darwin  | The Origin of Species  | 
+-------------+-----------------+------------------------+ 
3 rows in set (0.00 sec) 

Using Logical Operators 
You can also use the logical operators AND, OR, and NOT in your MySQL WHERE 
queries to further narrow down your selections. Example 8-30 shows one instance of 
each, but you can mix and match them in any way you need. 

Example 8-30. Using logical operators 
SELECT author,title FROM classics WHERE 
 author LIKE "Charles%" AND author LIKE "%Darwin"; 
SELECT author,title FROM classics WHERE 
 author LIKE "%Mark Twain%" OR author LIKE "%Samuel Langhorne 
Clemens%"; 
SELECT author,title FROM classics WHERE  
author LIKE "Charles%" AND author NOT LIKE 
"%Darwin"; 

I’ve chosen the first query, because Charles Darwin might be listed in some rows by 

his full name, Charles Robert Darwin. Thus, the query returns publications as long as 
the author column starts with Charles and ends with Darwin. The second query 
searches for publications written using either Mark Twain’s pen name or his real name, 

Samuel Langhorne Clemens. The third query returns publications written by authors 
with the first name Charles but not the surname Darwin. 
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MySQL Functions 
You might wonder why anyone would want to use MySQL functions when PHP comes 
with a whole bunch of powerful functions of its own. The answer is very simple: the 
MySQL functions work on the data right there in the database. If you were to use PHP, 

MySQL Functions  

you would first have to extract raw data from MySQL, manipulate it, and then perform 
the database query you first wanted. 

Having functions built into MySQL substantially reduces the time needed for 
performing complex queries, as well as their complexity. If you wish to learn more 
about the available string and date/time functions, you can visit the following URLs: 

• http://tinyurl.com/mysqlstrings 

• http://tinyurl.com/mysqldates 

However, to get you started, Appendix D describes a subset containing the most useful 
of these functions. 

Accessing MySQL via phpMyAdmin 
Although to use MySQL you have to learn these main commands and how they work, 
once you understand them, it can be much quicker and simpler to use a program such 
as phpMyAdmin to manage your databases and tables. 

However, you will need to install phpMyAdmin before you can use it. To do this, call 
up the Zend UI by entering the following into your browser, and log in (as shown in 
Figure 8-18): 

http://tinyurl.com/mysqlstrings
http://tinyurl.com/mysqldates
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Figure 8-18. The Zend Dashboard 

Now click on the left and right arrows to the right of the DEPLOY SAMPLE APPS 
section until you see the phpMyAdmin logo and click it to initiate the download; then 
click Next when you’re finished. Click Next again, after you have viewed the 

README information, to call up the Application Details screen (see Figure 8-19). 
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Figure 8-19. Configuring phpMyAdmin for Zend 

Here you should probably accept the defaults for Display Name and Virtual Host, but 
will need to specify a directory name for phpMyAdmin in order to keep it away from 
your document root files. I have entered the name phpmyadmin (all in lowercase so 
that I won’t have to enter any capital letters whenever I type the URL to call it up). 

Continue clicking Next and accepting any license agreements until you get to the 
screen in Figure 8-20. Here you should select the “Use HTTP (Apache) Basic 

Authentication?” checkbox and supply a login and password. The default login is 
DBadmin, but I have chosen to use simply admin; your login and password are up to 
you. Unless you have configured them differently, you can probably leave the IP, Port, 
Database User, and Password as displayed. 

Accessing MySQL via phpMyAdmin  
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Figure 8-20. Entering phpMyAdmin user parameters 

Now click Next, review the summary displayed, and when ready, click the Deploy 
button. After a few seconds, you should see that the application was successfully 
deployed, at which point you’ll be ready to access phpMyAdmin by entering the 

following into your browser: 
http://localhost/phpmyadmin 

This will bring up the dialog shown in Figure 8-21, where you should enter your 
username and password before clicking the Log In button. 
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Your browser should now look like Figure 8-22, and you’re ready to use phpMyAdmin 

in place of the MySQL command line. 

 

Figure 8-22. The phpMyAdmin main screen 

Figure 8-21. Logging into phpMyAdmin 
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Accessing MySQL via phpMyAdmin  
Full details on this installation process are on the Zend website at the 
following (shortened) URL: http://tinyurl.com/installpma. 

Using phpMyAdmin 
In the lefthand pane of the main phpMyAdmin screen, you can click on the drop-down 
menu that says “(Databases)” to select any database you wish to work with. This will 

open the database and display its tables. 

From here you can perform all the main operations, such as creating new databases, 
adding tables, creating indexes, and much more. To read the supporting documentation 
for phpMyAdmin, visit https://docs.phpmyadmin.net. 

If you worked with me through the examples in this chapter, congratulations—it’s been 

quite a long journey. You’ve come all the way from learning how to create a MySQL 

database through issuing complex queries that combine multiple tables, to using 
Boolean operators and leveraging MySQL’s various qualifiers. 

In the next chapter, we’ll start looking at how to approach efficient database design, 

advanced SQL techniques, and MySQL functions and transactions. 

Questions 
1. What is the purpose of the semicolon in MySQL queries? 

2. Which command would you use to view the available databases or tables? 

3. How would you create a new MySQL user on the local host called newuser with 
a password of newpass and with access to everything in the database 
newdatabase? 

4. How can you view the structure of a table? 

5. What is the purpose of a MySQL index? 

6. What benefit does a FULLTEXT index provide? 

7. What is a stopword? 

8. Both SELECT DISTINCT and GROUP BY cause the display to show only one 
output row for each value in a column, even if multiple rows contain that value. 
What are the main differences between SELECT DISTINCT and GROUP BY? 

http://tinyurl.com/installpma
https://docs.phpmyadmin.net/
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CHAPTER 

10 Accessing MySQL 
Using PHP 

If you worked through the previous chapters, you’re proficient in using both MySQL 

and PHP. In this chapter, you will learn how to integrate the two by using PHP’s builtin 

functions to access MySQL. 

Querying a MySQL Database with PHP 
The reason for using PHP as an interface to MySQL is to format the results of SQL 
queries in a form visible in a web page. As long as you can log into your MySQL 
installation using your username and password, you can also do so from PHP. 
However, instead of using MySQL’s command line to enter instructions and view 
output, you will create query strings that are passed to MySQL. When MySQL returns 
its response, it will come as a data structure that PHP can recognize instead of the 
formatted output you see when you work on the command line. Further PHP 
commands can retrieve the data and format it for the web page. 

To get you started, in this chapter I use the standard, procedural 
mysql function calls, so that you’ll be up and running quickly, and 

able to maintain older PHP code. However, the new object-oriented 
mysqli functions (the i stands for improved) are becoming the 
recommended way to interface with MySQL from PHP, so in the 

following chapter I’ll show you how to use these too (or instead, 

because the old functions have become deprecated and could be 
removed from PHP at some point). 

The Process 
The process of using MySQL with PHP is: 



 

242  | Chapter 10: Accessing MySQL Using PHP 

1. Connect to MySQL. 

2. Select the database to use. 

3. Build a query string. 

4. Perform the query. 

5. Retrieve the results and output them to a web page. 

6. Repeat Steps 3 to 5 until all desired data has been retrieved. 

7. Disconnect from MySQL. 

We’ll work through these sections in turn, but first it’s important to set up your login 

details in a secure manner so people snooping around on your system have trouble 

getting access to your database. Creating a Login File 

Most websites developed with PHP contain multiple program files that will require 
access to MySQL and will thus need the login and password details. Therefore, it’s 

sensible to create a single file to store these and then include that file wherever it’s 

needed. Example 10-1 shows such a file, which I’ve called login.php. Type the 
example, replacing placeholder values (such as username) with the actual values you 
use for your MySQL database, and save it to the web development directory you set 
up in Chapter 2. We’ll be making use of the file shortly. The hostname localhost 
should work as long as you’re using a MySQL database on your local system, and the 

database publications should work if you’re typing the examples I’ve used so far. 

Example 10-1. The login.php file 
<?php // login.php 
  $db_hostname = 'localhost'; 
  $db_database = 'publications'; 
  $db_username = 'username'; 
  $db_password = 'password'; 
?> 

The enclosing <?php and ?> tags are especially important for the login.php file in 
Example 10-1, because they mean that the lines between can be interpreted only as 
PHP code. If you were to leave them out and someone were to call up the file directly 
from your website, it would display as text and reveal your secrets. But, with the tags 
in place, all that person will see is a blank page. The file will correctly include in your 
other PHP files. 

The $db_hostname variable will tell PHP which computer to use when connecting 
to a database. This is required, because you can access MySQL databases on any 
computer connected to your PHP installation, and that potentially includes any host 
anywhere on the Web. However, the examples in this chapter will be working on the 
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local server. So, in place of specifying a domain such as mysql.myserver.com, you can 
just use the word localhost (or the IP address 127.0.0.1). 

The database we’ll be using, $db_database, is the one called publications, which 
you probably created in Chapter 8, or the one you were provided with by your server 
administrator (in which case you have to modify login.php accordingly). 

The variables $db_username and $db_password should be set to the username 
and password that you have been using with MySQL. 

Another benefit of keeping these login details in a single place is that 
you can change your password as frequently as you like and there 
will be only one file to update when you do, no matter how many 
PHP files access MySQL. 

Connecting to MySQL 
Now that you have the login.php file saved, you can include it in any PHP files that 
will need to access the database by using the require_once statement. This is 
preferable to an include statement, as it will generate a fatal error if the file is not 
found. And believe me, not finding the file containing the login details to your database 
is a fatal error. 

Also, using require_once instead of require means that the file will be read in 
only when it has not previously been included, which prevents wasteful duplicate disk 
accesses. Example 10-2 shows the code to use. 

Example 10-2. Connecting to a MySQL server 
<?php 
  require_once 'login.php';   $db_server = 
mysql_connect($db_hostname, $db_username, $db_password); 

  if (!$db_server) die("Unable to connect to MySQL: " . 
mysql_error()); ?> 

This example runs PHP’s mysql_connect function, which requires three 
parameters: the hostname, username, and password of a MySQL server. Upon 
success it returns an identifier to the server; otherwise, FALSE is returned. Notice that 
the second line uses an if statement with the die function, which does what it sounds 
like and quits from PHP with an error message if $db_server is not TRUE. 

The die message explains that it was not possible to connect to the MySQL database, 
and—to help identify why this happened—includes a call to the mysql_error 
function. This function outputs the error text from the last called MySQL function. 
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The database server pointer $db_server will be used in some of the following 
examples to identify the MySQL server to be queried. By using identifiers this way, 
we can connect to and access multiple MySQL servers from a single PHP program. 

The die function is great for when you are developing PHP code, 
but of course you will want more user-friendly error messages on a 
production server. In this case you won’t abort your PHP program, 

but format a message that will be displayed when the program exits 
normally, such as: 

  function mysql_fatal_error($msg) 
  { 
      $msg2 = 
mysql_error();       echo 
<<< _END 
  We are sorry, but it was not possible to 
complete   the requested task. The error 

message we got was: 

      <p>$msg: $msg2</p> 

  Please click the back button on your 
browser   and try again. If you are still 
having problems,   please <a 
href="mailto:admin@server.com">email   our 
administrator</a>. Thank you. 
  _END;   
} 

Selecting a database 

Having successfully connected to MySQL, you are now ready to select the database 
that you will be using. Example 10-3 shows how to do this. 

Example 10-3. Selecting a database 
<?php 
  mysql_select_db($db_database) 
    or die("Unable to select database: " . 
mysql_error()); ?> 

The command to select the database is mysql_select_db. Pass it the name of the 
database you want and the server to which you connected. As with the previous 
example, a die statement has been included to provide an error message and 
explanation, should the selection fail—the only difference being that there is no need 
to retain the return value from the mysql_select_db function, as it simply returns 
either TRUE or FALSE. Therefore the PHP or statement was used, which means “if 

the previous command failed, do the following.” Note that for the or to work, there 
must be no semicolon at the end of the first line of code. 
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Building and executing a query 

Sending a query to MySQL from PHP is as simple as issuing it using the 

mysql_query function. Example 10-4 shows you how to use it. Example 10-4. 

Querying a database 
<?php 
  $query  = "SELECT * FROM classics"; 
  $result = mysql_query($query); 

  if (!$result) die ("Database access failed: " . 
mysql_error()); ?> 

First, the variable $query is set to the query to be made. In this case, it is asking to 
see all rows in the table classics. Note that, unlike with MySQL’s command line, no 

semicolon is required at the tail of the query, because the mysql_query function is 
used to issue a complete query; it cannot be used for queries sent in multiple parts, one 
at a time. Therefore, MySQL knows the query is complete and doesn’t look for a 

semicolon. 

This function returns a result that we place in the variable $result. Having used 
MySQL at the command line, you might think that the contents of $result will be 
the same as the result returned from a command-line query, with horizontal and vertical 
lines, and so on. However, this is not the case with the result returned to PHP. Instead, 
upon success, $result will contain a resource that can be used to extract the results 
of the query. You’ll see how to extract the data in the next section. Upon failure, 

$result contains FALSE. So the example finishes by checking $result. If it’s 

FALSE, it means that there was an error, and the die command is executed. 

Fetching a result 

Once you have a resource returned from a mysql_query function, you can use it to 
retrieve the data you want. The simplest way to do this is to fetch the cells you want, 
one at a time, using the mysql_result function. Example 10-5 combines and 
extends the previous examples into a program that you can type and run yourself to 
retrieve the returned results. I suggest that you save it in the same folder as login.php 
and give it the name query.php. 

Example 10-5. Fetching results one cell at a time 
<?php // query.php   require_once 'login.php';   $db_server 

= mysql_connect($db_hostname, $db_username, $db_password);   

if (!$db_server) die("Unable to connect to MySQL: " . 

mysql_error()); 
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  mysql_select_db($db_database) 
    or die("Unable to select database: " . mysql_error()); 
  $query  = "SELECT * FROM classics"; 
  $result = mysql_query($query);   if (!$result) die 

("Database access failed: " . mysql_error());   $rows 

= mysql_num_rows($result); 

  for ($j = 0 ; $j < $rows ; ++$j) 
  { 
    echo 'Author: '   . mysql_result($result,$j,'author')   
. '<br>';     echo 'Title: '    . 
mysql_result($result,$j,'title')    . '<br>';     echo 
'Category: ' . mysql_result($result,$j,'category') . '<br>';     
echo 'Year: '     . mysql_result($result,$j,'year')     . 
'<br>';     echo 'ISBN: '     . 
mysql_result($result,$j,'isbn')     . '<br><br>'; 
  } 
?> 

The final 10 lines of code are the new ones, so let’s look at them. They start by setting 

the variable $rows to the value returned by a call to mysql_num_rows. This function 
reports the number of rows returned by a query. 

Armed with the row count, we enter a for loop that extracts each cell of data from 
each row using the mysql_result function. The parameters supplied to this function 
are the resource $result, which was returned by mysql_query, the row number 
$j, and the name of the column from which to extract the data. 

The results from each call to mysql_result are then incorporated within echo 
statements to display one field per line, with an additional line feed between rows. 
Figure 10-1 shows the result of running this program. 

As you may recall, we populated the classics table with five rows in Chapter 8, and 
indeed, five rows of data are returned by query.php. But, as it stands, this code is 
actually extremely inefficient and slow, because a total of 25 calls are made to the 
function mysql_result in order to retrieve all the data, a single cell at a time. 
Luckily, there is a much better way of retrieving the data, which is getting a single row 
at a time using the mysql_fetch_row function. 

In Chapter 9, I talked about First, Second, and Third Normal Form, 
so you may have now noticed that the classics table doesn’t satisfy 

these, because both author and book details are included within the 
same table. That’s because we created this table before encountering 

normalization. However, for the purposes of illustrating access to 
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MySQL from PHP, reusing this table avoids the hassle of typing in a 
new set of test data, so we’ll stick with it for the time being. 

 

Figure 10-1. The output from the query.php program in Example 10-5 

Fetching a row 

It was important to show how you can fetch a single cell of data from MySQL, but 
now let’s look at a much more efficient method. Replace the for loop of query.php 
(in Example 10-5) with the new loop in Example 10-6, and you will find that you get 
exactly the same result that was displayed in Figure 10-1. 

Example 10-6. Replacement for loop for fetching results one row at a time 
<?php 
  for ($j = 0 ; $j < $rows ; ++$j) 
  { 
    $row = mysql_fetch_row($result); 

    echo 'Author: ' .     $row[0] . 
'<br>';     echo 'Title: ' .      
$row[1] . '<br>';     echo 'Category: ' 
.   $row[2] . '<br>';     echo 'Year: ' 
.       $row[3] . '<br>';     echo 
'ISBN: ' .       $row[4] . '<br><br>'; 
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  } 
?> 
In this modified code, only one-fifth of the calls are made to a MySQL-calling function 
(a full 80% less), because each row is fetched in its entirety via the 
mysql_fetch_row function. This returns a single row of data in an array, which is 
then assigned to the variable $row. 

All that’s necessary, then, is to reference each element of the array $row in turn 
(starting at an offset of 0). Therefore $row[0] contains the Author data, $row[1] 
the Title, and so on, because each column is placed in the array in the order in which it 
appears in the MySQL table. Also, by using mysql_fetch_row instead of 
mysql_result, you use substantially less PHP code and achieve much faster 
execution time, due to simply referencing each item of data by offset rather than by 
name. 

Closing a connection 

When you have finished using a database, you should close the connection. You do so 
by issuing the command in Example 10-7. 

Example 10-7. Closing a MySQL server connection 
<?php 
  
mysql_close($db_server)
; ?> 

We have to pass the identifier returned by mysql_connect back in Example 10-2, 
which we stored in the variable $db_server. 

All database connections are automatically closed when PHP exits, 
so it doesn’t matter that the connection wasn’t closed in Example 10-
5. But in longer programs, where you may continually open and close 
database connections, you are strongly advised to close each one as 
soon as you’re finished accessing it. 

A Practical Example 
It’s time to write our first example of inserting data in and deleting it from a MySQL 

table using PHP. I recommend that you type Example 10-8 and save it to your web 
development directory using the filename sqltest.php. You can see an example of the 
program’s output in Figure 10-2. 
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Example 10-8 creates a standard HTML form. Chapter 12 explains 
forms in detail, but in this chapter I take form handling for granted 
and just deal with database interaction. 
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Example 10-8. Inserting and deleting using sqltest.php 
<?php // sqltest.php   require_once 'login.php';   

$db_server = mysql_connect($db_hostname, $db_username, 

$db_password);   if (!$db_server) die("Unable to connect to 

MySQL: " . mysql_error()); 

  mysql_select_db($db_database, $db_server)     
or die("Unable to select database: " . 
mysql_error()); 

  if (isset($_POST['delete']) && isset($_POST['isbn'])) 
  { 
    $isbn  = get_post('isbn'); 
    $query = "DELETE FROM classics WHERE isbn='$isbn'"; 

    if (!mysql_query($query, 
$db_server))       echo "DELETE 
failed: $query<br>" . 
      mysql_error() . 
"<br><br>";   } 

  if (isset($_POST['author']) &&       
isset($_POST['title']) &&       
isset($_POST['category']) &&       
isset($_POST['year']) &&       
isset($_POST['isbn'])) 
  { 
    $author   = get_post('author'); 
    $title    = get_post('title'); 
    $category = get_post('category'); 
    $year     = get_post('year'); 
    $isbn     = get_post('isbn'); 

    $query = "INSERT INTO classics VALUES" . 
      "('$author', '$title', '$category', '$year', 
'$isbn')"; 

    if (!mysql_query($query, 
$db_server))       echo "INSERT 
failed: $query<br>" . 
      mysql_error() . 
"<br><br>";   } 

  echo <<<_END 
  <form action="sqltest.php" method="post"><pre> 
    Author <input type="text" name="author"> 
     Title <input type="text" name="title"> 
  Category <input type="text" name="category"> 
      Year <input type="text" name="year"> 
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      ISBN <input type="text" name="isbn"> 
           <input type="submit" value="ADD RECORD"> 
  </pre></form> 
_END; 

  $query  = "SELECT * FROM classics"; 
  $result = mysql_query($query); 

  if (!$result) die ("Database access failed: " . 
mysql_error());   $rows = mysql_num_rows($result); 

  for ($j = 0 ; $j < $rows ; ++$j) 
  { 
    $row = mysql_fetch_row($result); 
    echo <<<_END 
  <pre> 
    Author $row[0] 
     Title $row[1] 
  Category $row[2] 
      Year $row[3] 
      ISBN $row[4] 
  </pre> 
  <form action="sqltest.php" method="post"> 
  <input type="hidden" name="delete" value="yes"> 
  <input type="hidden" name="isbn" 
value="$row[4]">   <input type="submit" 
value="DELETE RECORD"></form> 
_END; 
  }   

mysql_close($db_server

); 

  function get_post($var) 
  { 
    return mysql_real_escape_string($_POST[$var]); 
  } 
?> 

At over 80 lines of code, this program may appear daunting, but don’t worry—you’ve 

already covered many of them in Example 10-5, and what the code does is actually 
quite simple. 

It first checks for any inputs that may have been made and then either inserts new data 
into the table classics of the publications database or deletes a row from it, according 
to the input supplied. Regardless of whether there was input, the program then outputs 
all rows in the table to the browser. So let’s see how it works. 
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The first section of new code starts by using the isset function to check whether 
values for all the fields have been posted to the program. Upon confirmation, each of 
the lines within the if statement calls the function get_post, which appears at the 
end of the program. This function has one small but critical job: fetching the input from 
the browser. 

 

Figure 10-2. The output from Example 10-8, sqltest.php 

The $_POST Array 
I mentioned in an earlier chapter that a browser sends user input through either a GET 
request or a POST request. The POST request is usually preferred, and we use it here. 
The web server bundles up all of the user input (even if the form was filled out with a 
hundred fields) and puts in into an array named $_POST. 

$_POST is an associative array, which you encountered in Chapter 6. Depending on 
whether a form has been set to use the POST or the GET method, either the $_POST or 
the $_GET associative array will be populated with the form data. They can both be 
read in exactly the same way. 
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Each field has an element in the array named after that field. So, if a form contained a 
field named isbn, the $_POST array contains an element keyed by the word isbn. 
The PHP program can read that field by referring to either $_POST['isbn'] or 
$_POST["isbn"] (single and double quotes have the same effect in this case). If the 
$_POST syntax still seems complex to you, rest assured that you can just use the 
convention I’ve shown in Example 10-8, copy the user’s input to other variables, and 

forget about $_POST after that. This is normal in PHP programs: they retrieve all the 
fields from $_POST at the beginning of the program and then ignore it. 

There is no reason to write to an element in the $_POST array. Its 
only purpose is to communicate information from the browser to the 
program, and you’re better off copying data to your own variables 

before altering it. 

So, back to the get_post function: it passes each item it retrieves through the 
mysql_real_escape_string function to strip out any characters that a hacker 
may have inserted in order to break into or alter your database. 

Deleting a Record 
Prior to checking whether new data has been posted, the program checks whether the 
variable $_POST['delete'] has a value. If so, the user has clicked on the DELETE 
RECORD button to erase a record. In this case, the value of $isbn will also have been 
posted. 

As you’ll recall, the ISBN uniquely identifies each record. The HTML form appends 

the ISBN to the DELETE FROM query string created in the variable $query, which is 
then passed to the mysql_query function to issue it to MySQL. mysql_query 
returns either TRUE or FALSE, and FALSE causes an error message to be displayed 
explaining what went wrong. 

If $_POST['delete']) is not set (and there is therefore no record to be deleted), 
$_POST['author']) and other posted values are checked. If they have all been 
given values, then $query is set to an INSERT INTO command, followed by the five 
values to be inserted. The variable is then passed to mysql_query, which upon 
completion returns either TRUE or FALSE. If FALSE is returned, an error message is 
displayed. 
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Displaying the Form 
Next we get to the part of code that displays the little form at the top of Figure 10-2. 
You should recall the echo <<<_END structure from previous chapters, which outputs 
everything between the _END tags. 

Instead of the echo command, the program could also drop out of 
PHP using ?>, issue the HTML, and then reenter PHP processing 
with <?php. Whichever style used is a matter of programmer 
preference, but I always recommend staying within PHP code for 
these reasons: 

• It makes it very clear when debugging (and also for other users) 
that everything within a .php file is PHP code. Therefore, there is 
no need to go hunting for dropouts to HTML. 

• When you wish to include a PHP variable directly within HTML, 
you can just type it. If you had dropped back to HTML, you would 
have had to temporarily reenter PHP processing, output the 
variable, and then drop back out again. 

The HTML form section simply sets the form’s action to sqltest.php. This means that 
when the form is submitted, the contents of the form fields will be sent to the file 
sqltest.php, which is the program itself. The form is also set up to send the fields as a 
POST rather than a GET request. This is because GET requests are appended to the URL 
being submitted to and can look messy in your browser. They also allow users to easily 
modify submissions and try to hack your server. Therefore, whenever possible, you 
should use POST submissions, which also have the benefit of hiding the posted data 
from view. 

Having output the form fields, the HTML displays a Submit button with the name 
ADD RECORD and closes the form. Note the use of the <pre> and </pre> tags 
here, which have been used to force a monospaced font and allow all the inputs to line 
up neatly. The carriage returns at the end of each line are also output when inside 
<pre> tags. 

Querying the Database 
Next, the code returns to the familiar territory of Example 10-5 where, in the following 
four lines of code, a query is sent to MySQL asking to see all the records in the classics 

table. After that, $rows is set to a value representing the number of rows in the table 
and a for loop is entered to display the contents of each row. 
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I have altered the next bit of code to simplify things. Instead of using the <br> tags 
for line feeds in Example 10-5, I have chosen to use a <pre> tag to line up the display 
of each record in a pleasing manner. 

After the display of each record, there is a second form that also posts to sqltest.php 
(the program itself) but this time contains two hidden fields: delete and isbn. The 
delete field is set to “yes” and isbn to the value held in $row[4], which contains 
the ISBN for the record. Then a Submit button with the name DELETE RECORD is 
displayed and the form is closed. A curly brace then completes the for loop, which 
will continue until all records have been displayed. 

Finally, you see the definition for the function get_post, which we’ve already looked 

at. And that’s it—our first PHP program to manipulate a MySQL database. So, let’s 

check out what it can do. 

Once you have typed the program (and corrected any typing errors), try entering the 
following data into the various input fields to add a new record for the book Moby Dick 
to the database: 

Herman Melville 
Moby Dick 
Fiction 
1851 
9780199535729 

Running the Program 
When you have submitted this data using the ADD RECORD button, scroll down to 
the bottom of the web page to see the new addition. It should look like Figure 10-3. 
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Figure 10-3. The result of adding Moby Dick to the database 
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Now let’s look at how deleting a record works by creating a dummy record. So try 

entering just the number 1 in each of the five fields and click on the ADD RECORD 
button. If you now scroll down, you’ll see a new record consisting just of 1s. Obviously 

this record isn’t useful in this table, so now click on the DELETE RECORD button 

and scroll down again to confirm that the record has been deleted. 

Assuming that everything worked, you are now able to add and delete 
records at will. Try doing this a few times, but leave the main records 
in place (including the new one for Moby Dick), as we’ll be using 
them later. You could also try adding the record with all 1s again a 
couple of times and note the error message that you receive the 

second time, indicating that there is already an ISBN with the number 
1. 

Practical MySQL 
You are now ready to look at some practical techniques that you can use in PHP to 
access the MySQL database, including tasks such as creating and dropping tables; 
inserting, updating, and deleting data; and protecting your database and website from 
malicious users. Note that the following examples assume that you’ve created the 

login.php program discussed earlier in this chapter. Creating a Table 

Let’s assume you are working for a wildlife park and need to create a database to hold 

details about all the types of cats it houses. You are told that there are nine families of 
cats—Lion, Tiger, Jaguar, Leopard, Cougar, Cheetah, Lynx, Caracal, and Domestic—

so you’ll need a column for that. Then each cat has been given a name, so that’s 

another column, and you also want to keep track of their ages, which is another. Of 
course, you will probably need more columns later, perhaps to hold dietary 
requirements, inoculations, and other details, but for now that’s enough to get going. 

A unique identifier is also needed for each animal, so you also decide to create a 
column for that called id. 

Example 10-9 shows the code you might use to create a MySQL table to hold this data, 
with the main query assignment in bold text. 

Example 10-9. Creating a table called cats 
<?php 
  require_once 'login.php';   $db_server = 

mysql_connect($db_hostname, $db_username, $db_password);   

if (!$db_server) die("Unable to connect to MySQL: " . 

mysql_error()); 
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  mysql_select_db($db_database) 
    or die("Unable to select database: " . mysql_error()); 
  $query = "CREATE TABLE cats (     
id SMALLINT NOT NULL 
AUTO_INCREMENT,     family 
VARCHAR(32) NOT NULL,     name 
VARCHAR(32) NOT NULL,     age 
TINYINT NOT NULL, 
    PRIMARY KEY (id) 
  )";   $result = 

mysql_query($query); 

  if (!$result) die ("Database access failed: " . 
mysql_error()); ?> 

As you can see, the MySQL query looks pretty similar to how you would type it 
directly in the command line, except that there is no trailing semicolon, as none is 

needed when you are accessing MySQL from PHP. Describing a Table 

When you aren’t logged into the MySQL command line, here’s a handy piece of code 

that you can use to verify that a table has been correctly created from inside a browser. 
It simply issues the query DESCRIBE cats and then outputs an HTML table with 
four headings—Column, Type, Null, and Key—underneath which all columns within 
the table are shown. To use it with other tables, simply replace the name cats in the 
query with that of the new table (see Example 10-10). 

Example 10-10. Describing the table cats 
<?php 
  require_once 'login.php';   $db_server = 

mysql_connect($db_hostname, $db_username, $db_password);   

if (!$db_server) die("Unable to connect to MySQL: " . 

mysql_error()); 

  mysql_select_db($db_database) 
    or die("Unable to select database: " . mysql_error()); 

  $query  = "DESCRIBE cats"; 
  $result = mysql_query($query);   if (!$result) die ("Database 

access failed: " . mysql_error());   $rows = 

mysql_num_rows($result);   echo 

"<table><tr><th>Column</th><th>Type</th><th>Null</th><th>Key</th>

</tr>"; 



 

 Practical MySQL |  259 

  for ($j = 0 ; $j < $rows ; ++$j) 
  { 
    $row = mysql_fetch_row($result); 
    echo "<tr>"; 
    for ($k = 0 ; $k < 4 ; 
++$k)       echo 
"<td>$row[$k]</td>"; 

    echo 
"</tr>";   } 

  echo 
"</table>"; ?> 

The output from the program should look like this: 
Column Type        

Null Key id     
smallint(6) NO   PRI 
family varchar(32) NO 
name   varchar(32) NO age    
tinyint(4)  NO 

Dropping a Table 

Dropping a table is very easy to do and is therefore very dangerous, so be careful. 
Example 10-11 shows the code that you need. However, I don’t recommend that you 

try it until you have been through the other examples, as it will drop the table cats and 
you’ll have to re-create it using Example 10-9. 

Example 10-11. Dropping the table cats 
<?php 
  require_once 'login.php';   $db_server = 

mysql_connect($db_hostname, $db_username, $db_password);   

if (!$db_server) die("Unable to connect to MySQL: " . 

mysql_error()); 

  mysql_select_db($db_database) 
    or die("Unable to select database: " . mysql_error()); 

  $query  = "DROP TABLE cats"; 
  $result = mysql_query($query); 

  if (!$result) die ("Database access failed: " . 
mysql_error()); ?> 

Adding Data 
Let’s add some data to the table using the code in Example 10-12. 
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Example 10-12. Adding data to table cats 
<?php 
  require_once 'login.php'; 
  $db_server = mysql_connect($db_hostname, $db_username, 
$db_password); 
  if (!$db_server) die("Unable to connect to MySQL: " . 
mysql_error()); 

  mysql_select_db($db_database) 
    or die("Unable to select database: " . mysql_error()); 

  $query  = "INSERT INTO cats VALUES(NULL, 'Lion', 'Leo', 
4)"; 
  $result = mysql_query($query); 

  if (!$result) die ("Database access failed: " . 
mysql_error()); ?> 

You may wish to add a couple more items of data by modifying $query as follows 
and calling up the program in your browser again: 

$query = "INSERT INTO cats VALUES(NULL, 'Cougar', 
'Growler', 2)"; 
$query = "INSERT INTO cats VALUES(NULL, 'Cheetah', 
'Charly', 3)"; 

By the way, notice the NULL value passed as the first parameter? This is because the 
id column is of type AUTO_INCREMENT, and MySQL will decide what value to assign 
according to the next available number in sequence, so we simply pass a NULL value, 
which will be ignored. 

Of course, the most efficient way to populate MySQL with data is to create an array 
and insert the data with a single query. 

Retrieving Data 
Now that some data has been entered into the cats table, Example 10-13 shows how 
you can check that it was correctly inserted. 

Example 10-13. Retrieving rows from the cats table 
<?php 
  require_once 'login.php';   $db_server = 

mysql_connect($db_hostname, $db_username, $db_password);   

if (!$db_server) die("Unable to connect to MySQL: " . 

mysql_error()); 

  mysql_select_db($db_database) 
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    or die("Unable to select database: " . mysql_error()); 

  $query  = "SELECT * FROM cats"; 
  $result = mysql_query($query);   if (!$result) die ("Database 

access failed: " . mysql_error());   $rows = 

mysql_num_rows($result);   echo "<table><tr> <th>Id</th> 

<th>Family</th><th>Name</th><th>Age</th></tr>"; 

  for ($j = 0 ; $j < $rows ; ++$j) 
  { 
    $row = 
mysql_fetch_row($result);     
echo "<tr>"; 

    for ($k = 0 ; $k < 4 ; 
++$k)       echo 
"<td>$row[$k]</td>"; 

    echo 
"</tr>";   } 

  echo 
"</table>"; ?> 

This code simply issues the MySQL query SELECT * FROM cats and then displays 
all the rows returned. Its output is as follows: 

Id Family  Name    Age 
1 Lion    Leo     4 
2 Cougar  Growler 2 
3 Cheetah Charly  3 

Here you can see that the id column has correctly auto-incremented. 

Updating Data 
Changing data that you have already inserted is also quite simple. Did you notice the 
spelling of Charly for the cheetah’s name? Let’s correct that to Charlie, as in Example 
10-14. 

Example 10-14. Renaming Charly the cheetah to Charlie 
<?php 
  require_once 'login.php';   $db_server = 

mysql_connect($db_hostname, $db_username, $db_password);   
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if (!$db_server) die("Unable to connect to MySQL: " . 

mysql_error()); 

  mysql_select_db($db_database) 
    or die("Unable to select database: " . mysql_error()); 

  $query  = "UPDATE cats SET name='Charlie' WHERE 
name='Charly'"; 
  $result = mysql_query($query); 

  if (!$result) die ("Database access failed: " . 
mysql_error()); ?> 

If you run Example 10-13 again, you’ll see that it now outputs the following: 
Id Family  Name    Age 
1 Lion    Leo     4 
2 Cougar  Growler 2 
3 Cheetah Charlie 3 

Deleting Data 
Growler the cougar has been transferred to another zoo, so it’s time to remove him 

from the database; see Example 10-15. 

Example 10-15. Removing Growler the cougar from the cats table 
<?php 
  require_once 'login.php';   $db_server = 

mysql_connect($db_hostname, $db_username, $db_password);   

if (!$db_server) die("Unable to connect to MySQL: " . 

mysql_error()); 

  mysql_select_db($db_database) 
    or die("Unable to select database: " . mysql_error()); 

  $query  = "DELETE FROM cats WHERE name='Growler'"; 
  $result = mysql_query($query); 

  if (!$result) die ("Database access failed: " . 
mysql_error()); ?> 

This uses a standard DELETE FROM query, and when you run Example 10-13, you can 
see that the row has been removed in the following output: 

Id Family  Name    Age 
1  Lion    Leo     4 
3  Cheetah Charlie 3 
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Using AUTO_INCREMENT 
When using AUTO_INCREMENT, you cannot know what value has been given to a 
column before a row is inserted. Instead, if you need to know it, you must ask MySQL 
afterward using the mysql_insert_id function. This need is common: for instance, 
when you process a purchase, you might insert a new customer into a Customers table 
and then refer to the newly created CustId when inserting a purchase into the purchase 
table. 

Example 10-12 can be rewritten as Example 10-16 to display this value after each 
insert. 

Example 10-16. Adding data to table cats and reporting the insertion id 
<?php 
  require_once 'login.php';   $db_server = 

mysql_connect($db_hostname, $db_username, $db_password);   

if (!$db_server) die("Unable to connect to MySQL: " . 

mysql_error()); 

  mysql_select_db($db_database) 
    or die("Unable to select database: " . mysql_error()); 

  $query  = "INSERT INTO cats VALUES(NULL, 'Lynx', 
'Stumpy', 5)"; 
  $result = mysql_query($query); 
  echo "The Insert Id was: " . mysql_insert_id(); 

  if (!$result) die ("Database access failed: " . 
mysql_error()); ?> 

The contents of the table should now look like the following (note how the previous id 

value of 2 is not reused, as this could cause complications in some instances): 

Id Family  Name    Age 
1  Lion    Leo     4 
3 Cheetah Charlie 3 
4 Lynx    Stumpy  5 

Using insert IDs 

It’s very common to insert data in multiple tables: a book followed by its author, or a 

customer followed by his purchase, and so on. When doing this with an auto-increment 
column, you will need to retain the insert ID returned for storing in the related table. 

For example, let’s assume that these cats can be “adopted” by the public as a means of 

raising funds, and that when a new cat is stored in the cats table, we also want to create 
a key to tie it to the animal’s adoptive owner. The code to do this is similar to that in 
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Example 10-16, except that the returned insert ID is stored in the variable $insertID, 
and is then used as part of the subsequent query: 

$query    = "INSERT INTO cats VALUES(NULL, 'Lynx', 
'Stumpy', 5)"; 
$result   = mysql_query($query); 
$insertID = mysql_insert_id(); 

$query    = "INSERT INTO owners VALUES($insertID, 
'Ann', 'Smith')"; 
$result   = mysql_query($query); 

Now the cat is connected to its “owner” through the cat’s unique ID, which was created 

automatically by AUTO_INCREMENT. 

Using locks 

A completely safe procedure for linking tables through the insert ID is to use locks (or 
transactions, as described in Chapter 9). It can slow down response time a bit when 
there are many people submitting data to the same table, but it can also be worth it. 
The sequence is: 

1. Lock the first table (e.g., cats). 

2. Insert data into the first table. 

3. Retrieve the unique ID from the first table through mysql_insert_id. 

4. Unlock the first table. 

5. Insert data into the second table. 

You can safely release the lock before inserting data into the second table, because the 
insert ID has been retrieved and is stored in a program variable. You could also use a 
transaction instead of locking, but that slows down the MySQL server even more. 

Performing Additional Queries 

OK, that’s enough feline fun. To explore some slightly more complex queries, we need 

to revert to using the customers and classics tables that you created in Chapter 8. There 
will be two customers in the customers table; the classics table holds the details of a 
few books. They also share a common column of ISBNs, called isbn, that we can use 
to perform additional queries. 

For example, to display all of the customers along with the titles and authors of the 

books they have bought, you can use the code in Example 10-17. Example 10-17. 

Performing a secondary query 
<?php 
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  require_once 'login.php';   $db_server = 

mysql_connect($db_hostname, $db_username, $db_password);   

if (!$db_server) die("Unable to connect to MySQL: " . 

mysql_error()); 

  mysql_select_db($db_database) 
    or die("Unable to select database: " . mysql_error()); 

  $query  = "SELECT * FROM customers"; 
  $result = mysql_query($query);   if (!$result) die 

("Database access failed: " . mysql_error());   $rows 

= mysql_num_rows($result); 

  for ($j = 0 ; $j < $rows ; ++$j) 
  { 
    $row = mysql_fetch_row($result);     
echo "$row[0] purchased ISBN 
$row[1]:<br>"; 

    $subquery  = "SELECT * FROM classics WHERE 
isbn='$row[1]'"; 
    $subresult = mysql_query($subquery);     if 

(!$subresult) die ("Database access failed: " . 

mysql_error());     $subrow = mysql_fetch_row($subresult); 

    echo "  '$subrow[1]' by $subrow[0]<br>"; 
  } 
?> 
This program uses an initial query to the customers table to look up all the customers 
and then, given the ISBN of the book each customer purchased, makes a new query to 
the classics table to find out the title and author for each. The output from this code 
should be as follows: 

Mary Smith purchased ISBN 9780582506206: 
  'Pride and Prejudice' by Jane 
Austen Jack Wilson purchased ISBN 
9780517123201: 
  'The Origin of Species' by Charles Darwin 

Of course, although it wouldn’t illustrate performing additional 
queries, in this particular case you could also return the same 
information using a NATURAL JOIN query (see Chapter 8), like this: 

SELECT name,isbn,title,author FROM customers 
  NATURAL JOIN classics; 
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Preventing SQL Injection 
It may be hard to understand just how dangerous it is to pass user input unchecked to 
MySQL. For example, suppose you have a simple piece of code to verify a user, and 
it looks like this: 

$user  = $_POST['user']; 
$pass  = $_POST['pass']; 
$query = "SELECT * FROM users WHERE user='$user' AND 
pass='$pass'"; 

At first glance, you might think this code is perfectly fine. If the user enters values of 
fredsmith and mypass for $user and $pass, respectively, then the query string, 
as passed to MySQL, will be as follows: 

SELECT * FROM users WHERE user='fredsmith' AND 
pass='mypass' 

This is all well and good, but what if someone enters the following for $user (and 
doesn’t even enter anything for $pass)? 

admin' # 

Let’s look at the string that would be sent to MySQL: 

SELECT * FROM users WHERE user='admin' #' AND pass='' 

Do you see the problem there? In MySQL, the # symbol represents the start of a 
comment. Therefore, the user will be logged in as admin (assuming there is a user 
admin), without having to enter a password. In the following, the part of the query 
that will be executed is shown in bold; the rest will be ignored. 

SELECT * FROM users WHERE user='admin' #' AND pass='' 

But you should count yourself very lucky if that’s all a malicious user does to you. At 

least you might still be able to go into your application and undo any changes the user 
makes as admin. But what about the case in which your application code removes a 
user from the database? The code might look something like this: 

$user  = $_POST['user']; 
$pass  = $_POST['pass']; 
$query = "DELETE FROM users WHERE user='$user' AND 
pass='$pass'"; 

Again, this looks quite normal at first glance, but what if someone entered the 
following for $user? 

anything' OR 1=1 # 

This would be interpreted by MySQL as: 
DELETE FROM users WHERE user='anything' OR 1=1 #' AND pass='' 
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Ouch—that SQL query will always be TRUE and therefore you’ve lost your whole 

users database! So what can you do about this kind of attack? 

Well, the first thing is not to rely on PHP’s built-in magic quotes, which automatically 
escape any characters such as single and double quotes by prefacing them with a 
backslash (\). Why? Because this feature can be turned off; many programmers do so 
in order to put their own security code in place. So there is no guarantee that this hasn’t 

happened on the server you are working on. In fact, the feature was deprecated as of 
PHP 5.3.0 and has been removed in PHP 6.0.0. 

Instead, you should always use the function mysql_real_escape_string for all 
calls to MySQL. Example 10-18 is a function you can use that will remove any magic 
quotes added to a user-inputted string and then properly sanitize it for you. 

Example 10-18. How to properly sanitize user input for MySQL 
<?php 
  function mysql_fix_string($string) 
  { 
    if (get_magic_quotes_gpc()) $string = 
stripslashes($string); 
    return mysql_real_escape_string($string); 
  } 
?> 

The get_magic_quotes_gpc function returns TRUE if magic quotes are active. In 
that case, any slashes that have been added to a string have to be removed, or the 
function mysql_real_escape_string could end up double-escaping some 
characters, creating corrupted  strings.  Example  10-19  illustrates 
 how  you  would  incorporate mysql_fix_string within your own code. 

Example 10-19. How to safely access MySQL with user input 
<?php 
  $user  = mysql_fix_string($_POST['user']); 
  $pass  = mysql_fix_string($_POST['pass']); 
  $query = "SELECT * FROM users WHERE user='$user' AND 
pass='$pass'"; 
  function mysql_fix_string($string) 
  { 
    if (get_magic_quotes_gpc()) $string = 
stripslashes($string); 
    return mysql_real_escape_string($string); 
  } 
?> 
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Remember that you can use mysql_real_escape_string only 
when a MySQL database is actively open; otherwise, an error will 
occur. 

Using Placeholders 
Another way—this one virtually bulletproof—to prevent SQL injections is to use a 
feature called placeholders. The idea is to predefine a query using ? characters where 
the data will appear. Then, instead of calling a MySQL query directly, you call the 
predefined one, passing the data to it. This has the effect of ensuring that every item of 
data entered is inserted directly into the database and cannot be interpreted as SQL 
queries. In other words, SQL injections become impossible. 

The sequence of queries to execute when using MySQL’s command line would be like 

that in Example 10-20. 

Example 10-20. Using placeholders 
PREPARE statement FROM "INSERT INTO classics 
VALUES(?,?,?,?,?)"; 

SET @author   = "Emily Brontë", 
    @title    = "Wuthering Heights", 
    @category = "Classic Fiction", 
    @year     = "1847", 
    @isbn     = "9780553212587"; EXECUTE statement 

USING @author,@title,@category,@year,@isbn; 

DEALLOCATE PREPARE statement; 

The first command prepares a statement called statement for inserting data into the 
classics table. As you can see, in place of values or variables for the data to insert, the 
statement contains a series of ? characters. These are the placeholders. 

The next five lines assign values to MySQL variables according to the data to be 
inserted. Then the predefined statement is executed, passing these variables as 
parameters. Finally, the statement is removed, in order to return the resources it was 
using. 

In PHP, the code for this procedure looks like Example 10-21 (assuming that you have 
created login.php with the correct details to access the database). 

Example 10-21. Using placeholders with PHP 
<?php 
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  require 'login.php';   $db_server = 

mysql_connect($db_hostname, $db_username, $db_password);   

if (!$db_server) die("Unable to connect to MySQL: " . 

mysql_error()); 

  mysql_select_db($db_database) 
    or die("Unable to select database: " . mysql_error()); 

  $query = 'PREPARE statement FROM "INSERT INTO classics 
VALUES(?,?,?,?,?)"';   mysql_query($query); 

  $query = 'SET @author = "Emily Brontë",' . 
           '@title = "Wuthering Heights",' . 
           '@category = "Classic Fiction",' . 
           '@year = "1847",' . 
           '@isbn = "9780553212587"';   
mysql_query($query); 

  $query = 'EXECUTE statement USING 
@author,@title,@category,@year,@isbn';   mysql_query($query); 

  $query = 'DEALLOCATE PREPARE statement'; 
  
mysql_query($query); 
?> 

Once you have prepared a statement, until you deallocate it you can use it as often as 
you wish. Such statements are commonly used within a loop to quickly insert data into 
a database by assigning values to the MySQL variables and then executing the 
statement. This approach is more efficient than creating the entire statement from 
scratch on each pass through the loop. 

Preventing HTML Injection 
There’s another type of injection you need to concern yourself about—not for the 
safety of your own websites, but for your users’ privacy and protection. That’s cross-

site scripting, also referred to as XSS. 

This occurs when you allow HTML, or more often JavaScript code, to be input by a 
user and then displayed back by your website. One place this is common is in a 
comment form. What happens most often is that a malicious user will try to write code 
that steals cookies from your site’s users, allowing him or her to discover username 

and password pairs or other information. Even worse, the malicious user might launch 
an attack to download a Trojan onto a user’s computer. 
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But preventing this is as simple as calling the htmlentities function, which strips 
out all HTML markup codes and replaces them with a form that displays the characters, 
but does not allow a browser to act on them. For example, consider the following 
HTML: 

<script src='http://x.com/hack.js'> 
</script><script>hack();</script> 

This code loads in a JavaScript program and then executes malicious functions. But if 
it is first passed through htmlentities, it will be turned into the following, totally 
harmless string: 

&lt;script src='http://x.com/hack.js'&gt;  
&lt;/script&gt;&lt;script&gt;hack();&lt;/script&gt; 

Therefore, if you are ever going to display anything that your users enter, either 
immediately or after storing it in a database, you need to first sanitize it with 
htmlentities. To do this, I recommend that you create a new function, like the first 
one in Example 10-22, which can sanitize for both SQL and XSS injections. 

Example 10-22. Functions for preventing both SQL and XSS injection attacks 
<?php 
  function mysql_entities_fix_string($string) 
  { 
    return 
htmlentities(mysql_fix_string($string));   
} 

  function mysql_fix_string($string) 
  { 
    if (get_magic_quotes_gpc()) $string = 
stripslashes($string); 
    return mysql_real_escape_string($string); 
  } 
?> 

The mysql_entities_fix_string function first calls mysql_fix_string and 
then passes the result through htmlentities before returning the fully sanitized 
string. Example 10-23 shows your new “ultimate protection” version of Example 10-
19. 

Example 10-23. How to safely access MySQL and prevent XSS attacks 
<?php 
  $user  = mysql_entities_fix_string($_POST['user']); 
  $pass  = mysql_entities_fix_string($_POST['pass']); 
  $query = "SELECT * FROM users WHERE user='$user' AND 
pass='$pass'"; 
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  function mysql_entities_fix_string($string) 
  { 
    return 
htmlentities(mysql_fix_string($string));   
} 

  function mysql_fix_string($string) 
  { 
    if (get_magic_quotes_gpc()) $string = 
stripslashes($string); 
    return mysql_real_escape_string($string); 
  } 
?> 

Now that you have learned how to integrate PHP with MySQL and avoid malicious 
user input, the next chapter will explain how to use the improved MySQLi extension 
for your MySQL queries. 

Questions 
1. What is the standard PHP function for connecting to a MySQL database? 

2. When is the mysql_result function not optimal? 

3. Give one reason why using the POST form method is usually better than GET. 

4. How can you determine the most recently entered value of an AUTO_INCREMENT 
column? 

5. Which PHP function escapes a string, making it suitable for use with MySQL? 

6. Which function can be used to prevent XSS injection attacks? 

See “Chapter 10 Answers” on page 646 in Appendix A for the answers to these 
questions. 
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